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Proprietary Notice

This document is protected by copyright and other related rights and the use or implementation of
the information contained in this document may be protected by one or more patents or pending
patent applications. No part of this document may be reproduced in any form by any means
without the express prior written permission of Arm Limited ("Arm"). No license, express or implied,
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by estoppel or otherwise to any intellectual property rights is granted by this document unless
specifically stated.

Your access to the information in this document is conditional upon your acceptance that you
will not use or permit others to use the information for the purposes of determining whether the
subject matter of this document infringes any third party patents.

The content of this document is informational only. Any solutions presented herein are subject
to changing conditions, information, scope, and data. This document was produced using
reasonable efforts based on information available as of the date of issue of this document.
The scope of information in this document may exceed that which Arm is required to provide,
and such additional information is merely intended to further assist the recipient and does not
represent Arm’s view of the scope of its obligations. You acknowledge and agree that you possess
the necessary expertise in system security and functional safety and that you shall be solely
responsible for compliance with all legal, regulatory, safety and security related requirements
concerning your products, notwithstanding any information or support that may be provided by
Arm herein. In addition, you are responsible for any applications which are used in conjunction
with any Arm technology described in this document, and to minimize risks, adequate design and
operating safeguards should be provided for by you.

This document may include technical inaccuracies or typographical errors. THIS DOCUMENT IS
PROVIDED "AS IS". ARM PROVIDES NO REPRESENTATIONS AND NO WARRANTIES, EXPRESS,
IMPLIED OR STATUTORY, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES
OF MERCHANTABILITY, SATISFACTORY QUALITY, NON-INFRINGEMENT OR FITNESS FOR A
PARTICULAR PURPOSE WITH RESPECT TO THE DOCUMENT. For the avoidance of doubt, Arm
makes no representation with respect to, and has undertaken no analysis to identify or understand
the scope and content of, any patents, copyrights, trade secrets, trademarks, or other rights.

TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT WILL ARM BE LIABLE FOR
ANY DAMAGES, INCLUDING WITHOUT LIMITATION ANY DIRECT, INDIRECT, SPECIAL,
INCIDENTAL, PUNITIVE, OR CONSEQUENTIAL DAMAGES, HOWEVER CAUSED AND
REGARDLESS OF THE THEORY OF LIABILITY, ARISING OUT OF ANY USE OF THIS
DOCUMENT, EVEN IF ARM HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Reference by Arm to any third party’s products or services within this document is not an express
or implied approval or endorsement of the use thereof.

This document consists solely of commercial items. You shall be responsible for ensuring that
any permitted use, duplication, or disclosure of this document complies fully with any relevant
export laws and regulations to assure that this document or any portion thereof is not exported,
directly or indirectly, in violation of such export laws. Use of the word “partner” in reference to
Arm’s customers is not intended to create or refer to any partnership relationship with any other
company. Arm may make changes to this document at any time and without notice.

This document may be translated into other languages for convenience, and you agree that if there
is any conflict between the English version of this document and any translation, the terms of the
English version of this document shall prevail.

The validity, construction and performance of this notice shall be governed by English Law.
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The Arm corporate logo and words marked with ® or ™ are registered trademarks or trademarks
of Arm Limited (or its affiliates) in the US and/or elsewhere. Please follow Arm’s trademark usage
guidelines at https://www.arm.com/company/policies/trademarks. All rights reserved. Other brands
and names mentioned in this document may be the trademarks of their respective owners.

Arm Limited. Company 02557590 registered in England.

110 Fulbourn Road, Cambridge, England CB1 9NJ.

PRE-1121-V1.0

Confidentiality Status

This document is Non-Confidential. The right to use, copy and disclose this document may be
subject to license restrictions in accordance with the terms of the agreement entered into by Arm
and the party that Arm delivered this document to.

Unrestricted Access is an Arm internal classification.

Product Status

The information in this document is Final, that is for a developed product.

Feedback

Arm welcomes feedback on this product and its documentation. To provide feedback on the
product, create a ticket on https://support.developer.arm.com

To provide feedback on the document, fill the following survey: https://developer.arm.com/
documentation-feedback-survey.

Inclusive language commitment

Arm values inclusive communities. Arm recognizes that we and our industry have used language
that can be offensive. Arm strives to lead the industry and create change.

We believe that this document contains no offensive language. To report offensive language in this
document, email terms@arm.com.
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1. Release Note for GNU Arm Embedded
Toolchain 10.3-2021.10

GNU Arm Embedded Toolchain 10.3-2021.10

This release includes bare metal pre-built binaries for AArch32 EABI targets, which can be hosted
on:

• Windows 10 or later on IA-32 or x86_64

• Mac OS X 10.14 or later on x86_64

• Linux on x86_64

These toolchains are built on and for Ubuntu 16.04 on x86_64, and will likely also be useable
on OS versions:

◦ later than Ubuntu 16.04

◦ RHEL 8

• Linux on AArch64

These toolchains are built on and for Ubuntu 18.04 on AArch64, and will likely also be useable
on OS versions:

◦ later than Ubuntu 18.04

◦ RHEL 8

For Windows, the binaries are provided with an installer and as a zip file.

For Linux, the binaries are provided as tarball files.

For Mac OS X, the binaries are provided as tarball and pkg files.

The release also contains source code package (together with build scripts and instructions to setup
the build environment), which is composed of:

• gcc : refs/vendors/ARM/heads/arm-10 git://gcc.gnu.org/git/gcc.git commit
a7eb0564c3060418b5ca68c2806ad74f73384fd0

• binutils : binutils-2_36-branch git://sourceware.org/git/binutils-gdb.git commit
a7eb3ff36cebc093af6658049e03d63579dade86

• newlib and newlib-nano : 2a3a03972b35377aef8d3d52d873ac3b8fcc512c git://
sourceware.org/git/newlib-cygwin.git commit
2a3a03972b35377aef8d3d52d873ac3b8fcc512c

• gdb : gdb-10-branch git://sourceware.org/git/binutils-gdb.git commit
abbf09189720ddc14fe71d0afdfa7653b8c67b5d

Note that some or all of the following prerequisites are downloaded when building from source:
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• EnvVarUpdate NSIS script : http://nsis.sourceforge.net/mediawiki/images/a/ad/
EnvVarUpdate.7z

• expat 2.1.1 : https://downloads.sourceforge.net/project/expat/expat/2.1.1/expat-2.1.1.tar.bz2

• gmp 6.1.0 : https://gmplib.org/download/gmp/gmp-6.1.0.tar.bz2

• isl 0.18 : https://sourceforge.net/projects/libisl/files

• libelf 0.8.13 : https://fossies.org/linux/misc/old/libelf-0.8.13.tar.gz

• libiconv 1.15 : https://ftp.gnu.org/pub/gnu/libiconv/libiconv-1.15.tar.gz

• mpc 1.0.3 : ftp://ftp.gnu.org/gnu/mpc/mpc-1.0.3.tar.gz

• mpfr 3.1.4 : http://www.mpfr.org/mpfr-3.1.4/mpfr-3.1.4.tar.bz2

• python 2.7.7 : https://www.python.org/ftp/python/2.7.7/python-2.7.7.msi

• zlib 1.2.8 : http://www.zlib.net/fossils/zlib-1.2.8.tar.gz

Features:

• All GCC 10.3 features

Tests:

• Targets:

◦ Variety of Cortex-M0/M0+/M3/M4/M7/A9 boards

◦ Qemu

◦ Arm Fast Models

Notable changes in 10.3-2021.10 release:

• Added mitigation for the VLLDM instruction security vulnerability described in: https://
developer.arm.com/support/arm-security-updates/vlldm-instruction-security-vulnerability

Known issues:

• Doing IPA on CMSE generates a linker error:

The linker will error out when resulting object file contains a symbol for the clone function with
the __acle_se prefix that has a non-local binding.

Issue occurs when compiling binaries for M-profile Secure Extensions where the compiler may
decide to clone a function with the cmse_nonsecure_entry attribute.

Although cloning nonsecure entry functions is legal, as long as the clone is only used inside the
secure application, the clone function itself should not be seen as a secure entry point and so it
should not have the __acle_se prefix.

A possible workaround for this is to add a ‘noclone’ attribute to functions with the
‘cmse_nonsecure_entry’. This will prevent GCC from cloning such functions.

• GCC can hang or crash if the input source code uses MVE Intrinsics polymorphic variants in
a nested form. The depth of nesting that triggers this issue might vary depending on the host
machine. This behaviour is observed when nesting 7 times or more on a high-end workstation.
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On less powerful machines, this behaviour might be observed with fewer levels of nesting. This
issue is reported in https://gcc.gnu.org/bugzilla/show_bug.cgi?id=91937
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