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Introduction
Scope
This document describes errata categorized by level of severity. Each description includes:

The current status of the erratum.
Where the implementation deviates from the specification and the conditions required for erroneous
behavior to occur.
The implications of the erratum with respect to typical applications.
The application and limitations of a workaround where possible.

Categorization of errata
Errata are split into three levels of severity and further qualified as common or rare:

Category A A critical error. No workaround is available or workarounds are impactful. The error is likely to be common
for many systems and applications.

Category A (Rare) A critical error. No workaround is available or workarounds are impactful. The error is likely to be rare for
most systems and applications. Rare is determined by analysis, verification and usage.

Category B A significant error or a critical error with an acceptable workaround. The error is likely to be common for
many systems and applications.

Category B (Rare) A significant error or a critical error with an acceptable workaround. The error is likely to be rare for most
systems and applications. Rare is determined by analysis, verification and usage.

Category C A minor error.
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Change Control
Errata are listed in this section if they are new to the document, or marked as "updated" if there has
been any change to the erratum text. Fixed errata are not shown as updated unless the erratum text has
changed. The errata summary table identifies errata that have been fixed in each product revision.

June 27, 2024: Changes in document version v5.0
No new or updated errata in this document version.

March 08, 2024: Changes in document version v4.0

ID Status Area Category Summary

3193266 New Programmer Category C Region count field in peripheral_id4 configuration register is incorrect.

December 04, 2023: Changes in document version v3.0
No new or updated errata in this document version.

June 30, 2023: Changes in document version v2.0

ID Status Area Category Summary

2982194 New Programmer Category C Overflow reported for single destination ID checker error events on GT and
AUB

February 24, 2023: Changes in document version v1.0
No errata in this document version.
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Errata summary table
The errata associated with this product affect the product versions described in the following table.

ID Area Category Summary Found in versions Fixed in version

2982194 Programmer Category C
Overflow reported for single
destination ID checker error events
on GT and AUB

r0p1 Open

3193266 Programmer Category C Region count field in peripheral_id4
configuration register is incorrect. r0p1 Open
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Errata descriptions
Category A
There are no errata in this category.

Category A (rare)
There are no errata in this category.

Category B
There are no errata in this category.

Category B (rare)
There are no errata in this category.
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Category C

2982194 
Overflow reported for single destination ID checker error events on GT and
AUB

Status

Affects: PL627
Fault Type: CAT C - Programmer
Fault Status: Present in: r0p1. Fixed in: Open

Description

A single DESTID error in a NI-710AE configuration may be reported for multiple cycles, causing a false
error overflow indication in the FMU (Fault Management Unit). This may occur on the GT and AUB
networks (SM 15 and 16).

Configurations Affected

This issue happens in configurations where all the following conditions are true:

NI-710AE has DESTID checking enabled though internal network protection.

Conditions

The following conditions are required to hit this issue:

A GT/AUB packet is sent to an endpoint with a corrupted TGTID
A GT/AUB packet is incorrectly routed to the wrong endpoint

Implications

When a DESTID error is encountered, the error may be reported for several cycles and cause an
overflow to be falsely indicated in the FMU_ERR_STATUS.OF field.

Error handling software may use the OF indicator to count the number of errors to distinguish between
transient faults and permanent faults. The action taken for a transient fault may be to reset the device,
whereas the action taken for a permanent fault may be to disable the device.

Workaround
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The error overflow field may be incorrect when a DESTID (SM 15 and 16) error is encountered. The
overflow field is accurate as long as there is not a destination ID error present. For SM 15 and 16, FuSa
software should ignore the OF bit, and instead use a software counter to determine the frequency and
severity of events.
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3193266 
Region count field in peripheral_id4 configuration register is incorrect

Status

Affects: PL627
Fault Type: CAT C - Programmer
Fault Status: Present in: r0p1. Fixed in: Open.

Description

The peripheral_id4 software configuration register in the Global register block includes a read-only field
named region_count that contains a configuration-dependent value. The calculation that sets the value
of the region_count field is erroneous and so it should be assumed that the value of the field is incorrect.

The value of the peripheral_id4.region_count field is intended to specify, as a binary logarithm, the
number of register blocks that are occupied for the interconnect programmers view. When a
configuration is rendered, the rendering process calculates the region_count value and sets straps in the
rendered RTL for the region_count field. The calculation depends on parameters such as the number of:

Endpoints
Subfeatures enabled for an endpoint
Voltage domains
Clock domains

However, the calculation counts the number of programming blocks incorrectly and underreports the
number of pages in the configuration space. Although there are circumstances in which the field value is
correct, in the majority of cases, the field value is calculated incorrectly. As a result, it should always be
assumed that the value that is reported in the peripheral_id4.region_count field is incorrect.

Configurations affected

This issue occurs in all configurations.

Conditions

This issue occurs under all conditions and is always present.

Implications

Because the peripheral_id4.region_count field can report incorrect values, software should never use this
field, either during the software discovery process or when determining the amount of address space
required for the interconnect programming model in the system address map.
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Workaround

The following independent workarounds can be used to avoid this issue:

Use the software discovery process that is described in the product TRM to determine the
components that are in the product configuration. This process enables software to discover the
offset in the configuration address map for each component, how many pages the components use,
and the total address space required. Discovery is a standard flow that can be used by software and
is not just a workaround for this particular issue.
Use the configuration address space value that is calculated by Socrates when the product
configuration is rendered. If this value is required by system configuration software before discovery
takes place, or if discovery is not used, the value should be stored in a software-accessible table.
Such a table could be part of the information that is used by the device driver for the interconnect.
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Proprietary notice
This document is protected by copyright and other related rights and the use or implementation of the
information contained in this document may be protected by one or more patents or pending patent applications.
No part of this document may be reproduced in any form by any means without the express prior written
permission of Arm Limited ("Arm"). No license, express or implied, by estoppel or otherwise to any intellectual
property rights is granted by this document unless specifically stated.

Your access to the information in this document is conditional upon your acceptance that you will not use or
permit others to use the information for the purposes of determining whether the subject matter of this
document infringes any third party patents.

The content of this document is informational only. Any solutions presented herein are subject to changing
conditions, information, scope, and data. This document was produced using reasonable efforts based on
information available as of the date of issue of this document. The scope of information in this document may
exceed that which Arm is required to provide, and such additional information is merely intended to further assist
the recipient and does not represent Arm's view of the scope of its obligations. You acknowledge and agree that
you possess the necessary expertise in system security and functional safety and that you shall be solely
responsible for compliance with all legal, regulatory, safety and security related requirements concerning your
products, notwithstanding any information or support that may be provided by Arm herein. In addition, you are
responsible for any applications which are used in conjunction with any Arm technology described in this
document, and to minimize risks, adequate design and operating safeguards should be provided for by you.

This document may include technical inaccuracies or typographical errors. THIS DOCUMENT IS PROVIDED "AS
IS". ARM PROVIDES NO REPRESENTATIONS AND NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY,
INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY, SATISFACTORY
QUALITY, NON-INFRINGEMENT OR FITNESS FOR A PARTICULAR PURPOSE WITH RESPECT TO THE
DOCUMENT. For the avoidance of doubt, Arm makes no representation with respect to, and and has undertaken
no analysis to identify or understand the scope and content of, any patents, copyrights, trade secrets, trademarks,
or other rights.

TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT WILL ARM BE LIABLE FOR ANY DAMAGES,
INCLUDING WITHOUT LIMITATION ANY DIRECT, INDIRECT, SPECIAL, INCIDENTAL, PUNITIVE, OR
CONSEQUENTIAL DAMAGES, HOWEVER CAUSED AND REGARDLESS OF THE THEORY OF LIABILITY,
ARISING OUT OF ANY USE OF THIS DOCUMENT, EVEN IF ARM HAS BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.

Reference by Arm to any third party's products or services within this document is not an express or implied
approval or endorsement of the use thereof.

This document consists solely of commercial items. You shall be responsible for ensuring that any permitted use,
duplication or disclosure of this document complies fully with any relevant export laws and regulations to assure
that this document or any portion thereof is not exported, directly or indirectly, in violation of such export laws.
Use of the word "partner" in reference to Arm's customers is not intended to create or refer to any partnership
relationship with any other company. Arm may make changes to this document at any time and without notice.

This document may be translated into other languages for convenience, and you agree that if there is any conflict
between the English version of this document and any translation, the terms of the English version of this
document shall prevail.

The validity, construction and performance of this notice shall be governed by English Law.
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The Arm corporate logo and words marked with ® or ™ are registered trademarks or trademarks of Arm Limited
(or its affiliates) in the US and/or elsewhere. Please follow Arm's trademark usage guidelines at
https://www.arm.com/company/policies/trademarks. All rights reserved. Other brands and names mentioned in
this document may be the trademarks of their respective owners.

Arm Limited. Company 02557590 registered in England.

110 Fulbourn Road, Cambridge, England CB1 9NJ.

(PRE-1121-V1.0)
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Product and document information
Read the information in these sections to understand the release status of the product and documentation, and
the conventions used in the Arm documents.

Product status
All products and Services provided by Arm require deliverables to be prepared and made available at different
levels of completeness. The information in this document indicates the appropriate level of completeness for the
associated deliverables.

Product completeness status

The information in this document is Final, that is for a developed product.

Product revision status

The rxpy identifier indicates the revision status of the product described in this manual, where:

rx

Identifies the major revision of the product.

py

Identifies the minor revision or modification status of the product.
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