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This preface introduces the Armv8-M Architecture Reference Manual. It contains the following sections:
About this book.

Using this book.

Conventions.

Additional reading.

Feedback.
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About this book

This manual documents the microcontroller profile of version 8 of the Arm Architecture, the Armv8-M architecture
profile. For short definitions of all the Armv8 profiles, see A1.2 About the Armv8 architecture, and architecture

profiles.

This manual has the following parts:

Part A Provides an introduction to the Armv8-M architecture.
Part B Describes the architectural rules.

Part C Describes the T32 instruction set.

Part D Describes the registers.

Part E Describes the Armv8-M pseudocode.

Part F Describes the packet protocols.
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Using this book

The information in this manual is organized into parts, as described in this section.
Part A, Armv8-M Architecture Introduction and Overview

Part A gives an overview of the Armv8-M architecture profile, including its relationship to the other Arm PE
architectures. It introduces the terminology that describes the architecture, and gives an overview of the optional
architectural extensions. It contains the following chapter:

Chapter Al Introduction
Read this for an introduction to the Armv8-M architecture.
Part B, Armv8-M Architecture Rules
Part B describes the architecture rules. It contains the following chapters:
Chapter B1 Resets
Read this for a description of the reset rules.
Chapter B2 Power Management
Read this for a description of the power management rules.
Chapter B3 Programmers’ Model
Read this for a description of the programmers model rules.
Chapter B4 Floating-point Support
Read this for a description of the floating-point support rules.
Chapter B5 Vector Extension
Read this for a description of the Vector Extension support rules.
Chapter B7 Memory Model
Read this for a description of the memory model rules.
Chapter B8 The System Address Map
Read this for a description of the system address map rules.
Chapter B9 Synchronization and Semaphores
Read this for a description of the rules on non-blocking synchronization of shared memory.
Chapter B10 The Armv8-M Protected Memory System Architecture
Read this for a description of the protected memory system architecture rules.
Chapter B11 The System Timer, SysTick
Read this for a description of the system timer rules.
Chapter B12 Nested Vectored Interrupt Controller
Read this for a description of the Nested Vectored Interrupt Controller (NVIC) rules.
Chapter B13 Debug

Read this for a description of the debug rules.

xli



Preface

Using this book

DDI0553B.x
ID15122023

Chapter B14 Debug and Trace Components

Read this for a description of the debug and trace component rules.
Chapter B15 The Performance Monitors Extension

Read this for a description of the Performance Monitors Extension.

Chapter B16 Reliability, Availability, and Serviceability (RAS) Extension

Read this for a description of the Reliability, Availability, and Serviceability (RAS) Extension.

Part C, Armv8-M Instructions
Part C describes the instructions. It contains the following chapters:
Chapter C1 Instruction Set Overview
Read this for an overview of the instruction set and the instruction set encoding.
Chapter C2 Instruction Specification
Read this for a description of each instruction, arranged by instruction mnemonic.
Part D, Armv8-M Registers
Part D describes the registers. It contains the following chapter:
Chapter D1 Register and Payload Specification
Read this for a description of the registers.
Part E, Armv8-M Pseudocode
Part E describes the pseudocode. It contains the following chapters:
Chapter E1 Arm Pseudocode Definition
Read this for a definition of the pseudocode that Arm documentation uses.
Chapter E2 Pseudocode Specification
Read this for a description of the pseudocode.
Part F, Packet Protocols
Part F describes the packet protocols. It contains the following chapter:

Chapter F1 ITM and DWT Packet Protocol Specification

Read this for a description of the protocol for packets that are used to send the data generated by the

ITM and DWT to an external debugger.
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Conventions

The following sections describe conventions that this book can use:
Typographical conventions.

Signals.

Numbers.

Pseudocode descriptions.

Assembler syntax descriptions.

Typographical conventions

The typographical conventions are:

italic

Introduces special terminology, and denotes citations.

bold

Denotes signal names, and is used for terms in descriptive lists, where appropriate.
monospace

Used for assembler syntax descriptions, pseudocode, and source code examples.

Also used in the main text for instruction mnemonics and for references to other items appearing in assembler
syntax descriptions, pseudocode, and source code examples.

SMALLCAPS
Used for a few terms that have specific technical meanings, and that are included in the Glossary.
Colored text Indicates a link. This can be:

* A URL, for example https://developer.arm.com/.

* A cross-reference, that includes the page number of the referenced information if it is not on the current
page, for example, Chapter B2 Power Management.

* A link, to a chapter or appendix, or to a glossary entry, or to the section of the document that defines the
colored term, for example tail-chaining.

Signals
In general this specification does not define processor signals, but it does include some signal examples and
recommendations.
The signal conventions are:

Signal level The level of an asserted signal depends on whether the signal is active-HIGH or active-LOW. Asserted
means:

» HIGH for active-HIGH signals.
* LOW for active-LOW signals.
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Lowercase n At the start or end of a signal name denotes an active-LOW signal.

Numbers
Numbers are normally written in decimal. Binary numbers are preceded by ob, and hexadecimal numbers by 0x.
In both cases, the prefix and the associated value are written in a monospace font, for example 0xFFFF0000.

For both binary and hexadecimal numbers, where a bit is represented by the letter x, the value is irrelevant. For
example a value expressed as 0b1x can be either ob11 or 0b10.

To improve readability, long numbers can be written with an underscore separator between every four characters,
for example 0xFFFF_0000_0000_0000. Ignore any underscores when interpreting the value of a number.

Pseudocode descriptions

This book uses a form of pseudocode to provide precise descriptions of the specified functionality. This pseudocode
is written in a monospace font, and is described in Chapter E1 Arm Pseudocode Definition.

Assembler syntax descriptions

This book contains numerous syntax descriptions for assembler instructions and for components of assembler
instructions. These are shown in a monospace font, and use the conventions described in C1.2.5 Standard
assembler syntax fields.
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Additional reading

This section lists relevant publications from Arm and third parties.

See https://developer.arm.com, for access to Arm documentation.

Arm publications

o Arm® Debug Interface Architecture Specification ADIv5.0 to ADIv5.2 (ARM IHI 0031).
o Arm® Debug Interface Architecture Specification ADIv6.0 (ARM IHI 0074).

o Arm® CoreSight™ Architecture Specification (ARM IHI 0029).

o Arm® Embedded Trace Macrocell Architecture Specification ETMv4 (ARM THI 0064).
» Embedded Trace Macrocell® ETMv3 Architecture Specification (ARM IHI 0014).

o Arm®v6-M Architecture Reference Manual (ARM DDI 0419).

o Arm®v7-M Architecture Reference Manual (ARM DDI 0403).

o Arm® Architecture Reference Manual, for A-profile architecture (ARM DDI 0487).

Other publications

The following publications are referred to in this manual, or provide more information:

e ANSI/IEEE Std 754-1985 and ANSI/IEEE Std 754-2008, IEEE Standard for Binary Floating-Point
Arithmetic. Unless otherwise indicated, references to IEEE 754 refer to either issue of the standard.

Note
This document does not adopt the terminology defined in the 2008 issue of the standard.
» JEP106, Standard Manufacturers Identification Code, JEDEC Solid State Technology Association.
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Feedback

Arm welcomes feedback on its documentation.

Feedback on this book

If you have any comments or suggestions for additions and improvements, create a ticket at https://support.
developer.arm.com

¢ The title, Armv8-M Architecture Reference Manual.
¢ The number, DDIO553B.x
* The section name to which your comments refer.
* The rule identifier(s) to which your comments apply, if applicable.
* A concise explanation of your comments.
Arm also welcomes general suggestions for additions and improvements.
Note

Arm tests PDFs only in Adobe Acrobat and Acrobat Reader, and cannot guarantee the appearance or
behavior of any document when viewed with any other PDF reader.

Inclusive Terminology Commitment

Arm values inclusive communities. Arm recognizes that we and our industry have used terms that can be offensive.
Arm strives to lead the industry and to create change.
Previous issues of this document included terms that can be offensive. We have replaced these terms.

If you find offensive terms in this document, please contact terms@arm.com.
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Chapter A1
Introduction

This chapter introduces the Armv8 architecture, the architecture profiles it defines, and the Armv8-M architecture
profile defined by this manual. It contains the following sections:

Al.1 Document layout and terminology.
A1.2 About the Armv8 architecture, and architecture profiles.

A1.3 The Armv8-M architecture profile.
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A1.1 Document layout and terminology

This section describes the structure and scope of this manual. This section also describes the terminology that this
manual uses. It does not constitute part of the manual, and must not be interpreted as implementation guidance.

A1.1.1 Structure of the document
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This architecture manual describes the behavior of the processing element as a set of individual rules.

Each rule is clearly identified by the letter R, followed by a random group of subscript letters that do not reflect any
intended order or priority, for example Rggy;. In the following example, Rpspy is simply a random rule identifier
that has no significance apart from uniquely identifying a rule in this manual.

Identifier Rule

| |
;

RBsHJ The following data accesses are single-copy atomic:

o All byte accesses.
e All halfword accesses to halfword-aligned locations.

e All word accesses to word-aligned locations.

Applies to an implementation of the architecture from Armv8.0-M onwards

1

Additional Information

Rules must not be read in isolation, and where more than one rule relating to a particular feature exists, individual
rules are grouped into sections and subsections to provide the proper context. Where appropriate, these sections
contain a short introduction to aid the reader.

An implementation that conforms to all the rules described in this specification constitutes an Armv8-M compliant
implementation. An implementation whose behavior deviates from these rules is not compliant with the Armv8-M
architecture.

Some sections contain additional information and guidance that do not constitute rules. This information and
guidance is provided purely as an aid to understanding the architecture. Information statements are clearly
identified by the letter I, followed by a random group of subscript letters, for example Iprrp.

A line below each rule or information statement gives additional information indicating the architecture version, the
extensions that are required for the rule or information statement to apply, and any other notes. Some extensions
depend on the implementation of other extensions, for example FP.

Note

Arm strongly recommends that implementers read all chapters and sections of this document to ensure
that an implementation is compliant.

An implementation that conforms to all the rules described in this specification but chooses to ignore any additional
information and guidance is compliant with the Armv8-M architecture.

In the following parts of this manual, architectural rules are not identified by a specific prefix and a random group
of subscript letters:

* Parts of Chapter B15 The Performance Monitors Extension.
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Applies to an implementation of the architecture Armv8.1-M onward.
* Parts of Part C Armv8-M Instruction Set.
e Part D Armv8-M Register and Payload Specification.
e Part E Armv8-M Pseudocode.
 Part F Armv8-M Debug Packet Protocols.

A1.1.2 Scope of the document

This manual contains only rules and information that relate specifically to the Armv8-M architecture. It does not
include any information about other Arm architectures, nor does it describe similarities between Armv8-M and
other architectures.

Readers must not assume that the rules provided in this specification are applicable to an Armv7-M or
Armv6-M implementation, nor must they assume that the rules that are applicable to an Armv7-M or Armv6-M
implementation are equally applicable to an Armv8-M implementation.

A1.1.3 Intended audience

This manual is written for users who want to design, implement, or program an Armv8-M PE in a range of
Arm-compliant implementations from simple uniprocessor implementations to complex multiprocessor systems. It
does not assume familiarity with previous versions of the M-Profile architecture.

The manual provides a precise, accurate, and correct set of rules that must be followed in order for an Armv8-M
implementation to be architecturally compliant. It is an explicit reference manual, and not a general introduction
to, or user guide for, the Armv8-M architecture.

A1.1.4 Terminology, phrases
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This subsection identifies some standard words and phrases that are used in the Arm architecture documentation.
These words and phrases have an Arm-specific definition, which is described in this section.

Architecturally visible
Something that is visible to the controlling agent. The controlling agent might be software.
Arm recommends

A particular usage that ensures consistency and usability. Following all the rules listed in this manual leads to a
predictable outcome that is compliant with the architecture, but might produce an unexpected output. Adhering to
a recommendation ensures that the output is as expected.

Arm strongly recommends

Something that is essentially mandatory, but that is outside the scope of the architecture described in this manual.
Failing to adhere to a strong recommendation can break the system, although the PE itself remains compliant with
the architecture that is described in this manual.

Finite time

An action will occur at some point in the future. Finite time does not make any statement about the time involved.
However, delaying an action longer than is absolutely necessary might have an adverse impact on performance.

Permitted
Allowed behavior.

Required
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Mandatory behavior.
Support

The implementation has implemented a particular feature.

A1.1.5 Terminology, Armv8-M specific terms

For definitions of Armv8-M specific terms, see the Glossary.
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A1.2 About the Armv8 architecture, and architecture profiles
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Armv8-M is documented as one of a set of architecture profiles.

Arm defines three architecture profiles:

A

Application profile:

Supports a Virtual Memory System Architecture (VMSA) based on a Memory Management Unit (MMU).
Supports the A64, A32, and T32 instruction sets.

Real-time profile:

Supports the AArch64 or AArch32 Execution states.

Supports A64, or A32 and T32 instruction sets.

Supports a Protected Memory System Architecture (PMSA) based on a Memory Protection Unit (MPU).
Supports a VMSA.

Microcontroller profile, described in this manual:

Implements a programmers’ model designed for low-latency interrupt processing, with hardware stacking of
registers and support for writing interrupt handlers in high-level languages.

Optionally implements a variant of the PMSA based on an MPU.

Supports a variant of the T32 instruction set.

This Architecture Reference Manual describes only the Armv8-M profile.
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A1.3 The Armv8-M architecture profile

The M-Profile architecture includes:

» The opportunity to include simple pipeline designs offering leading edge system performance levels in a
broad range of markets and applications.
* Highly deterministic operation:
— Single or low cycle count execution.
— Minimal interrupt latency, with short pipelines.
— Capable of cacheless operation.
* Excellent targeting of C/C++ code. This aligns with the Arm programming standards in this area:
— Exception handlers are standard C/C++ functions, entered using standard calling conventions.
* Design support for deeply embedded systems:
— Low pincount devices.
 Support for debug and software profiling for event-driven systems.

A line below each rule or information statement indicates the architecture version, the extensions that are required
for the rule or information statement to apply, and any other notes. Some extensions depend on the implementation
of other extensions, for example FP.

A1.3.1 The Armv8-M instruction set

Armv8-M only supports execution of T32 instructions.

For more information about the instructions, see Chapter C1 Instruction Set Overview and Chapter C2, Instruction
Specification.

A1.3.2 Baseline implementation
The simplest Armv8.0-M implementation, without any of the optional extensions, is a Baseline implementation.
The Armv8.0-M Baseline offers improvements over previous M-Profile architectures in the following areas:

* An improved Memory Protection Unit (MPU) model.

¢ Alignment with Armv8-A and Armv8-R memory types.
* Stack pointer limit checking.

 Improved support for multi-processing.

* Better alignment with C11 and C11++ standards.

* Enhanced debug capabilities.

In this architecture reference manual a Baseline implementation is referred to as an implementation without the
Main Extension.

If an implementation does not include the Main Extension CPUID.Architecture reads as 0b1100.

Applies to an implementation of the architecture Armv8.0-M onward.

A1.3.3 Nested Vectored Interrupt Controller

The Nested Vectored Interrupt Controller (NVIC) is used for integrated interrupt and exception handling and
prioritization. Armv8-M increases the number of interrupts that can potentially be supported by the NVIC is 480
for external sources, and includes automatic vectoring and priority management, and automatic state preservation.

For more information see Chapter B12 Nested Vectored Interrupt Controller.

The NVIC is always implemented.
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A1.4 Optional Extensions

A1.4.1 CDE - The Custom Datapath Extension

The Custom Datapath Extension is an OPTIONAL feature available from the Armv8-M architecture. An
implementation that includes the Custom Datapath Extension must implement all of the features that are required
by the Main Extension (M), and might implement the following OPTIONAL features:

* The features that are provided by the Floating-point Extension (FP).
* The features that are provided by the Armv8.1 M Vector Extension (MVE).

Instructions that operate on the S or D register file require either FP or MVE. Instructions that operate on the Q
register file require MVE.

For more information see B3.37 The Custom Datapath Extension.
Note
The Custom Datapath Extension can also be referred to as Arm Custom Instructions for Armv8-M.

Applies to an implementation of the architecture Armv8.0-M onward.

A1.4.2 Debug
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The Armv8-M architecture introduces:

* Enhanced breakpoint and watchpoint functionality.
* Improvements to the Instrumentation Trace Macrocell (ITM).
» Comprehensive trace and self-hosted debug extensions to make embedded software easier to debug and trace.

The following OPTIONAL peripherals might be implemented:

e The Data Trace and Watchpoint Unit.

¢ The Embedded Trace Macrocell Unit.

¢ The Instrumentation Trace Macrocell Unit.
* The Flash Patch and Breakpoint Unit.

¢ The Trace Port Interface Unit.

Halting debug is an OPTIONAL feature that allows the debugger to halt the PE.
The Main Extension is required to generate trace packets.

Support for the Armv8-M debug architecture is indicated in ID_DFR0.MProfDbg.
Applies to an implementation of the architecture Armv8.0-M onward.

In an Armv8.1-M implementation, the optional Unprivileged Debug Extension adds support for unprivileged
debug.

The restrictions on access to a number of registers is relaxed to allow a debugger to write to the register when the
PE is not in Debug state.

Support for the Armv8-M debug architecture is indicated in ID_DFRO.UDE.
Applies to an implementation of the architecture Armv8.1-M onward.

For more information about debug, see Chapter B13 Debug and Chapter B14 Debug and Trace Components.
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A1.4.3 DSP - The Digital Signal Processing Extension.
The Digital Signal Procession Extension, DSP, is an OPTIONAL feature. The DSP adds support for SIMD
instructions.
A PE that implements the DSP Extension must implement the Main Extension (M).

Support for DSP is indicated in the following registers:

* ID_ISARI.
* ID_ISAR2.
» ID_ISARS3.

Applies to an implementation of the architecture Armv8.0-M onward.

A1.4.4 The DSP Debug Extension

Armv8.1-M adds OPTIONAL debug support for the DSP.
If DSPDE is implemented, halting debug must be implemented.
If MVE and DWT-D are implemented then DSPDE must be implemented.

Applies to an implementation of the architecture Armv8.1-M onward.

A1.4.5 The Floating-point Extension

A PE that implements the Floating-point Extension must implement the Main Extension (M).

The Floating-point Extension supports either single-precision floating-point instructions or both single-precision
and double-precision floating-point instructions.

Applies to an implementation of the architecture Armv8.0-M onward.
HP - Half-precision floating-point instructions

The Armv8.1-M architecture extends the Floating-point extension to include half-precision data types. If
single-precision data types are implemented, half-precision data types must also be implemented.

Applies to an implementation of the architecture Armv8.1-M onward.

A1.4.6 The Main Extension

A PE that implements the Main Extension implements the System Timer Extension.

Note

* A PE with the Main Extension is also referred to as a Mainline implementation.

* A PE without the Main Extension is also referred to as a Baseline implementation. A
Baseline implementation has a subset of the instructions, registers, and features, of a Mainline
implementation.

* Armv7-M compatibility requires the Main Extension.

* Armv6-M compatibility is provided by all Armv8-M implementations.

Support for the Main Extension is indicated in CPUID. Architecture.

Applies to an implementation of the architecture Armv8.0-M onward.
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A1.4.7 MPU model

The Armv8-M architecture provides a system address map and permits implementations to include an OPTIONAL
MPU. The optional MPU uses the Protected Memory System Architecture (PMSAvS8) and contains improved
flexibility in the MPU region definition.

The Armv8.1-M architecture introduces a further attribute for MPU regions, MPU_RLAR.PXN.
Applies to an implementation of the architecture Armv8.1-M onward.

For further information see Chapter B10 The ArmvS8-M Protected Memory System Architecture.

A1.4.8 M-Profile Vector Extension, MVE

This extension provides operations on various SIMD data types.
It consists of MVE-I (integer) and MVE-F (floating-point).

A PE that implements MVE-I requires the features that are provided by the Main Extension, (M), and the DSP
Extension (DSP).

A PE that implements MVE-F requires the implementation of the Floating-point Extension (FP), and MVE-L
For more information see Chapter BS Vector Extension.
Support for MVE is indicated in ID_MVFR1.MVE.

Note

The Armv8-M MVE can also be referred to as Arm Helium™ for Armv8-M.

Applies to an implementation of the architecture Armv8.1-M onward.

A1.4.9 Pointer Authentication and Branch Target Identification Extension

The OPTIONAL Pointer Authentication and Branch Target Identification Extension (PACBTI) for Armv8.1-M adds
support for the authentication of the contents of a register before that register is used as a load or as the target of an
indirect branch, and for the authentication of the stack pointers.

For more information see Chapter B6 Pointer authentication and branch target identification Extension.
Support for the PACBTI extension is indicated by ID_ISARS.PACBTI.

Applies to an implementation of the architecture Armv8.1-M onward.

A1.4.10 Perfomance Monitors Extension

In an Armv8.1-M implementation, the optional Performance Monitors Extension adds support for a Performance
Monitor Unit (PMU).
For more information see Chapter B15 The Performance Monitors Extension.

Support for the Performance Monitors Extension is indicated by PMU_TYPE.N.

Applies to an implementation of the architecture Armv8.1-M onward.

A1.4.11 Reliability, Availability, and Serviceability

In an Armv8.1-M implementation, the Reliability, Availability, and Serviceability (RAS) Extension adds additional
debug support. The minimum RAS Extension is mandatory in an Armv8.1-M implementation.
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For more information see Chapter B16 Reliability, Availability, and Serviceability (RAS) Extension.
Support for RAS is indicated by ID_PFR0O.RAS.

Applies to an implementation of the architecture Armv8.1-M onward.

A1.4.12 Security Extension

The Armv8-M architecture introduces a number of new instructions to the M-Profile architecture to support asset
protection. These instructions are only available to implementations that support the Security Extension.

From Armv8.1-M Thread mode re-entrancy can be disabled on SG instructions.

Applies to an implementation of the architecture Armv8.1-M onward.

In a PE with the Main Extension, support for the Security Extension is indicated in ID_PFR1.Security.
Note

The Armv8-M Security Extension can also be referred to as Arm TrustZone for Armv8-M.

A1.4.13 The System Timer Extension
The System Timer Extension, also known as SysTick, provides a decrementing, wrap-on-zero, clear-on-write
counter.

It is an OPTIONAL feature of a PE without the Main Extension, and it is IMPLEMENTATION DEFINED if none, one
or two counters are implemented. If one timer is implemented it is shared between Security states, if the Security
Extension is implemented. If two timers are implemented each Security state has a dedicated timer.

In an implementation with the Main Extension one timer is implemented per Security state.

For more information see Chapter B11 The System Timer, SysTick.
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Chapter B1
Resets

This chapter specifies the Armv8-M reset rules. It contains the following section:

B1.1 Resets, Cold reset, and Warm reset.
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B1.1. Resets, Cold reset, and Warm reset

B1.1 Resets, Cold reset, and Warm reset
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There are two resets:

e Cold reset.
¢ Warm reset.

Applies to an implementation of the architecture Armv8.0-M onward.

It is not possible to have a Cold reset without also having a Warm reset.
Applies to an implementation of the architecture Armv8.0-M onward.

On a Cold reset, registers that have a defined reset value contain that value.
Applies to an implementation of the architecture Armv8.0-M onward.

On a Warm reset, some debug register control fields that have a defined reset value remain unchanged, but otherwise
all registers that have a defined reset value contain that value.

Applies to an implementation of the architecture Armv8.0-M onward.

On a Warm reset, the PE performs the actions that are described by the TakeReset () pseudocode.
Applies to an implementation of the architecture Armv8.0-M onward.

AIRCR.SYSRESETREQ is used to request a Warm reset.

Applies to an implementation of the architecture Armv8.0-M onward.

For AIRCR.SYSRESETREQ), the architecture does not guarantee that the reset takes place immediately.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:

Chapter B13 Debug.
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This chapter specifies the Armv8-M power management rules. It contains the following section:
B2.1 Power management.

B2.2 Sleep on exit.
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B2.1. Power management

B2.1 Power management

Thevr

The following instructions and pseudocode functions hint to the PE hardware that it can suspend execution and
enter a low-power state:

* WaitForEvent ().
* WaitForInterrupt ().
* SleepOnExit ().

Applies to an implementation of the architecture Armv8.0-M onward.

B2.1.1 The Wait for Event (WFE) instruction
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When a WFE instruction is executed, if the state of the Event register is clear, the PE can suspend execution and
enter a low-power state.

Applies to an implementation of the architecture Armv8.0-M onward.

When a WFE instruction is executed, if the state of the Event register is set, the instruction clears the register and
completes immediately.

Applies to an implementation of the architecture Armv8.0-M onward.

If the PE enters a low-power state on a WE'E instruction, it remains in that low-power state until it receives a WFE
wakeup event. When the PE recognizes a WFE wakeup event, the WFE instruction completes. The following are
WEFE wakeup events:

* The execution of a SEV instruction by any other PE in the same multiprocessor system.

* When SCR.SEVONPEND is 1, any exception entering the pending state.

* Any exception at a priority that would preempt the current execution priority, taking into account any active
exceptions and including the effects of any software-controlled priority boosting by AIRCR.PRIS == 1 and
PRIMASK, FAULTMASK, or BASEPRI.

* If debug is enabled, a debug event.

* Any IMPLEMENTATION DEFINED event.

* A Warm reset.

Applies to an implementation of the architecture Armv8.0-M onward.

When SCR.SLEEPDEEP is 1 and SCR.SEVONPEND is 1, it is IMPLEMENTATION DEFINED whether any
exception entering the pending state will act as a WFE wakeup event and wake up the PE.

Applies to an implementation of the architecture Armv8.0-M onward.

The Armv8-M architecture does not define the exact nature of the low-power state that is entered on an instruction,
except that it does not cause a loss of memory coherency.

Applies to an implementation of the architecture Armv8.0-M onward.
Arm recommends that software always uses the WFE instruction in a loop.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:
B3.13 Priority model.
WaitForEvent ().

SendEvent ().

Copyright © 2015 - 2023 Arm Limited or its affiliates. All rights reserved. 62
Non-confidential



Chapter B2. Power Management
B2.1. Power management

B2.1.2 The Event register
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The Event register is a single-bit register for each PE in the system.
Applies to an implementation of the architecture Armv8.0-M onward.
The Event register for a PE is set by any of the following:

* Any WFE wakeup event.
* Exception entry.
* Exception return.

Applies to an implementation of the architecture Armv8.0-M onward.

When the Event register is set, it is an indication that an event has occurred since the register was last cleared, and
that the event might require some action by the PE.

Applies to an implementation of the architecture Armv8.0-M onward.

A reset clears the Event register.

Applies to an implementation of the architecture Armv8.0-M onward.

The execution of a WFE instruction will clear the Event Register.
Applies to an implementation of the architecture Armv8.0-M onward.
Software cannot read, and cannot write to, the Event register directly.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:
SetEventRegister ()
ClearEventRegister ()

EventRegistered()

B2.1.3 The Wait for Interrupt (WFI) instruction
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When a WF I instruction is executed, the PE can suspend execution and enter a low-power state. If it does, it
remains in that state until it receives a WFI wakeup event. When the PE recognizes a WF' I wakeup event, the WF T
instruction completes. The following are WE' I wakeup events:

¢ A reset.

* Any asynchronous exception at a priority that, ignoring the effect of PRIMASK (so that behavior is as if
PRIMASK is 0), would preempt any currently active exceptions.

* An IMPLEMENTATION DEFINED WFI wakeup event.

* If debug is enabled, a debug event.

Applies to an implementation of the architecture Armv8.0-M onward.
A debug event will be a wakeup event if either:

 Halting Debug is permitted for the current Security state of the PE and the PE is required to enter Debug
state.

* A DebugMonitor exception is asserted and the exception has sufficient priority to preempt the current priority
of the PE.

Setting DEMCR.MON_PEND to one is not required to cause a wakeup event.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - DB. Note, DebugMonitor

exceptions require M.
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Iooxy An unprivileged debug event will be a wakeup event if unprivileged debug is permitted for the current Security
state and privilege mode of the PE. If unprivileged debug is not enabled the event will be pended and taken when
unprivileged debug is permitted.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - DB && UDE.
Tcon Arm recommends that software always uses the WF I instruction in a loop.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:
B3.13 Priority model.
Chapter B13 Debug

WaitForInterrupt ()
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B2.2 Sleep on exit
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It is IMPLEMENTATION DEFINED whether the S1eepOnExit () function causes the PE to enter a low-power
state during a return from the only active exception and to Thread mode.

Applies to an implementation of the architecture Armv8.0-M onward.

The PE is permitted to enter a low-power state on return from the only active exception when all the following are
true:

* EXC_RETURN.Mode == 1.
e SCR.SLEEPONEXIT == 1.

Applies to an implementation of the architecture Armv8.0-M onward.

If the sleep-on-exit function is enabled, it is IMPLEMENTATION DEFINED at which point in the exception return
process the PE enters a low-power state.

Applies to an implementation of the architecture Armv8.0-M onward.
The wakeup events for the sleep-on-exit function are identical to the WF I instruction wakeup events.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:
B3.13 Priority model.
SleepOnExit ()

B3.22 Exception return.
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This chapter specifies the Armv8-M programmers’ model architecture rules. It contains the following sections:

B3.1 PE modes, Thread mode and Handler mode.

B3.2 Privileged and unprivileged execution.

B3.3 Registers.

B3.4 Special-purpose CONTROL register.

B3.5 XPSR, APSR, IPSR, and EPSR.

B3.6 Security states: Secure state, and Non-secure state.
B3.7 Security states and register banking between Security states.
B3.8 Stack pointer.

B3.9 Exception numbers and exception priority numbers.
B3.10 Exception enable, pending, and active bits.

B3.11 Security states, exception banking.

B3.12 Faults.

B3.13 Priority model.

B3.14 Secure address protection.

B3.15 Security state transitions.

B3.16 Function calls from Secure state to Non-secure state.
B3.17 Function returns from Non-secure state.
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B3.18 Exception handling.

B3.19 Exception entry, context stacking.

B3.20 Exception entry, register clearing after context stacking.

B3.21 Stack limit checks.
B3.22 Exception return.
B3.23 Integrity signature.
B3.24 Exceptions during exception entry.
B3.25 Exceptions during exception return.
B3.26 Tail-chaining.
B3.27 Exceptions, instruction resume, or instruction restart.
B3.28 Low overhead loops.
B3.29 Branch future.
Applies to an implementation of the architecture Armv8.1-M onward.
B3.30 Vector tables.

B3.31 Hardware-controlled priority escalation to HardFault.

B3.32 Special-purpose mask registers, PRIMASK, BASEPRI, FAULTMASK, for configurable priority boosting.

B3.33 Lockup.
B3.34 Data independent timing.
Applies to an implementation of the architecture Armv8.1-M onward.
B3.35 Context Synchronization Event.
B3.36 Coprocessor support.
B3.37 The Custom Datapath Extension.
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PE modes, Thread mode and Handler mode

There are two PE modes:

e Thread mode.
¢ Handler mode.

Applies to an implementation of the architecture Armv8.0-M onward.
A common usage model for the PE modes is:

¢ Thread mode: Applications.

* Handler mode: OS kernel and associated functions, that manage system resources.

Applies to an implementation of the architecture Armv8.0-M onward.
The PE handles all exceptions in Handler mode.

Applies to an implementation of the architecture Armv8.0-M onward.
Thread mode is selected on reset.
Applies to an implementation of the architecture Armv8.0-M onward.
See also:

B3.2 Privileged and unprivileged execution.

B3.5.1 Interrupt Program Status Register (IPSR).

B3.6 Security states: Secure state, and Non-secure state.
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B3.2 Privileged and unprivileged execution

Ryvrk Thread mode
Execution can be privileged or unprivileged.
Handler mode
Execution is always privileged.
Applies to an implementation of the architecture Armv8.0-M onward.
Tycrn CONTROL.nPRIV determines whether execution in Thread mode is unprivileged.
Applies to an implementation of the architecture Armv8.0-M onward.
Rsgor In a PE without the Main Extension, it is IMPLEMENTATION DEFINED whether CONTROL.nPRIV can be set to 1.
Applies to an implementation of the architecture Armv8.0-M onward.
Russw Execution privilege can determine whether a resource is accessible.

Applies to an implementation of the architecture Armv8.0-M onward.

Tensc Privileged execution typically has access to more resources than unprivileged execution.
Applies to an implementation of the architecture Armv8.0-M onward.
See also:
B3.1 PE modes, Thread mode and Handler mode.
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B3.3 Registers
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There are the following types of registers:
General-purpose registers, all 32-bit:

¢ RO-R12 (Rn).
* R13. This is the stack pointer (SP).
* R14. This is the Link Register (LR).

Program Counter, 32-bit:

* R15 is the Program Counter (PC).
Special-purpose registers:

* Mask Registers:

— 1-bit exception mask register, PRIMASK.
— 8-bit base priority mask register, BASEPRI.
— 1-bit fault mask register, FAULTMASK.

* A CONTROL register.

» Two 32-bit stack pointer limit registers, MSPLIM and PSPLIM, if the Main Extension is not implemented
the Non-secure versions of these registers are RAZ/WI.

* A combined 32-bit Program Status Register (XPSR), comprising:

— Application Program Status Register (APSR).
— Interrupt Program Status Register (IPSR).
— Execution Program Status Register (EPSR).

Memory-mapped registers:
All other registers.
Applies to an implementation of the architecture Armv8.0-M onward. Note, Armv8.1-M is required for MVE and PACBTI.

A 32-bit combined exception return Program Status Register, RETPSR, contains a payload of the saved state
derived from the XPSR.

Applies to an implementation of the architecture Armv8.0-M onward.

Extensions might add more registers to the base register set.

Applies to an implementation of the architecture Armv8.0-M onward.

SP refers to the active stack pointer, the Main stack pointer or the Process stack pointer.

Applies to an implementation of the architecture Armv8.0-M onward.

If the Main Extension is implemented, the LR is set to 0xFFFFFFFF on Warm reset.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.
If the Main Extension is not implemented, the LR becomes UNKNOWN on a Warm reset.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.
The PC is loaded with the reset handler start address on Warm reset.

Applies to an implementation of the architecture Armv8.0-M onward.

The PC contains the instruction address of the instruction currently being executed. If an instruction reads the
value of the PC, the value used is that of PC plus 4.

Applies to an implementation of the architecture Armv8.0-M onward.
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Except for writes to the CONTROL register, any change to a special-purpose register by a CPS or MSR instruction
is guaranteed:

* Not to affect that CPS or MSR instruction, or any instruction preceding it in program order.
* To be visible to all instructions that appear in program order after the CP S or MSR.

Applies to an implementation of the architecture Armv8.0-M onward.

All unallocated or reserved values of fields with allocated values within the registers that are described in this
reference manual behave, unless otherwise stated in the register description, in one of the following ways:

* The encoding maps onto any of the allocated values, but otherwise does not cause CONSTRAINED UNPRE-
DICTABLE behavior.

* The encoding causes effects that could be achieved by a combination of more than one of the allocated
encodings.

* The encoding causes the field to have no functional effect.
Applies to an implementation of the architecture Armv8.0-M onward.
Reads of registers described as write-only (WO) behave as RESO.
Applies to an implementation of the architecture Armv8.0-M onward.

A write to a register or field described as read-only (RO) does not cause modification of the read-only register or
field.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:

Chapter B8 The System Address Map.

B3.32 Special-purpose mask registers, PRIMASK, BASEPRI, FAULTMASK, for configurable priority boosting.
B3.4 Special-purpose CONTROL register.

B3.21 Stack limit checks.

B3.5 XPSR, APSR, IPSR, and EPSR.

B1.1 Resets, Cold reset, and Warm reset.

Part D Register and Payload Specification.
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B3.4 Special-purpose CONTROL register

Respr MRS and MSR instructions can be used to access the CONTROL register.
Applies to an implementation of the architecture Armv8.0-M onward.

Rekvo Privileged execution can write to the CONTROL register. The PE ignores unprivileged writes to the CONTROL
register. All reads of the CONTROL register, regardless of privilege, are allowed.

Applies to an implementation of the architecture Armv8.0-M onward.

Rsnegg The architecture requires a Context synchronization event to guarantee that a change to the CONTROL register
will affect the execution of instructions appearing later in the program order.

Applies to an implementation of the architecture Armv8.0-M onward.

Ruves The PE automatically updates CONTROL.SPSEL on exception entry and exception return.
Applies to an implementation of the architecture Armv8.0-M onward.

TyMBL CONTROL.SPSEL selects the stack pointer when the PE is in Thread mode.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:
B3.35 Context Synchronization Event.
CONTROL, Control Register.
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B3.5 XPSR, APSR, IPSR, and EPSR

Rorun The APSR, IPSR, and EPSR combine to form one register, the XPSR:
313029 282726252423 212019 16 15 10 9 8 0

.

APSR|N|z|c|V|a GE[3:0]"

XPSR IPSR 0 or Exception Number
ICIIT tt

EPSR EcItt T B ICI/IT/ECI

N—
L+t

T Reserved if the DSP Extension is not implemented
™ Reserved if the Main Extension is not implemented. ECI requires implementing the MVE Extension.
Al requires implementing the PACBTI Extension.

All unused bits in any of the APSR, IPSR, or EPSR, or any unused bits in the combined XPSR, are reserved.

Applies to an implementation of the architecture Armv8.0-M onward. Note, ECI functionality only available in an Armv8.1-M
implementation.

RygTp The MRS and MSR instructions recognize the following mnemonics for accessing the APSR, IPSR or EPSR, or a
combination of them:

Mnemonic Registers accessed

APSR APSR
IPSR IPSR
EPSR EPSR
IAPSR IPSR and APSR
EAPSR EPSR and APSR
IEPSR IPSR and EPSR
XPSR APSR, TIPSR, and EPSR
Applies to an implementation of the architecture Armv8.0-M onward.
Ryirr Arm deprecates using MSR AP SR without a _<bit s> qualifier as an alias for MSR APSR_nzcvaq.
Applies to an implementation of the architecture Armv8.0-M onward.
See also:
B3.3 Registers.
APSR, Application Program Status Register.
B3.5.1 Interrupt Program Status Register (IPSR).
B3.5.2 Execution Program Status Register (EPSR).
B3.5.1 Interrupt Program Status Register (IPSR)
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When the PE is in Thread mode, the IPSR value is zero.
‘When the PE is in Handler mode:

¢ In the case of a taken exception, the IPSR holds the exception number of the exception being handled.
¢ When there has been a function call from Secure state to Non-secure state, the IPSR has the value of 1.

The PE updates the IPSR on exception entry and return.

Applies to an implementation of the architecture Armv8.0-M onward. Note, Secure state requires S.
The PE ignores writes to the IPSR by MSR instructions.

Applies to an implementation of the architecture Armv8.0-M onward.

If DCRDR is used to change the value of IPSR, then the value of IPSR becomes UNKNOWN. If DCRDR attempts
to set IPSR to an illegal value, then the UNKNOWN value is set to one of the known legal values.

Applies to an implementation of the architecture Armv8.0-M only. The extension requirements are - Halting debug.
Writes to IPSR using the DCRDR and DCRSR mechanism are ignored.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - Halting debug.

See also:

B3.5 XPSR, APSR, IPSR, and EPSR.

B3.16 Function calls from Secure state to Non-secure state.
IPSR, Interrupt Program Status Register

BX, BXNS

B3.5.2 Execution Program Status Register (EPSR)

Rk SCH

Rsornx

Risgc

DDI0553B.x
ID15122023

A reset sets EPSR.T to the value of bit[0] of the reset vector.
Applies to an implementation of the architecture Armv8.0-M onward.
When EPSR.T is:

0: Any attempt to execute any instruction generates:

* An INVSTATE UsageFault, in a PE with the Main Extension.
e A HardFault, in a PE without the Main Extension.

1: The Instruction set state is T32 state and all instructions are decoded as T32 instructions.

Applies to an implementation of the architecture Armv8.0-M onward. Note, UsageFault requires M.

The intent is that the Instruction set state is always T32 state.

Applies to an implementation of the architecture Armv8.0-M onward.

All EPSR fields read as zero using an MRS instruction. The PE ignores writes to the EPSR by an MSR instruction.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:
B3.5 XPSR, APSR, IPSR, and EPSR.
B3.5.2 Execution Program Status Register (EPSR).
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B3.6 Security states: Secure state, and Non-secure state

Rugkr, A PE with the Security Extension has two Security states:

¢ Secure state.
— Secure Thread mode.
— Secure Handler mode.
¢ Non-secure state.
— Non-secure Thread mode.
— Non-secure Handler mode.

Non-secure state Secure state
Thread mode Thread mode
Handler mode Handler mode

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
Rpper If the Security Extension is implemented, memory areas and other critical resources that are marked as secure can
only be accessed when the PE is executing in Secure state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

A PE with the Security Extension resets into Secure state on both of the Armv8-M resets, Cold reset and Warm
reset.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

Rpicu A PE without the Security Extension resets into Non-secure state on both of the Armv8-M resets, Cold reset and
Warm reset.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - !S.

See also:

B3.1 PE modes, Thread mode and Handler mode.

B3.2 Privileged and unprivileged execution.

B3.7 Security states and register banking between Security states.
B3.11 Security states, exception banking.

B3.15 Security state transitions.

Chapter B5 Vector Extension.

Applies to an implementation of the architecture Armv8.1-M onward.
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B3.7 Security states and register banking between Security states

Tvero In a PE with the Security Extension, some registers are banked between the Security states. When a register is

banked in this way, there is a distinct instance of the register in Secure state and another distinct instance of the
register in Non-secure state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
Rpupk In a PE with the Security Extension:
* The general-purpose registers that are banked are:
— R13. This is the stack pointer (SP).
* The special-purpose registers that are banked are:

— The Mask registers, PRIMASK, BASEPRI, and FAULTMASK.
— Some bits in the CONTROL register.

— The Main and Process stack pointer Limit registers, MSPLIM and PSPLIM.

» All registers in the System Control Space (SCS) have a Non-secure alias which is only accessible from
Secure state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

Tcpur For MRS and MSR (register) instructions, SYSm[7] in the instruction encoding specifies whether the Secure
or the Non-secure instance of a Banked register is accessed:

Access from SYSm[7]
0 1

Secure state Secure instance Non-secure instance

Non-secure state  Non-secure instance RAZ/WI

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
Ry ik This specification uses the following naming convention to identify a Banked register:

 <register name>_S: The Secure instance of the register.
» <register name>_NS: The Non-secure instance of the register.
* <register name>: The instance that is associated with the current Security state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

See also:

B3.3 Registers.

B3.6 Security states: Secure state, and Non-secure state.
B3.8 Stack pointer.

B8.3 The System Control Space (SCS).
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B3.8 Stack pointer

Rrprr In a PE with the Security Extension, four stacks and four stack pointer registers are implemented:
Stack Stack pointer register
Secure Main MSP_S

Process PSP_S
Non-secure Main MSP_NS
Process PSP_NS

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

Rreny In a PE without the Security Extension, two stacks and two stack pointer registers are implemented:

Stack Stack pointer register
Main MSP

Process | PSP

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - !S.
Ripes On exception return the Armv8-M architecture only supports doubleword aligned stack pointers.
Applies to an implementation of the architecture Armv8.0-M onward.

Rxxzv If, on exception return, the stack pointers are not doubleword aligned, the CONSTRAINED UNPREDICTABLE
behavior is either:

* Treating the stack pointer as the actual value.
* Treating the stack pointer as if it were aligned.

Applies to an implementation of the architecture Armv8.0-M onward.

Rerxri In Handler mode, the PE uses the main stack.
Applies to an implementation of the architecture Armv8.0-M onward.

Tomis In Thread mode, CONTROL.SPSEL determines whether the PE uses the main or process stack.
Applies to an implementation of the architecture Armv8.0-M onward.

Rptvp In a PE without the Security Extension, MSP is selected and initialized on reset.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - !S.

Rupxk In a PE with the Security Extension, the Secure main stack, MSP_S, is selected and initialized on reset.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

T rvwn On Warm reset, the selected Stack Pointer either the MSP or MSP_S, is set to the value contained in the Vector
table, as described in TakeReset ().

Applies to an implementation of the architecture Armv8.0-M onward. Note, S is required for MSP_S.

Rypum Bits [1:0] of the MSP or PSP, in either Security state, are RESOH, so that all stack pointers are always guaranteed to
be word-aligned.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
Ruovs Where an instruction states that the SP is UNPREDICTABLE and SP is used:

¢ The value that is read or written from or to the SP is UNKNOWN.
 The instruction is permitted to be treated as UNDEFINED.
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« If the SP is being written, it is UNKNOWN whether a stack limit check is applied.

Applies to an implementation of the architecture Armv8.0-M onward.

Rxam After the successful completion of an exception entry stacking operation, the stack pointer of the stack pushed

because of the exception entry is doubleword-aligned.
Applies to an implementation of the architecture Armv8.0-M onward.
Truro Arm recommends that the Secure stacks be located in Secure memory.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

See also:

B3.6 Security states: Secure state, and Non-secure state.
B3.1 PE modes, Thread mode and Handler mode.

B3.19 Exception entry, context stacking.

B3.30 Vector tables.

B3.3 Registers.

B3.21 Stack limit checks.
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B3.9 Exception numbers and exception priority numbers

Ipcgs Each exception has an associated exception number and an associated priority number.
Applies to an implementation of the architecture Armv8.0-M onward.

Remre In a PE with the Main Extension, the exceptions, their associated numbers, and their associated priority numbers
are as follows:

Exception Exception Number  Priority Number
Reset 1 -4 (Highest Priority)
Secure HardFault when AIRCR.BFHFNMINS is 1 3 -3

NMI 2 -2

Secure HardFault when AIRCR.BFHFNMINS is 0 3 -1
Non-secure HardFault 3 -1
MemManage fault 4 Configurable
BusFault 5 Configurable
UsageFault 6 Configurable
SecureFault 7 Configurable
Reserved 8-10 -

SVCall 11 Configurable
DebugMonitor 12 Configurable
Reserved 13 -
PendSV 14 Configurable
SysTick 15 Configurable
External Interrupt O 16 Configurable
External interrupt N 16+N Configurable

When AIRCR.BFHFNMINS is 1, faults that target Secure state that are escalated to HardFault are still Secure
HardFaults. That is, the value of AIRCR.BFHFNMINS does not affect faults that target Secure state that are
escalated to HardFaults. This table row applies to such faults.

If the Security Extension is not implemented exception 7 is reserved.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M. Note, S is required
for Secure faults.
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In a PE without the Main Extension, the exceptions, their associated numbers, and their associated priority numbers
are as follows:

Exception Exception Number  Priority Number
Reset 1 -4 (Highest Priority)
Secure HardFault when AIRCR.BFHFNMINS is 1 3 -3

NMI 2 -2

Secure HardFault when AIRCR.BFHFNMINS is 0 3 -1
Non-secure HardFault 3 -1
Reserved 4-10 -

SVCall 11 Configurable
Reserved 12-13 -
PendSV 14 Configurable
SysTick 15 Configurable
External Interrupt O 16 Configurable
External interrupt N 16+N Configurable

When AIRCR.BFHFNMINS is 1, faults that target Secure state that are escalated to HardFault are still Secure
HardFaults. That is, the value of AIRCR.BFHFNMINS does not affect faults that target Secure state that are
escalated to HardFaults. This table row applies to such faults.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - IM. Note, S is required
for Secure faults. ST is required for SysTick fault.

The maximum supported number of external interrupts is 496, regardless of whether the Main Extension is
implemented.

Applies to an implementation of the architecture Armv8.0-M onward.

The architecture permits an implementation to omit external configurable interrupts where no external device is
connected to the corresponding interrupt pin. Where an implementation omits such an interrupt, the corresponding
pending, active, enable, and priority registers are RESO.

Applies to an implementation of the architecture Armv8.0-M onward.

In a PE with the Main Extension, the following exceptions with configurable priority numbers can be configured
with SHPR1- SHPR3 in the System Control Block (SCB):

* MemManage Fault.

* BusFault.

e UsageFault.

* SecureFault (if the Security Extension is implemented).
* SVCall

* DebugMonitor exception.

e PendSV.

¢ SysTick.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.
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Tscs In a PE without the Main Extension the following exceptions with configurable priority numbers can be configured
with SHPR2 and SHPR3 in the System Control Block (SCB):
* SVCall.
* PendSV.
» SysTick.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - IM.
T sopn All other configurable exceptions can be configured using the NVIC_IPRn.PRI_<n> register fields.
Applies to an implementation of the architecture Armv8.0-M onward.
Ryrsm Configurable priority numbers start at 0, the highest configurable exception priority number.
Applies to an implementation of the architecture Armv8.0-M onward.
Reecp In a PE with the Main Extension, the number of configurable priority numbers is an IMPLEMENTATION DEFINED
power of two in the range 8-256:
Number of priority Number of Minimum Priority Maximum Priority
bits of SHPRIn.PRI_n configurable Number Number
implemented Priority numbers (highest prioirty) (lowest priority)
8 0 0b11100000 =224
4 16 0 0b11110000 =240
5 32 0 0b11111000 =248
6 64 0 0b11111100=252
7 128 0 0b11111110=254
8 256 0 0b11111111 =255
All low-order bits of of SHPRIn.PRI_n that are not implemented as priority bits are RESO, as shown in the
maximum priority number column.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.
Remer In a PE without the Main Extension, the number of configurable priority numbers is 4:
Number of priority Number of Minimum Priority Maximum Priority
bits of SHPRIn.PRI_n configurable Number Number
implemented Priority numbers (highest prioirty) (lowest priority)
2 4 0 011000000 =192
SHPRn.PRI_n[5:0] are RESO, as shown in the maximum priority number column.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - !M.
See also:
B3.11 Security states, exception banking.
B3.12 Faults.
B3.13 Priority model.
SHPR1, SHPR2, SHPR3.
NVIC_IPRn.
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B3.10 Exception enable, pending, and active bits
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The SHCSR, ICSR, DEMCR, NVIC_IABRn, NVIC_ISPRn contain exception enable, pending, and active fields.
STIR can be used to pend exceptions.

Applies to an implementation of the architecture Armv8.0-M onward.
The following exceptions are always enabled and therefore do not have an exception enable bit:

 Secure HardFault or Non-secure HardFault if the Security Extension is not implemented.
* NML

* SVCall

* PendSV.

Applies to an implementation of the architecture Armv8.0-M onward. Note, S is required for Secure HardFault.
In a PE without the Security Extension:

* Privileged execution can pend interrupts by writing to the NVIC_ISPRn.
* When CCR.USERSETMPEND is 1, unprivileged execution can pend interrupts by writing to the STIR.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - !S.
In a PE with the Security Extension:

e The STIR can pend any Secure or Non-secure interrupt, as follows:

Secure state Non-secure state
Privileged Can use STIR to pend Can use STIR to pend
execution any Secure or Non- a Non-secure interrupt.

secure interrupt.

Unprivileged When CCR_S.USERSETMPEND is I, When CCR_NS.USERSETMPEND is 1

execution can use STIR to pend any Secure or can use STIR to pend any
Non-secure interrupt, otherwise Non-secure interrupt, otherwise
when CCR_S.USERSETMPEND is 0  when CCR_NS.USERSETMPEND is 0

a BusFault is generated. a BusFault is generated.

* The STIR_NS can pend a Non-secure interrupt, as follows:

Secure state Non-secure state

Privileged Can use STIR_NS. to pend a RESO

Non-secure interrupt.

Unprivileged When CCR_NS.USERSETMPEND is 1, canuse =~ BusFault
STIR_NS to pend a Non-secure interrupt,
otherwise when CCR_NS.USERSETMPEND is 0

a BusFault is generated.

e The NVIC_ISPRn can pend any Secure or Non-secure interrupt, as follows:
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Secure state Non-secure state

Privileged Can use NVIC_ISPRn to pend Can use NVIC_ISPRn to pend

execution any Secure or Non-secure a Non-secure interrupt
interrupt

Unprivileged BusFault BusFault

execution

e The NVIC_ISPRn_NS can pend a Non-secure interrupt, as follows:

Secure state

Non-secure state

Privileged Can useNVIC_ISPRn_NS topenda RESO
execution Non-secure interrupt
Unprivileged BusFault BusFault
execution
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
Trrag The following table identifies the fault enable, status and active bits:
Fault, Enable Status bit Pending bit Active bit
(SHCSR) and Trap Bits SHCSR, ICSR SHCSR
Secure HardFault HFSR.VECTTBL HARDFAULTPENDED HARDFAULTACT
HFSR.FORCED
HFSR.DEBUGEVT
NMI - PENDNMISET NMIACT
HardFault HFSR.VECTTBL HARDFAULTPENDED HARDFAULTACT
HFSR.FORCED
HFSR.DEBUGEVT
MemanageFault MMFSR.IACCVIOL MEMFAULTPENDED MEMFAULTACT
MEMFAULTENA MMFSR.DACCVIOL
MMFSR.MUNSTKERR
MMFSR.MSTKERR
MMFSR.MLSPERR
BusFault BFSR.IBUSERR BUSFAULTPENDED BUSFAULTACT
BUSFAULTENA BFSR.PRECISERR
BFSR.IMPRECISERR
BFSR.UNSTKERR
BFSR.STKERR
BFSR.LSPERR
UsageFault UFSR.UNDEFINSTR USGFAULTPENDED USGFAULTACT
UFSR.INVSTATE
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UFSR.INVPC

UFSR.NOCP

UFSR.STKOF
CCR.UNALIGN_TRP UFSR.UNALIGNED - -
CCR.DIV_0_TRP UFSR.DIVBYZERO - -
SecureFault SFSR.INVEP SECUREFAULTPENDED SECUREFAULTACT
SECUREFAULTENA SFSR.INVIS

SFSR.INVER

SFSR.AUVIOL

SFSR.INVTRAN

SFSR.LSPERR

SFSR.LSERR
SVCall - SVCALLPENDED SVCALLACT
DebugMonitor - DEMCR.MON_PEND MONITORACT
DEMCR.MON_EN
PendSV - PENDSVSET PENDSVACT
SysTick - PENDSTSET SYSTICKACT
SYST_CSR.ENABLE and
SYST_CSR.TICKINT
External Interrupt - NVIC_ISPRn NVIC_ICPRn NVIC_IABRn
NVIC_ICERn
Applies to an implementation of the architecture Armv8.0-M onward.
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B3.11 Security states, exception banking

Rpax Some exceptions are banked. A banked exception has all the following:
* Banked enabled, pending, and active bits.
* A banked SHPRn.PRI field.
* A banked exception vector.
* A state relevant handler.
Exception Banked
Reset No
HardFault Yes (conditionally)
NMI No
MemManage fault Yes
BusFault No
UsageFault Yes
SecureFault No
SVCall Yes
DebugMonitor No
PendSV Yes
SysTick Yes
External interrupt 0  No
External interrupt N No
MemManage Fault, UsageFault, BusFault and the DebugMonitor exception require the Main Extension to be
implemented. SecureFault requires the Security Extension to be implemented.
The SysTick exception is banked if the Main Extension is implemented. If the Main Extension is not implemented,
it is IMPLEMENTATION DEFINED if the exception is banked or if there is a single instance that has a configurable
target Security state.
Applies to an implementation of the architecture Armv8.0-M onward. Note, some exceptions require M, S, DebugMonitor
exception or ST.
Reutp A banked synchronous exception targets the Security state that it is taken from, except for the following cases:
* When accessing a coprocessor that is disabled only by the NSACR, any NOCP UsageFault that is generated
as a result of that access will target Secure state, even though the PE was executing in Non-secure state.
* When accessing a coprocessor that is disabled only by the CPPWR, any NOCP UsageFault that is generated
as a result of that access will target the Secure state if the corresponding CPPWR.SUSm: bit is set to 1,
otherwise the NOCP UsageFault will target the current Security state.
« If an instruction triggers lazy floating-point state preservation, then the banked exception will be raised as if
the current Security state was the same as that of the floating-point state, as indicated by FPCCR.S.
* Banked faults and exceptions which arise from instruction fetch will target the Security state associated with
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the instruction address instead of the current Security state.
* Where Non-secure HardFault is enabled, because AIRCR.BFHFNMINS is set to 1, the following applies:

— HardFault exceptions generated through escalation will target the Security state of the original exception
before its escalation to HardFault.

— A HardFault generated as a result of a failed vector fetch will target the Security state of the exception
raised during the failed vector fetch and not the current Security state.

* MemManage Faults triggered by stacking the State context registers or the Additional state context registers
on exception entry including tail chaining targets the Security state associated with the background state, as
indicated by EXC_RETURN.S.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S. Note, a UsageFault
requires M, Floating-point state requires FP.

If AIRCR.BFHFNMINS == 0, then all Non-secure HardFaults are escalated to Secure HardFaults, and Non-secure
pending bits behave as zero for everything except explicit reads and writes.

Applies to an implementation of the architecture Armv8.0-M onward.

Where an implementation has two SysTick timers, one in each Security state, each timer targets its owning Security
state and not the current Execution state of the PE.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S && ST.
NMI can be configured to target either Security state, by using AIRCR.BFHFNMINS.

Applies to an implementation of the architecture Armv8.0-M onward.

BusFault can be configured to target either Security state, by using AIRCR.BFHFNMINS.

Applies to an implementation of the architecture Armv8.0-M onward.

SecureFault always targets Secure state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

The DebugMonitor exception targets Secure state if the status bit DEMCR.SDME is 1. Otherwise, it targets
Non-secure state.

Applies to an implementation of the architecture Armv8.0-M onward.
Each external interrupt, 0-N, targets the Security state that its NVIC_ITNSn[bit number] dictates.
Applies to an implementation of the architecture Armv8.0-M onward.

When <exception> targets Secure state, the Non-secure view of its priority field, any enabled, pending, and active
bits, are RAZ/WI.

<exception> is one of:

* NML

* BusFault.

* DebugMonitor.

 External interrupt N.

* In a PE without the Main Extension, and a single instance of the SysTick Timer, SysTick.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S. Note, a BusFault
exception requires M, a DebugMonitor exception requires DebugMonitor exception.

Secure software must ensure that when changing the target Security state of an exception, the exception is not
pending or active. A change to the Security state of an exception when the exception is pending or active might
lead to UNPREDICTABLE behavior.

Applies to an implementation of the architecture Armv8.0-M onward. Note, S.
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See also:
B3.9 Exception numbers and exception priority numbers.
B3.30 Vector tables.
SHCSR, System Handler Control and State Register.
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There are the following Fault Status Registers:

* HardFault Status Register HFSR.

* MemManage Fault Status Register MMFSR.

* BusFault Status Register BFSR.

* UsageFault Status Register UFSR.

 SecureFault Status Register SFSR.

* Debug Fault Status Register DFSR. Present only if Halting debug or the Main Extension is implemented.
* Auxiliary Fault Status Register AFSR. The contents of this register are IMPLEMENTATION DEFINED.

* RAS Fault Status Register RFSR.

In a PE with the Main Extension, the BFSR, MMFSR, and UFSR combine to form one register, called the
Configurable Fault Status Register (CFSR).

There are the following Fault Address Registers:

* MemManage Fault Address Register (MMFAR).
* BusFault Address Register (BFAR).
 SecureFault Address Register (SFAR).

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M && RAS. Note, RAS
is present only in the Armv8.1-M architecture.

Unless otherwise stated, MMFAR is updated only for a MemManage fault on a direct data access.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.
Unless otherwise stated, BFAR is updated only for a synchronous BusFault on a data access.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

Unless otherwise stated, SFAR is updated only for a SecureFault on a memory access that caused a Security
Attribution Unit violation.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M && S.

Each fault address register has an associated valid bit. When the PE updates the fault address register, the PE sets
the valid bit to one.

Fault address register Valid bit

MMFAR MMFSR.MMARVALID
BFAR BFSR.BFARVALID
SFAR SFSR.SFARVALID

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

If a fault occurs that would otherwise set a FAR valid bit to one, which has already been set by an earlier fault it is
IMPLEMENTATION DEFINED whether:

* The FAR register is updated with the new syndrome.
* The FAR register retains the syndrome of the original fault.

Applies to an implementation of the architecture Armv8.0-M onward.

If the Security Extension is not implemented, it is IMPLEMENTATION DEFINED whether separate BFAR and
MMFAR are implemented. If one shared fault address register is implemented, then on a fault that would otherwise
update the shared fault address register, if one of the other valid bits is set to one, it is IMPLEMENTATION DEFINED
whether:
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 The shared fault address register is updated, the valid bit for the fault is set, and the other valid bit is cleared.
* The shared fault address register is not updated, and the valid bits are not changed.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M && !S.

If the Security Extension is implemented, it is IMPLEMENTATION DEFINED whether separate fault address registers
for each fault are implemented. If one shared fault address register per Security state is implemented, then on a
fault that would otherwise update the shared fault address register, if one of the other FAR valid bits for the same
Security state is set to one, it iS IMPLEMENTATION DEFINED whether:

* The shared fault address register is updated, the valid bit for the fault is set, and the other valid bit is cleared.
* The shared fault address register is not updated, and the valid bits are not changed.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M & & S.
AIRCR.BFHFNMINS dictates which shared fault registers are used depending on the Security state:

* In Secure state, the fault registers that might be shared are SFAR and MMFAR_S, and when
AIRCR.BFHFNMINS is zero, BFAR.

* In Non-secure state, the fault registers that might be shared are MMFAR_NS and when AIRCR.BFHFNMINS
is one, BFAR.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M && S.

For example in an implementation that contains a shared Fault Address Register, the shared fault register
might be written to with the address of the memory location being accessed that caused a BusFault fault, and
BFSR.BFARVALID is set to one. If the BESR.BFARVALID is still set when a MemManage fault subsequently
occurs that might update the shared fault address register it is an IMPLEMENTATION DEFINED choice between:

* The shared fault address register being updated with the syndrome that caused the MemManage fault, the
BFSR.BFARVALID being cleared and MMFSR.MMARVALID for the MemManage fault being set.

* The address of the memory location that caused the BusFault is retained and the fault address information
generated by the MemManage fault is discarded without clearing BFSR.BFARVALID or updating
MMFSR.MMARVALID for the MemManage fault.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M && !S.

If a Secure MemManage fault occurs that targets Secure state, as described by ExceptionTargetsSecure (),
the Secure shared fault register is written to with the address of the memory location that caused the MemManage
fault, and MMFSR_S.MMARVALID is set to one. If the MMFSR_S.MMARVALID:is still set when a SecureFault
subsequently occurs it is an IMPLEMENTATION DEFINED choice between:

* The shared fault address register being updated with the address of the memory location that that caused the
SecureFault, MMFSR_S.MMARVALID being cleared and SFSR.SFARVALID being set.

* The address of the memory location that caused the MemManageFault is retained and the fault address
information generated by the SecureFault is discarded without out clearing MMFSR_S.MMARVALID or
updating SFSR.SFARVALID.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M && S.

Arm strongly recommends that if a separate BFAR is implemented, the associated BFAR and BFSR.BFARVALID
bit is cleared when changing AIRCR.BFHFNMINS so as not to expose the last accessed address to Non-secure
state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M && S.
When the Security extension is implemented:

¢ If AIRCR.BFHFNMINS is zero, a read of BFAR_NS will return 0.

¢ If AIRCR.BFHFNMINS is one, a read of BFAR_NS and BFAR_S might return the same value. This behavior
cannot be relied on if there is a change to AIRCR.BFHFNMINS between the reads of BFAR in different
Security states.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M & & S.
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Ryaopm In a PE with the Main Extension, the faults are:

Exception Exception Fault Status Bit

Number

3 HardFault HardFault on Vector table entry read error HFSR.VECTTBL
HardFault on fault escalation HFSR.FORCED
HardFault on BKPT escalation HFSR.DEBUGEVT

4 MemManage MemManage fault on an instruction fetch ~MMFSR.IACCVIOL

Fault MemManage Fault on direct data access MMFSR.DACCVIOL

MemManage Fault on context unstacking ~MMFSR.MUNSTKERR
by hardware.
MemManage Fault on context stacking MMFSR.MSTKERR
by hardware, becauase of a
MPU access violation.
When lazy Floating-point state MMFSR.MLSPERR
preservation is active, a MemManage
fault on saving Floating-point
context to the stack

5 BusFault BusFault on an instruction fetch, BFSR.IBUSERR
precise
BusFault on a data access, precise BFSR.PRECISERR
BusFault on a data access, imprecise BFSR.IMPRECISERR
BusFault on a context unstacking by BFSR.UNSTKERR
hardware
BusFault on context stacking by BFSR.STKERR
hardware
When lazy Floating-point state BFSR.LSPERR
preservation is active, a BusFault
on saving Floating-point context to
the stack

6 UsageFault UsageFault, undefined instruction UFSR.UNDEFINSTR
UsageFault, invalid Instruction UFSR.INVSTATE
set state because EPSR.T
is 0 or because of an exception
return with a valid ICI value
where the return address does not
target either a load/store/clear
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Exception Exception Fault Status Bit
Number
multiple instruction or a breakpoint
instruction
UsageFault, failed integrity check UFSR.INVPC
on exception return or a function
return with a transition from
Non-secure state to Secure state
UsageFault, no coprocessor UFSR.NOCP
UsageFault, stack overflow UFSR.STKOF
UsageFault, unaligned access UFSR.UNALIGNED
UsageFault, divide by zero when UFSR.DIVBYZERO
CCR.DIV_0_TRPis 1
7 SecureFault SecureFault, invalid Secure state SFSR.INVEP
entry point
SecureFault, invalid integrity SFSR.INVIS
signature when unstacking
SecureFault, invalid exception return SFSR.INVER
SecureFault, attribution unit SFSR.AUVIOL
violation
SecureFault, invalid transition from SFSR.INVTRAN
Secure state
SecureFault, lazy Floating-point SFSR.LSPERR
state preservation error
SecureFault, lazy Floating-point SFSR.LSERR

state error

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M. Note, Secure Faults
require S, EPSR.ECI requires MVE & & Armv8.1-M.

Rxvnn Exception vector reads use the system address map.

Applies to an implementation of the architecture Armv8.0-M onward.

Riirp In an Armv8.1-M implementation when a HardFault is generated as a result of a read of the Vector table
HFSR.FORCED is not set. In an Armv8.0-M implementation it is IMPLEMENTATION DEFINED whether a
HardFault generated as a result of Vector table read sets HFSR.FORCED.

Applies to an implementation of the architecture Armv8.1-M onward.

Ixsoc RAS faults can generate BusFaults and these are recorded in RFSR.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - RAS.
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In a PE without the Main Extension, the enable, pending, and active bits in SHCSR are RESO for those faults that
are only included in a PE with the Main Extension.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

In a PE without the Main Extension, the faults are:

Exception number Exception

3 HardFault

All other faults described in the architecture behave as if they are disabled, and escalate to HardFault.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - !M.

Fault conditions that would generate a SecureFault in a PE with the Main Extension instead generate a Secure
HardFault in a PE without the Main Extension.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

For the exact circumstances under which each of the Armv8-M faults is generated, see the appropriate Fault Status
Register description.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

See also:

B3.9 Exception numbers and exception priority numbers.
B3.31 Hardware-controlled priority escalation to HardFault.
Chapter B13 Debug.

Part D Register and Payload Specification.
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An exception, other than reset, has the following possible states:
Active:
An exception that either:
— Is being handled.
— Was being handled. The handler was preempted by a handler for a higher priority exception.
Pending:
An exception that has been generated, but that is not active.
Inactive:
The exception has not been generated.
Active and pending:

One instance of the exception is active, and a second instance of the exception is pending. Only asynchronous
exceptions can be active and pending. Synchronous exceptions are either inactive, pending, or active.

Applies to an implementation of the architecture Armv8.0-M onward.
Lower priority numbers take precedence over higher priority numbers.
Applies to an implementation of the architecture Armv8.0-M onward.

When no exception is active and no priority boosting is active, the instruction stream that is executing has a priority
number of (maximum supported priority number+1). The instruction stream that is executing can be interrupted by
an exception with sufficient priority.

If any exceptions are active the current execution priority is determined by:

1. In a PE with the Main Extension, the calculation of the effect of AIRCR.PRIGROUP on the comparison of
BASEPRI to the SHPRn.PRI and NVIC_IPRn values.

2. In a PE with or without the Main Extension applying the effects of PRIMASK.PM and AIRCR.PRIS.
3. In a PE with the Main Extension applying the effects of FAULTMASK.FM.
4. The execution priority is the either:

* The exception with the lowest priority number.
* The exception with the lowest priority group value.

Applies to an implementation of the architecture Armv8.0-M onward.
Execution at a particular priority can only be preempted by an exception with a lower group priority value.
Applies to an implementation of the architecture Armv8.0-M onward.

In thread mode, when there are no active exceptions and no priority boosting is enabled, the execution priority is
256.

Applies to an implementation of the architecture Armv8.0-M onward.

In a PE with the Main Extension, BASEPRI and each SHPRn.PRI_n and NVIC_IPRn.PRI_Nn are 8-bit fields that
AIRCR.PRIGROUP splits into two fields, a group priority field and a subpriority field:
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BASEPRI, SHPRn.PRI_n [7:0], and NVIC_IPRn.PRI_Nn [7:0]
AIRCR.PRIGROUP value Group priority field Subpriority field

0 [7:1] (0]

1 [7:2] (1:0]
2 [7:3] [2:0]
3 [7:4] [3:0]
4 [7:5] [4:0]
5 [7:6] [5:0]
6 [7] [6:0]
7 - [7:0]

In a PE without the Main Extension, AIRCR.PRIGROUP is RESO, therefore each SHPR.PRI_n and
NVIC_IPRn.PRI_Nn is split into two as follows:

AIRCR.PRIGROUP SHPRn.PRI_n [7:0], and NVIC_IPRn.PRI_Nn [7:0]
Group priority field Subpriority field
RESO [7:1] [0]

SHPRn.PRIn[5:0] are RESO in a PE without the Main Extension.
All low order bits of BASEPRI, SHPRn.PRI, and NVIC_IPRn are not implemented as priority bits are RESOH.
Applies to an implementation of the architecture Armv8.0-M onward.

Ryoux When AIRCR.PRIS is 1, each Non-secure SHPRn_NS.PRI_n priority field value [7:0] has the following sequence
applied to it, it:

1. Is divided by two.
2. The constant 0x80 is then added to it.

This is equivalent to the priority field value output_pri = ‘1’:input_pri[7:1] and the priority comparisons are done
on the effective field value after the division by 2 + 0x80 has been performed.

This maps the Non-secure SHPRn_NS.PRI_n group priority field values to the bottom half of the priority range.
When this sequence is applied, any effects of AIRCR.PRIGROUP have already been taken into account, so the
subpriority field is dropped and the sequence is only applied to the group priority field.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S. Note, Subpriority

requires M.
Reorv After applying AIRCR.PRIS:

* If there are multiple pending exceptions, the pending exception with the lowest group priority field value
takes precedence.

 If multiple pending exceptions have the same group priority field value, the pending exception with the
lowest subpriority field value takes precedence.

* If multiple pending exceptions have the same group priority field value and the same subpriority field value,
the pending exception with the lowest exception number takes precedence.

* If a pending Secure exception and a pending Non-secure exception both have the same group priority
field value, the same subpriority field value, and the same exception number, the Secure exception takes
precedence.

Applies to an implementation of the architecture Armv8.0-M onward. Note, a Secure exception requires S.
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Rennb When determining the highest priority pending exception it is IMPLEMENTATION DEFINED whether:
* A single priority comparison tree is used and AIRCR.PRIGROUP is not applied.

 Separate priority comparison trees are used for the Secure and Non-secure exceptions. AIRCR.PRIGROUP is
applied to the outputs of each tree before they are compared to determine the overall highest priority pending
exception.

Applies to an implementation of the architecture Armv8.0-M onward.
Tvpro Arm strongly recommends a single priority comparison tree is used and AIRCR.PRIGROUP is not applied.

Applies to an implementation of the architecture Armv8.0-M onward.

Tyer The following is an example of exceptions with different priorities:
This example considers the following exceptions, that all have configurable priority numbers:
* A has the highest priority.
* B has medium priority.
* C has lowest priority.
Example sequence of events:
1. No exception is active and no priority boosting is active.
2. Bis generated. The PE takes exception B and starts executing the handler for it. Exception B is now active
and the current execution priority is that of B.
3. Ais generated. A is higher priority, therefore A preempts B, and the PE starts executing the handler for A.
Exception A is now active and the current execution priority is that of A. Exception B remains active.
4. Cis generated. C has the lowest priority, therefore it is pending.
5. The PE reduces the priority of A to a priority that is lower than C. B is now the highest priority active
exception, therefore the execution priority moves to that of B. The PE continues executing the handler for A
at the priority of B. After completing A, the PE restarts the handler for B. After completing B, the PE takes
exception C and starts executing the handler for it. C is now active and the current execution priority is that
of C.
Applies to an implementation of the architecture Armv8.0-M onward.
Ixpva The following diagram shows an example. In this example, all 8 bits of SHPRn_NS.PRI_n are implemented as
priority bits and AIRCR.PRIGROUP_NS is set to 0.
Non-secure group
priority field Priority range
values
0x00 0x00
A
Increasing OX7E
priority 0x80
OxFF OxFF
In this example, the mapping is:
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SHPRn_NS.PRI_n value Mapped to

0x00 0x80
0x02 0x81
0x04 0x82
0x06 0x83
0xFE O0xXFF

In this example, Secure exceptions in the range 0x00-0x7F have priority over all Non-secure exceptions.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M & & S.

In a PE without the Main Extension but with the Security Extension, when AIRCR.PRIS is set to 1 the Non-secure
exception is mapped to the lower half of the priority range, as shown in the table:

Non-secure group priority value Mapped to

0x00 0x80
0x40 0xA0
0x80 0xCO
0xCO 0xEO

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S && M.

An implementation is permitted to extend the exception priorities to 9-bits so that the LSB of Non-secure exceptions
is not discarded when applying AIRCR.PRIS.

When AIRCR.PRIS is not applied, the exception priority is extended to 9-bits by appending ‘0’ to the least
significant end of the priority value.

When applying PRIGROUP to determine the group priority, only the most significant 8-bits of the 9-bit priority
are used.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S && M.
The LSB of an extended 9-bit exception priority can be thought of as a fractional sub-priority bit.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S && M.

See also:

B3.9 Exception numbers and exception priority numbers.

B3.32 Special-purpose mask registers, PRIMASK, BASEPRI, FAULTMASK, for configurable priority boosting.
B3.31 Hardware-controlled priority escalation to HardFault.

ExceptionPriority ().

ExecutionPriority ().

ComparePriorities().

RawExecutionPriority ().
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NS-Req defines the Security state that the PE or DAP requests that a memory access is performed in.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
NS-Attr marks a memory access as Secure or Non-secure.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
For PE data accesses, NS-Req is equal to the current Security state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

For PE and DAP data accesses, NS-Attr is determined as follows:

NS-Req Security attribute of the location being accessed NS-Attr

Non-secure  Non-secure Non-secure
Secure N/a

Secure Non-secure Non-secure
Secure Secure

If the NS-Req is Non-secure and the Security attribute of the location being accessed is Secure NS-Attr is not

generated and an AUVIOL or INVEP exception is generated.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

For instruction fetches NS-Attr is the Security state associated with the location being accessed. Instruction fetches

never generate AUVIOL SecureFaults.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

See also:
B3.15 Security state transitions.
B13.3.4 DAP access permissions.

B10.2 Security attribution.

Copyright © 2015 - 2023 Arm Limited or its affiliates. All rights reserved.
Non-confidential

98



Chapter B3. Programmers’ Model
B3.15. Security state transitions

B3.15 Security state transitions

Rpont For a transition to an address in the other Security state, the following table shows when the PE changes Security
state:
Current Security state Security attribute Conditions for a change in Security state

of the branch target address

Secure X Change to Non-secure state if the branch was an
interstating branch instruction,
BXNS or BLXNS, with the least

significant bit of its target address set to 0.

Non-secure Secure and Non-secure callable  Change to the Secure state if both:
- The branch target address contains an SG
instruction which is fetched and successfully executed.
- The whole of the instruction at the branch target
address is flagged as Secure

and Non-secure callable.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

T kuvp SG instructions in Secure memory are valid entry points to Secure code. They prevent Non-secure code from being
able to jump to arbitrary addresses in Secure code.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

Tuor When an interstating branch is executed in Secure state, the least significant bit of the target address indicates the
target Security state:

1: The target Security state is Secure.

0: The target Security state is Non-secure.

Interstating branches are UNDEFINED in Non-secure state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

Rurxr On transition from Secure to Non-secure state, if the least significant bit of an interstating branch is set to one, the
execution of the next instruction will generate either an INVTRAN SecureFault or Secure HardFault.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S. Note, an INVTRAN
SecureFault requires M.

Rokap On transition from Non-secure to Secure state, if there is no SG instruction or the whole instruction at the branch
target address is not flagged as Secure and Non-secure callable the execution of the next instruction will generate
either an INVEP SecureFault or Secure HardFault.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S. Note, an INVTRAN

SecureFault requires M.

Rygrr If sequential instruction execution crosses from Non-secure memory to Secure memory, then if the Secure memory
entry point contains an SG instruction and the whole of the instruction at the Secure memory entry point is flagged
as Secure and Non-secure callable, it is CONSTRAINED UNPREDICTABLE whether:

* The PE changes to Secure state.
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* An INVEP SecureFault is generated.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S. Note, an INVEP
SecureFault requires M.

Except for an SG, it is not possible to execute Secure code in Non-secure state, or Non-secure code in Secure state.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
When an exception is taken to the other Security state, the PE automatically transitions to that other Security state.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

When the following conditions are met, the value indicated by the current Secure stack pointer is loaded from
memory:

e The SG instruction is executed in Non-secure state.
* Either the SAU or IDAU, or both, indicate that the SG instruction was fetched from Secure memory.
* The PE is executing in Thread mode.

The load of the value indicated by the current Secure stack pointer is performed with the privilege level indicated
by CONTROL_S.nPriv and NS-req set to Secure.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - S.
An INVEP SecureFault is raised if the all of the following are true:

¢ CCR_S.TRDissetto 1.

« Either, or both, of the following conditions are met:

— CONTROL_S.SPSEL is 0.
— The top 31 bits of the value indicated by the current Secure stack pointer loaded from memory matches
the top 31 bits of 0xFEFA125A.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - S.

See also:
C1.4.7 Instruction set, interworking and interstating support.

Chapter B10 The Armv8-M Protected Memory System Architecture.
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B3.16 Function calls from Secure state to Non-secure state

Reves If a BLXNS interstating branch generates a change from Secure state to Non-secure state, then before the Security
state change:

o

¢ The return address, which is the address of the instruction after the instruction that caused the function call,
the IPSR value and CONTROL.SFPA are stored onto the current stack, as shown in the following figure.
ReturnAddress[0] is set to 1 to indicate a return to the T32 instruction set state. The IPSR is stacked in the
partial RETPSR, and CONTROL.SFPA is stacked in bit [20] of the partial RETPSR.

SP
offset
0x08 <« Original SP?
0x04 Partial RETPSR
0x00 ReturnAddress | «— New SP

¢ If the PE is in Handler mode, IPSR has the value of 1.
e The FNC_RETURN value is saved in the LR.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S. Note, CONTROL.SFPA
requires FP.

Runo Behavior is CONSTRAINED UNPREDICTABLE when a function call stack frame is not doubleword-aligned, and
one of the following behaviors must occur:

* The instruction uses the current value of the stack pointer.
* The instruction behaves as though bits [2:0] of the stack pointer are 0b000.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

Txwzp Arm recommends that when Secure code calls a Non-secure function, any registers not passing function arguments
are set to 0.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

See also:

C1.4.7 Instruction set, interworking and interstating support.
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B3.17 Function returns from Non-secure state

Ruprc An interstating function return begins when one of the following instructions loads a FNC_RETURN value into
the PC:
* APOP (multiple registers) or LDM that includes loading the PC.
¢ An 1DR instruction with the PC as a destination.
¢ A BX instruction with any register.
* A BXNS instruction with any register.
On detecting a FNC_RETURN value in the PC:
e The FNC_RETURN stack frame is unstacked.
e EPSR.IT is set to 0x00.
 The following integrity checks on function return are performed:
— A check that IPSR is zero or 1 before the value of it is restored.
— A check that if the function return is being performed in Thread mode the stacked RETPSR.Exception
value is zero.
— A check that if the function return is being performed in Handler mode the stacked RETPSR.Exception
value is nonzero.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
Topon Behavior is CONSTRAINED UNPREDICTABLE when a function call stack frame is not doubleword-aligned.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

Rpwtr The FNC_RETURN value is:

313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0

111111101111 1111111111111111111]|8

Bits[31:1]

This is what identifies the value as an FNC_RETURN value.

Bit[0], S: The function return was from:

0: Secure state.

1: Non-secure state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

Rprsp Any fault raised on function return is synchronous to the instruction that loaded the FNC_RETURN value into the
PC.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
Rpanm Any failed integrity check on function return generates a Secure INVPC UsageFault.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M && S.
Rurer Any failed integrity check on function return generates a Secure HardFault.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S && M.
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Rrgng If FNC_RETURN does not fail the integrity checks then the PE behaves as follows:

e ReturnAddress bits [31:1] is written to the PC.
e ReturnAddress bit [0] is written to EPSR.T.
* The partial RETPSR is written to IPSR Exception and CONTROL.SFPA.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S. Note, CONTROL.SFPA
requires FP.

RinFE If the RETPSR.Exception is not supported by the PE IPSR.Exception is set to an UNKNOWN value.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

If a precise BusFault is raised during FNC_RETURN stack frame unstacking, then it is permitted to ignore the
value of CCR.BFHFNMIGN.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

See also:

B3.16 Function calls from Secure state to Non-secure state.

B3.31 Hardware-controlled priority escalation to HardFault.
B3.33 Lockup.
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In the absence of a specific requirement to take an exception, the architecture requires that pending exceptions are
taken within finite time.

Applies to an implementation of the architecture Armv8.0-M onward.

If an exception was pending but is changed to not pending before it is taken, then the architecture permits the
exception to be taken but does not require that the exception is taken. If the exception is taken it must be taken
before the first Context synchronization event after the exception was changed to not pending.

Applies to an implementation of the architecture Armv8.0-M onward.
An exception that does not cause lockup sets both:

* The pending bit of its handler, or the pending bit of the HardFault handler, to 1.
* The associated fault status information.

Applies to an implementation of the architecture Armv8.0-M onward.

When a pending exception has a lower group priority value than current execution, including accounting for any
priority adjustment by AIRCR.PRIS, the pending exception preempts current execution.

Applies to an implementation of the architecture Armv8.0-M onward.
Preemption of current execution causes the following basic sequence:
1. RO-R3, R12, LR, RETPSR, including CONTROL.SFPA, are stacked.
2. The return address is determined and stacked.
3. Optional stacking of Floating-point context, which might be any one of the following:

* No stacking or preservation of the Floating-point context.

» Stacking the basic Floating-point context.

* Stacking the basic Floating-point context and the Additional floating-point context.
* Activation of Lazy Floating-point state preservation.

4. LR is set to EXC_RETURN.
5. Optional clearing of Floating-point registers, depending on the Security state transition.
6. The following flags are also cleared:

o IT State is cleared, if the Main Extension is implemented.
* CONTROL.FPCA is cleared, if the Floating-point Extension is implemented.
* CONTROL.SFPA is cleared, if the Floating-point Extension and the Security Extension are implemented.

7. The exception to be taken is chosen, and IPSR.Exception is set accordingly. The setting of IPSR.Exception
to a nonzero value causes the PE to change to Handler mode.

8. CONTROL.SPSEL is set to 0, to indicate the selection of the main stack, dependent on the Security state
being targeted.

9. The pending bit of the exception to be taken is set to 0. The active bit of the exception to be taken is set to 1.
10. The Security state is changed to the Security state of the exception that is being activated.

11. The registers are divided between the State context and the Additional state context registers. The State
context and Additional state context registers behave differently.

The State context registers behave as follows:

* If the transition is from Secure to Non-secure state the State context registers are cleared to zero.
* If the exception targets Non-secure state, or if Armv8.1-M is implemented and the Security extension is
implemented, the State context registers are cleared to zero.
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* Otherwise the State context registers are set to an UNKNOWN value.

The Additional state context registers behave as follows:

« If the transition is from Secure to Non-secure state the Additional state context registers are cleared to
Zero.

» The Additional state context registers remain unchanged if the Additional state context registers have
not been stacked.

 If the Additional state context registers have been stacked and the exception targets Secure state the
Additional state context registers are set to an UNKNOWN value.

12. EPSR.T is set to bit[0] of the exception vector for the exception to be taken.
13. The PC is set to the exception vector for the exception to be taken.
Applies to an implementation of the architecture Armv8.0-M onward. Note, some steps might require additional extensions.

Rygve When, during exception entry, the target Security state of an exception differs from the Security state of the memory
the exception vector targets:

e An INVEP SecureFault is generated if the exception is Non-secure and the exception vector targets Secure
memory.

— The INVEP SecureFault can be avoided if the exception is associated with Non-secure state and is
targeting an SG instruction that is located in memory that is Secure and Non-secure callable.

* An INVTRAN SecureFault is generated if the exception is Secure and the exception vector targets Non-secure
memory.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S. Note, an INVEP or

INVTRAN SecureFault requires M.
RoLus The return address is one of the following:

» For a synchronous exception, other than an SVCall exception and a SVC instruction that escalates to
HardFault, the address of the instruction that caused the exception.

* For an asynchronous exception, the address of the next instruction in the program order.

* For an SVCall exception and a SVC instruction that escalates to HardFault, the address of the next instruction
in the program order.

Applies to an implementation of the architecture Armv8.0-M onward.
Ryxpp The least significant bit of the return address from an exception is RESO.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:

B3.10 Exception enable, pending, and active bits.

B3.13 Priority model.

B3.19 Exception entry, context stacking.

B3.20 Exception entry, register clearing after context stacking.
B3.30 Vector tables.

B3.21 Stack limit checks.

B3.24 Exceptions during exception entry.

Chapter BS Vector Extension

Applies to an implementation of the architecture Armv8.1-M onward.
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B3.19 Exception entry, context stacking

Rop When stacking the context on exception entry, including tail-chaining, full descending stacks are used.
Applies to an implementation of the architecture Armv8.0-M onward.
Rurpr The following diagram shows the format stack frame generated on exception entry.
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Applies to an implementation of the architecture Armv8.0-M onward.
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The exception stack frame is divided into the following four sections:

 State context registers.

* Additional state context registers.

* floating-point context registers.

* Additional floating-point context registers.

The State context registers are always stacked on exception entry, except in tail-chaining. The presecence of the
other sections depends on the type of exception transition being performed and whether or not there is an active
floating-point context. Unless otherwise stated if a section is not stacked, the other sections are shifted upwards to
reduce the amount of stack space required.

Applies to an implementation of the architecture Armv8.0-M onward.

On taking an exception, excluding tail-chaining that requires a transition from Secure to Non-secure state, the PE
hardware saves Additional state context registers.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
If a Secure exception is taken from a Secure context of execution, it is IMPLEMENTATION DEFINED whether:

* The Additional state context register stacking is not attempted and EXC_RETURN.DCRS is set to 1.
* The Additional state context register stacking is attempted and EXC_RETURN.DCRS is set to 0.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

If a higher priority Secure exception, that does not require the stacking of the Additional state context registers
occurs during exception entry after the PE has begun stacking the additional state context, but before any exception
handler has started execution, in preparation to take a Secure exception the PE might:

* Discard the stacking of the Additional state context registers and EXC_RETURN.DCRS is set to 1.
* Complete the stacking of the Additional state context registers and EXC_RETURN.DCRS is set to 0.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

If CONTROL.FPCA is 1 when the exception is taken, excluding tail-chaining, then in addition to the state context
being saved, the floating-point context is handled in one of the following ways:

* Stack the Floating-point context.
* Reserve space on the stack for saving the Floating-point context in the future. This is called lazy Floating-
point state preservation.

If CONTROL.FPCA is 0, then there is no floating-point context active. No stacking or lazy state preservation of
the floating-point context is performed.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP || MVE.

On taking an exception when CONTROL.FPCA is 1 and FPCCR_S.TS is 1 and the background state is Secure
state, the PE hardware either stacks both the Floating-point context and Additional floating-point context, or when
lazy Floating-point state preservation is enabled, reserves space on the stack for both the Floating-point context
and Additional floating-point context.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - (FP | MVE) && S.

If one or more of the following exceptions is generated during stacking operations on exception entry, including
tail-chaining, the PE is permitted to abandon any remaining stacking operations:

* MemManage fault.

* BusFault.

* AUVIOL SecureFault.
¢ STKOF UsageFault.

Applies to an implementation of the architecture Armv8.0-M onward.
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An exception taken during exception entry that is not related to stacking the state context and Additional state
context, for example an NOCP UsageFault or LSERR SecureFault, the PE must complete stacking of the state
context and Additional state context.

Applies to an implementation of the architecture Armv8.0-M onward.
On an exception, the RETPSR value that is stacked is all the following:

e The APSR, IPSR, and EPSR.
¢ CONTROL.SFPA, in RETPSR.SFPA if the background state is Secure state.

Applies to an implementation of the architecture Armv8.0-M onward. Note, CONTROL.SFPA requires S && (FP || MVE).

On exception entry, excluding tail-chaining, if the stack pointer belonging to the context that is being preempted
is not doubleword aligned, the stack pointer is decremented by four to enforce doubleword alignment.
RETPSR.SPREALIGN is set to one to indicate that the stack pointer has been decremented by four. If the stack
pointer has not been realigned RETPSR.SPREALIGN is set to zero.

Applies to an implementation of the architecture Armv8.0-M onward.

In a PE with the Floating-point Extension or MVE, because setting FPCCR.ASPEN to one causes the PE
to automatically set CONTROL.FPCA to 1 on the execution of a floating-point or MVE instruction, setting
FPCCR.ASPEN to one means that for any software that uses floating-point or MVE the PE hardware automatically
either:

* Stack Floating-point context on taking an exception.
 Activate lazy Floating-point state preservation on taking an exception.

If CONTROL.FPCA == 1, it is FPCCR.LSPEN that determines whether the PE hardware performs stacking or
lazy Floating-point state preservation:

0 : The PE hardware automatically stacks the floating-point registers.
1: On taking an exception, the PE hardware activates lazy Floating-point state preservation and sets all of:

* The FPCAR, to point to the reserved SO stack address.

* FPCCR.LSPACT to one.

* FPCCR.{USER, THREAD, HFREADY, MMRDY, BFRDY, SFRDY, MONRDY, UFRDY, SPLIMVIOL},
to record the permissions and fault possibilities to be applied to any subsequent Floating-point context and
Additional floating-point context save.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP || MVE.
Executing a VLSTM instruction can activate lazy Floating-point state preservation.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP || MVE.
On activating lazy Floating-point state preservation:

* If'the activation of lazy floating-point preservation was triggered by exception entry, and the stacking operation
would violate the stack pointer limit FPCCR.SPLIMVIOL is set to one, otherwise FPCCR.SPLIMVIOL is
set to zero.

* If the current privilege level is privileged FPPCR.USER is set to zero. If the current privilege level is
unprivileged FPPCR.USER is set to one.

e If the current mode is Thread FPPCR.THREAD is set to one. If the current mode is Handler FPPCR. THREAD
18 set to zero.

« If the lazy Floating-point state preservation was triggered by exception entry the FPCAR, is set to point to
the reserved SO stack address.

* If the activation of lazy floating-point preservation was triggered by a VLSTM instruction FPCAR is set to the
address specified by that instruction.

e FPCCR.LSPACT to one.
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* Set FPCCR.{USER, THREAD, HFRDY, MMRDY, BFRDY, SFRDY, MONRDY, UFRDY} to one or zero,
to record the permissions and fault possibilities to be applied to any subsequent Floating-point context and
Additional floating-point context stacking. The fields will be set to one according to the following conditions:

— If the execution priority value, as defined by ExecutionPriority (), is greater than minus one
then FPCCR.HFRDY is set to one, otherwise this field is set to zero.

— If SHCSR.BUSFAULTENA is set and the execution priority value, as defined by ExecutionPriority (),
is greater than the priority value for a BusFault FPCCR.BFRDY is set to one, otherwise this field is set
to zero.

— If SHCSR.MEMFAULTENA is set and the execution priority value, as defined by ExecutionPriority (),
is greater than the priority value for a MemManage Fault, the FPCCR.MMRDY bit for the current
Security state is set to one, otherwise this field is set to zero.

— If SHCSR_S.USGFAULTENA is set and the execution priority value, as defined by ExecutionPriority (),
is greater than the priority value for a Secure UsageFault FPCCR_S.UFRDY is set to one, otherwise this
field is set to zero.

— If SHCSR_NS.USGFAULTENA is set and the execution priority value, as defined by ExecutionPriority (),
is greater than the priority value for a Non-secure UsageFault FPCCR_NS.UFRDY is set to one,
otherwise this field is set to zero.

— If SHCSR.SECUREFAULTENA is set and the execution priority value, as defined by ExecutionPriority ().
is greater than the priority value for a SecureFault FPCCR.SFRDY is set to one, otherwise this field is
set to zero.

— If CanPendMonitorOnEvent (), returns TRUE FPCCR.MONRDY is set to one, otherwise this
field is set to zero.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP || MVE.

Reupg Execution of a floating-point or MVE instruction while lazy Floating-point state preservation is active, that is when
the banked FPCCR.LSPACT is one for the Security state indicated by FPCCR.S, triggers the preservation of the
floating-point state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP || MVE.

Ryroc If an attempt is made to execute a floating-point or MVE instruction while lazy Floating-point state preservation is
active, the access permissions that CPACR and NSACR define are checked against the context that activated lazy
Floating-point state preservation, in addition to the checks relating to memory access permissions.

¢ If no permission violation is detected, the PE:

1. If AIRCR.IESB is set to one an implicit Error synchronization barrier is performed.

2. Saves Floating-point context to the reserved area on the stack, as identified by the FPCAR.

3. Saves the Additional floating-point context if FPCCR.TS == 1 for the Security state indicated by
FPCCR.S.

4. Clears the floating-point registers that were saved to the stack if FPCCR_S.TS == 1 and FPCCR.S ==
Otherwise, the PE sets the floating-point registers to an UNKNOWN value.

5. Sets FPCCR.LSPACT to O to indicate that lazy Floating-point state preservation is no longer active.

6. If AIRCR.IESB is set to one an implicit Error synchronization barrier is performed.

7. Processes the floating-point instruction.

* If a CPACR or NSACR permission violation is detected, the PE generates a NOCP UsageFault and does not
save or clear the Floating-point registers to the reserved area on the stack.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP || MVE.

Ry Any faults that are caused by saving the floating-point registers during exception entry escalate in the same way as
a fault on stacking the state context.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP || MVE.

Rorun If a fault is generated during lazy Floating-point state preservation then whether to escalate the fault determined by
using the FPCCR.*RDY fields rather than the current execution priority.
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If the exception is enabled, the exception priority value of the fault is compared with the current excecution priority
value. If the exception priority value is not suffient to preempt the execution priority, then the fault is pended. The
fault will be taken after the execution priority reduces to a level to allow the fault to preempt execution.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP || MVE.

An LSERR SecureFault is raised on exception entry, excluding tail-chaining if all of the the following conditions
are met:

* CONTROL.FPCA was set for the background context from which the exception is being taken.
* The banked version of FPCCR.LSPACT indicated by FPCCR_S.S is set.

If the LSERR SecureFault is raised, all of the following occur:

» The exisiting lazy state activation is not modified.

* The registers associated with the Floating-point context are not modified.

* The registers associated with the Additional Floating-point context are not modified.
* No stacking operations are performed.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - (FP || MVE) && S.

When all the following conditions are met on exception entry, the PE generates a Secure NOCP UsageFault, skips
all Floating-point register saving, clearing or lazy Floating-point state preservation activation and does not allocate
space on the stack for floating-point registers:

* CONTROL.FPCA == 1.
* NSACR.CP10is 0.
* The Background state is Non-secure state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - (FP || MVE) && S.

It is IMPLEMENTATION DEFINED whether beat-wise instructions that check for lazy Floating-point state
preservation (by directly or indirectly calling PreserveFPState () ) do so before the execution of every beat
or once before the first beat to be executed of an instruction. The first beat might not be beat O if the instruction is
executed with a nonzero ECI value.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

When performing lazy Floating-point state preservation that does not cause the execution of the current instruction
to terminate, it iSs IMPLEMENTATION DEFINED whether only the FPCCR.LSPACT flag associated with the Security
state indicated by FPCCR.S is cleared or the FPCCR.LSPACT flags are cleared for both Security states.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - (FP || MVE) && S.

Arm recommends that when performing lazy Floating-point state preservation both the Secure and Non-secure
FPCCR.LSPACT flags should be cleared.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - (FP ||l MVE) && S.

For Armv8.0-M implementations Arm recommends that a NOCP UsageFault takes precedence over UNDEFINSTR
faults for all instructions that fall into the range described by the IsCPInstruction () function, except for the
following instructions:

e VLLDM.
e VLSTM.

Applies to an implementation of the architecture Armv8.0-M onward.

From Armv8.1-M, a NOCP UsageFault takes precedence over UNDEFINSTR faults for all instructions that fall
into the range described by the IsCPInstruction () function, except for the following instructions:

e VLLDM.
e VLSTM.
¢ VSCCLRM.
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Applies to an implementation of the architecture Armv8.1-M onward. Note, For further information see the instruction
descriptions.

For the following instructions, UNDEFINSTR faults take precedence over NOCP UsageFaults when they are
attempting to access FPCXT payloads from Non-secure state:

* VLDR (System Register).
¢ VMRS.
e VMSR.
* VSTR (System Register).

Applies to an implementation of the architecture Armv8.1-M onward. Note, For further information see the instruction
descriptions.

If CP10 is not implemented or disabled, executing an MVE vector instruction generates a NOCP UsageFault.
Applies to an implementation of the architecture Armv8.1-M onward.

The instruction encoding space 0b111x_ 1111 xxXXX_XXXX_XXXX_XXXX_XXXX_Xxxx is considered to be
part of CP10 and therefore NOCP UsageFaults are prioritized over UNDEFINSTR UsageFaults in the same way
as for other coprocessor instructions.

Applies to an implementation of the architecture Armv8.1-M onward.
The value in CONTROL.SFPA is set automatically by hardware on any of the following events:

* An SG instruction fetched from Secure memory and executed in Non-secure state clears CONTROL.SFPA to
0.

* A BXNS instruction that causes a transition from Secure state to Non-secure state clears CONTROL.SFPA to
0.

* A BLXNS instruction that causes a transition from Secure state to Non-secure state preserves the value in
CONTROL.SFPA in the FNC_RETURN stack frame and then clears CONTROL.SFPA to 0.

¢ A valid instruction that loads FNC_RETURN into the PC sets CONTROL.SFPA to the value retrieved from
the FNC_RETURN payload.

* CONTROL.SFPA is saved and restored on exception entry or return in the RETPSR value in the stack frame.

» Exception entry, including tail chaining, clears CONTROL.SFPA to 0.

* If the value of FPCCR.ASPEN is one, then any floating-point or MVE instructions excluding VLLDM and
VLSTM or FPCXT NS access instructions executed in Secure state sets the value of CONTROL.SFPA to
one. If the value of FPCCR.ASPEN is one and the value of CONTROL.SFPA is zero when a floating-point
instruction is executed in the Secure state, the FPSCR value is taken from the values set in FPDSCR.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - (FP || MVE) && S.

To ensure future compatibility Arm recommends that the value used to seal the top of the stack is 0xFEF5EDAS.
This value has the following properties:

¢ Jtis not a valid FNC_RETURN or EXC_RETURN value.
» Itis not the integrity signature used to secure the bottom of the stack frame and cannot be used to inadvertently
mark the stack as containing a valid exception stack frame.

* The value starts with 0xr and is therefore not a valid instruction address and will result in a fault if interpreted
as a FNC_RETURN stack frame.

Applies to an implementation of the architecture Armv8.0-M onward.

If a MemManage fault, BusFault, or AUVIOL SecureFault occurs on a stacking memory access during exception
entry, then stacking of Additional state context is optional.

Whether or not the option of stacking the Additional state context is exercised, the clearing of Additional state
context is still required on exception entry as described in ExceptionTaken ().

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
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Ruczo The order in which registers are saved to the stack during exception entry or during lazy Floating-point state

preservation is not architected.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:

B3.8 Stack pointer.

B3.20 Exception entry, register clearing after context stacking.
B3.23 Integrity signature.

B3.24 Exceptions during exception entry.

PushStack ().

UpdateFPCCR().

MergeExcInfo ().
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B3.20 Exception entry, register clearing after context stacking

Rpgrx On exception entry:
* The PE hardware sets RO-R3, R12, APSR, and EPSR to an UNKNOWN value after it has pushed state context
to the stack.
* The PE hardware sets SO-S15 and the FPSCR to an UNKNOWN value after it has pushed Floating-point
context to the stack.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - IS. Note, FP is required
for SO-S15 and FPSCR.
Rsnpg On exception entry, including tail-chaining, the PE sets:
* RO-R3, R12, APSR, and EPSR to:
— Unless otherwise stated, an UNKNOWN value if the exception is taken to Secure state.
— Zeros.
* If the background state was Secure and the exception targets the Secure state and EXC_RETURN.DCRS ==
0 then R4 to R11 become UNKNOWN.
« If the background state was Secure and the exception targets Non-secure state then R4 to R11 are set to zeros.
Otherwise the register values are not changed.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
Rypzy On exception entry the PE sets RO-R3, R12, APSR, and EPSR to zero regardless of the Security state the exception
targets.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - S.
Ruwek Register clearing behavior after context stacking is as follows:
e If FPCCR_S.TS is 0 when the Floating-point context is pushed to the stack, SO-S15 and the FPSCR are set to
an UNKNOWN value after stacking.
e If FPCCR_S.TS is 1 when the Floating-point context and Additional floating-point context are both pushed
to the stack, SO-S31 and the FPSCR are set to zero after stacking.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP && S.
See also:
B3.19 Exception entry, context stacking.
B3.26 Tail-chaining.
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B3.21 Stack limit checks
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A PE that does not implement the Main Extension, and does not implement the Security Extension does not
implement stack limit checking.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - IM && !S.

In a PE without the Main Extension but with the Security Extension, there are two stack limit registers in Secure
state for the purposes of stack limit checking.

Security state  Stack Stack limit registers

Secure Main MSPLIM_S

Process PSPLIM_S

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S && M.

In a PE with the Main Extension but without the Security Extension, there are two stack limit registers:

Stack Stack limit registers

Main MSPLIM

Process PSPLIM

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M && !S.

In a PE with the Main Extension and the Security Extension, there are four stack limit registers:

Security state  Stack Stack limit registers

Secure Main MSPLIM_S

Process PSPLIM_S

Non-secure Main MSPLIM_NS

Process PSPLIM_NS

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M & & S.

A stack can descend to its stack limit value. Any attempt to descend the stack further than its stack limit value is a
violation of the stack limit.

Applies to an implementation of the architecture Armv8.0-M onward.

xSPLIM_x[2:0] are treated as RESO, so that all stack pointer limits are always guaranteed to be doubleword-aligned.
Bits [31:3] of the xSPLIM_x registers are writable.

Applies to an implementation of the architecture Armv8.0-M onward.
Stack limit checks are performed during the creation of a stack frame for all of the following:

» Exception entry.
* Tail-chaining from a Secure to a Non-secure exception.
* A function call from Secure code to Non-secure code.

Applies to an implementation of the architecture Armv8.0-M onward. Note, Secure exceptions and secure code require S.
On a violation of a stack limit during either exception entry or tail-chaining:

* A synchronous STKOF UsageFault is generated.
* The stack pointer is set to the stack limit value.
* Push operations to addresses below the stack limit value are not performed.
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* It is IMPLEMENTATION DEFINED whether push operations to addresses equal to or above the stack limit
value are performed.

Applies to an implementation of the architecture Armv8.0-M onward.

Where an exception entry or tail-chaining accesses bytes on the stack that span the top or bottom of the 32-bit
memory address space, it is IMPLEMENTATION DEFINED whether stack limit checking is applied.

Applies to an implementation of the architecture Armv8.0-M onward.
On a violation of a Secure stack limit during the stacking of a FNC_RETURN stack frame:

* A synchronous STKOF UsageFault is generated.

* Push operations to addresses below the stack limit value are not performed.

* It is IMPLEMENTATION DEFINED whether push operations to addresses equal to or above the stack limit
value are performed.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
Unstacking operations are not subject to stack limit checking.
Applies to an implementation of the architecture Armv8.0-M onward.

Updates to the stack pointer by the MSR instruction targeting SP_NS are subject to stack limit checking. Updates
to the stack pointer and stack pointer limit by any other MSR instruction are not subject to stack limit checking.

LDR instructions write to two registers, the address register and the destination register. The stack limit check is
only carried out against the address register. Updates to the stack pointer by the 1DR instructions are only subject to
stack limit checking if the stack pointer is the address register.

For all other instructions that can update the stack pointer and stack pointer limit, it is IMPLEMENTATION DEFINED
whether stack limit checking is performed.

Applies to an implementation of the architecture Armv8.0-M onward.

If a STKOF UsageFault is generated when the Non-secure stack pointer is accessed through a MSR{SP_NS}
instruction in Secure state, the STKOF UsageFault can target either the Secure or Non-secure state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

Arm recommends that a STKOF UsageFault generated by a MSR instruction in Secure state accessing the
Non-secure stack pointer should target the Non-secure state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

When an instruction updates the stack pointer, if it results in a violation of the stack limit, it is the modification of
the stack pointer that generates the exception, rather than an access that uses the out-of-range stack pointer.

Applies to an implementation of the architecture Armv8.0-M onward.

CCR.STKOFHFNMIGN controls whether stack limit violations are IGNORED while executing at a requested
execution priority that is negative.

Applies to an implementation of the architecture Armv8.0-M onward.
It is UNKNOWN whether a stack limit check is performed on any use of the SP marked as UNPREDICTABLE.
Applies to an implementation of the architecture Armv8.0-M onward.

A write to the current stack pointer by an instruction subject to stack limit checking with a value less than the stack
limit will generate a STKOF UsageFault.

Applies to an implementation of the architecture Armv8.0-M onward.

There is no architectural requirement for stack limit checking to be carried out on exception return as the current
stack pointer will only increment and will not decrement.

Applies to an implementation of the architecture Armv8.0-M onward.
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There is no architectural requirement for stack limit checking to be carried out on instruction resume for an interrupt
continuable instruction. Stack limit checking is required on instruction resume for an exception continuable
instruction.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

If an instruction attempts to make an access below the stack limit, it is UNKNOWN whether a store performing a
write-back to the current Stack Pointer will generate a STKOF UsageFault where the value written to the current
stack pointer is greater than the stack limit.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M Il S.
When a STKOF UsageFault is generated:

* No accesses below the stack limit will be performed.
* Itis UNKNOWN whether an access above the stack limit will be performed.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:
B3.8 Stack pointer.
B3.26 Tail-chaining.
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The PE begins an exception return when both of the following are true:
* The PE is in Handler mode.
* One of the following instructions loads an EXC_RETURN value, 0xFrxxxxxx, into the PC:

— APOP (multiple registers) or LDM that includes loading the PC.
— An LDR with the PC as a destination.

A BX with any register.

— A BXNS with any register.

When both of these are true, then on detecting an EXC_RETURN value in the PC, the PE unstacks the exception
stack frame and resumes execution of the unstacked context.

An EXC_RETURN value loaded into the PC will be treated as an address when any of the following conditions
apply:

* The value is loaded by an instruction other than those listed.
* The value is loaded from the vector table by a vector fetch.
* The value is loaded when the PE is in Thread mode.

Applies to an implementation of the architecture Armv8.0-M onward.

If a field in the EXC_RETURN with a reserved value is set to a value that conflicts with the reserved value the
behavior is UNPREDICTABLE.

Applies to an implementation of the architecture Armv8.0-M onward.
On exception return the following procedures are carried out:

1. In a PE with the Security Extension, the integrity check that is called the EXC_RETURN.ES validation check,
as follows:

« If the PE was in Non-secure state when EXC_RETURN was loaded into the PC and EXC_RETURN.ES
is one, an INVER SecureFault is generated and EXC_RETURN.ES has an Effective value of zero for
the rest of the exception return process.

e If EXC_RETURN.DCRS and EXC_RETURN.ES are both zero, an INVER SecureFault is generated.

2. A check that the exception number being returned from, as held in the IPSR, is shown as active. When
the Security Extension is implemented the exception must be active for the Security state indicated by
EXC_RETURN.ES. If the exception being returned from can be configured to target either Security state,
then it must target the Security state indicated by EXC_RETURN.ES. If this check fails:

* An INVPC UsageFault is generated.
» The UsageFault targets the Security state that the exception return instruction was executed in.

3. A check that if the return is to Thread mode, the value that is restored to the IPSR from the RETPSR is zero,
or that if the return is to Handler mode, the value that is restored to the IPSR from the RETPSR is nonzero. If
this check fails:

* An INVPC UsageFault is generated.
» The UsageFault targets the background Security state as indicated by EXC_RETURN.S.

Applies to an implementation of the architecture Armv8.0-M onward.

On returning from Non-secure state, if EXC_RETURN.ES causes an INVER integrity check failure, the subsequent
EXC_RETURN.DCRS bit that is presented in the LR on entry to the resulting derived exception is permitted to be
UNKNOWN.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
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Arm recommends that the subsequent EXC_RETURN.DCRS bit that is presented in the LR on entry to the derived
exception is not UNKNOWN, and is set to one.

Applies to an implementation of the architecture Armv8.0-M onward.

When returning from an exception, the PE will clear FAULTMASK.FM for the Security state indicated by
EXC_RETURN.ES if the raw execution priority is equal to or greater than zero. If the raw execution priority is
less than zero the following exceptions are cleared:

* If the raw execution priority is -1 and AIRCR.BFHFNMINS is zero indicating Secure HardFault.

* If the raw execution priority is -1 and AIRCR.BFHFNMINS is one indicating Non-secure HardFault.
* If the raw execution priority is -2, indicating NML.

* If the raw execution priority is -3, indicating Secure HardFault.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S && M.

If a fault is generated during the exception return process, the PE will tail-chain into that exception. If tail-chaining
is not possible, because after escalation to HardFault the priority is still insufficient to pre-empt the background
code, enter lockup.

Applies to an implementation of the architecture Armv8.0-M onward.

On an exception return that successfully returns to the Background state, with no tail-chaining or failed integrity
checks, the Security state is set to EXC_RETURN.S.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

In a PE with the Security Extension, after a successful exception return to the Background state, the PE is in the
correct Security state before the next instruction from the background code is executed. This means that in the case
where the Background state is Secure state, there is no need for an SG instruction at the exception return address.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
On exception return, the inverse of EXC_RETURN.FType is written to CONTROL.FPCA.

Applies to an implementation of the architecture Armv8.0-M onward.

Any faults that are caused by restoring floating-point registers during exception return escalate in the same way as
faults on unstacking state context.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.
An LSERR SecureFault is generated on exception return if all of the following conditions are met:

* CONTROL.FPCA is 1.
* FPCCR.CLRONRET is 1.
* FPCCR_S.LSPACT is 1.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S && (FP || MVE).

The PE generates an LSERR SecureFault on exception return before unstacking the Floating-point context or
Additional floating-point context, when the following conditions are met:

* EXC_RETURN.FType is 0.
* Secure lazy floating-point state preservation is active, that is, FPCCR_S.LSPACT is 1.
* The return is to Non-secure state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S && (FP || MVE).
A NOCP UsageFault is generated on exception return if all of the following conditions are met:

* CONTROL.FPCA == 1.

* FPCCR.LSPACT ==0.

* FPCCR.CLRONRET == 1.

* Access to CP10 from the Security state of the returning exception, as indicated by EXC_RETURN.ES, is
disabled by NSACR, CPACR, or CPPWR.
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The target Security state of the NOCP UsageFault is as follows:

* Secure state, if blocked by NSACR.

* The same Security state as the returning exception as indicated by EXC_RETURN.ES, if blocked by CPACR.

* If the access is blocked by CPPWR, the NOCP UsageFault targets the Secure state if CPPWR.SUS10 == 1.
Otherwise, the NOCP UsageFault targets the same Security state as the returning exception as indicated by
EXC_RETURN.ES.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - FP || MVE.
The PE hardware will clear SO-S15, the FPSCR and VPR to zero, when all of the following conditions apply:

* CONTROL.FPCA is 1.

* FPCCR.CLRONRET is 1.

* CPACR, CPPWR, and NSACR if the Security extension is implemented, grant access to CP10 for the Security
state of the returning exception, as indicated by EXC_RETURN.ES.

* If the Security extension is implemented, FPCCR_S.LSPACT is O.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP || MVE.
On an exception return that successfully returns to background state, the PE performs the following steps:

e If EXC_RETURN.FType is one no floating-point registers are unstacked.

» If EXC_RETURN.FType is zero and FPCCR.LSPACT is one for the background Security state, as indicated
by EXC_RETURN.S, FPCCR.LSPACT is cleared to zero and no floating-point registers are unstacked.

* Otherwise, the Floating-point context is unstacked, and if FPCCR.TS is one for the background Security
state, as indicated by EXC_RETURN.S, the Additional Floating point context is unstacked.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP || MVE.

A check of CPACR.CP10, for the Security state indicated by EXC_RETURN.S, and the relevant fields in NSACR
and CPPWR is undertaken, before unstacking the floating-point registers.

If the check fails, a NOCP UsageFault is generated. The target Security state of the NOCP UsageFault is:

 Secure state, if blocked by NSACR.

* If the access is blocked by CPPWR, the NOCP UsageFault targets the Secure state if CPPWR.SUS10 ==

* Otherwise, the NOCP UsageFault targets the same Security state as the returning exception as indicated by
EXC_RETURN.S.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.
S0 to S31, FPSCR, and VPR are not modified if the checks prior to unstacking fail.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP || MVE. Note, VPR
requires Armv8.1-M with MVE.

If the PE abandons unstacking of the floating-point registers to tail-chain into another exception, then if the Security
Extension is implemented, the PE clears to zero any floating-point registers, FPSCR, and VPR that would have
been unstacked.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP && S. Note, VPR
requires Armv8.1-M with MVE.

If the PE abandons unstacking of the floating-point registers to tail-chain into another exception, then if the Security
Extension is not implemented, then the floating-point registers, FPSCR, and VPR that would have been unstacked
become UNKNOWN.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP && !S. Note, VPR
requires Armv8.1-M with MVE.

The PE will enter an IMPLEMENTATION DEFINED sleep mode if all the following are true:

¢ The return is to Thread Mode.
e SCR.SLEEPONEXIT is one.
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» There are no further active exceptions after deactivating the returning exception.
Applies to an implementation of the architecture Armv8.0-M onward.

Rycgy Following completion of the validation requirements of the EXC_RETURN value the PE returns to execution and
the following occurs:

 The registers are restored from the stack frame, in accordance with the EXC_RETURN flags:

— If EXC_RETURN.S is one, either the Secure Main or Process stack is used. If EXC_RETURN.S is
zero, either the Non-secure Main or Process stack is used.

— If EXC_RETURN.ES is 1, EXC_RETURN.SPSEL is written to CONTROL_S.SPSEL.

— If EXC_RETURN.ES is 0, EXC_RETURN.SPSEL is written to CONTROL_NS.SPSEL.

— The Secure or Non-secure bank of CONTROL.SPSEL is read as indicated by EXC_RETURN.S. If the
read CONTROL.SPSEL is one, the Process stack pointer is used, otherwise the Main stack pointer is
used.

* The State context is popped from the stack.

If EXC_RETURNLSS is one, and any of the following conditions are met, the Additional state context is
popped from the stack:

— EXC_RETURNL.ES is zero.
— EXC_RETURN.DCRS is zero.

If EXC_RETURN.Mode is one the PE transitions to Thread mode.
APSR, EPSR, and IPSR are restored from RETPSR.

e The PC is set to ReturnaAddress [31:1]: ‘0’.

Bit[0] of the ReturnaAddress is discarded.
o If EXC_RETURN.S is one then CONTROL.SFPA is set to RETPSR.SFPA.
Applies to an implementation of the architecture Armv8.0-M onward.
Igrop The order in which registers, including floating-point registers, are restored from the stack is not architected.
Applies to an implementation of the architecture Armv8.0-M onward.

Trrvk If the return unstacks the Additional state context registers, the PE will check the Integrity Signature popped
from the stack. If the Integrity Signature popped from the stack does not match the expected signature, an INVIS
SecureFault is generated.

Applies to an implementation of the architecture Armv8.0-M onward.

Ipowv The unstacking memory operations triggered by an exception return are treated as if the operations are a load
instruction executed in the Security state being returned to, as indicated by EXC_RETURN.S. Any faults generated
by the unstacking memory operations will behave in the same way as a fault on a load instruction, and target the
appropriate Security state.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:

Chapter B2 Power Management.
B3.18 Exception handling.
B3.23 Integrity signature.

B3.33 Lockup.

Chapter B5 Vector Extension.

Applies to an implementation of the architecture Armv8.1-M onward.
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In a PE without the Floating-point Extension register file, the integrity signature value is:

313029 282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0

1111111011111 0100001001001011011

In a PE with the Floating-point Extension register file, the integrity signature value is:

3130292827 26252423222120191817161514131211109 8 7 6 56 4 3 2 1 O

1171111101111 1010000100100101 10 1[SFTC

Stack Frame Type Check—

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

When the additional state context is unstacked on exception return and the unstacked integrity signature does not

contain a valid value, including if SFTC does not match EXC_RETURN.FType, one of the following faults is
generated:

* In a PE with the Main Extension an INVIS SecureFault is generated.
¢ In a PE without the Main Extension a Secure HardFault is generated.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

The integrity signature is an XN address. When performing a function return from Non-secure code, if the integrity
signature value is restored to the PC as the function return address, a MemManage fault, if the Main Extension

is implemented, or a HardFault, in an implementation without the Main Extension, is generated when the PE
attempts execution.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

See also:

B3.19 Exception entry, context stacking.

B3.22 Exception return.
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During exception entry exceptions can occur, for example asynchronous exceptions, or the exception entry sequence
itself might cause an exception, for example a MemManage fault on the push to the stack.

Any exception that occurs during exception entry is a late-arriving exception, and:

» The exception that caused the original entry sequence is the original exception.
* The priority of the code stream running at the time of the original exception is the preempted priority.

When the exception entry sequence itself causes an exception, the latter exception is a derived exception.

The following mechanism is called late-arrival preemption. The PE takes a late-arriving exception during an
exception entry if the late-arriving exception is higher priority, including accounting for any priority adjustment by
AIRCR.PRIS.

Applies to an implementation of the architecture Armv8.0-M onward.
In late-arrival preemption:

* The late-arriving exception uses the exception entry sequence started by the original exception. The original
exception remains pending.

* The PE takes the original exception after returning from the late-arriving exception.

* The PE ignores non-terminal faults on taking a derived exception on late-arrival preemption.

The pseudocode DerivedlateArrival () describes this.
Applies to an implementation of the architecture Armv8.0-M onward.
For Derived exceptions, late-arrival preemption is mandatory.
Applies to an implementation of the architecture Armv8.0-M onward.

For late-arriving asynchronous exceptions, it is IMPLEMENTATION DEFINED whether late-arrival preemption is
used. If the PE does not implement late-arrival preemption for late-arriving asynchronous exceptions, late-arriving
asynchronous exceptions become pending.

Applies to an implementation of the architecture Armv8.0-M onward.

If a higher priority late-arriving Secure exception occurs during entry to a Non-secure exception when the
Background state is Secure, it is IMPLEMENTATION DEFINED whether:

 The stacking of the additional state context is rolled back.
 The stacking of the additional state context is completed and EXC_RETURN is set to 0.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
If the group priority value of a derived exception is higher than or equal to the preempted priority:

* If the derived exception is a DebugMonitor exception, it iS IGNORED.
* Otherwise, the PE escalates the derived exception to HardFault or Lockup if the HardFault cannot be taken
due to the current priority.

Applies to an implementation of the architecture Armv8.0-M onward. Note, a DebugMonitor Exception requires the Debug-

Monitor exception.

The architecture does not specify the point during exception entry at which the PE recognizes the arrival of an
asynchronous exception.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:

B3.9 Exception numbers and exception priority numbers.
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B3.13 Priority model.

B3.18 Exception handling.

B3.26 Tail-chaining.

DDI0553B.x Copyright © 2015 - 2023 Arm Limited or its affiliates. All rights reserved.

ID15122023

Non-confidential

125



Chapter B3. Programmers’ Model
B3.25. Exceptions during exception return

B3.25 Exceptions during exception return

I,{Xz v

RrrreM

I[rlb}JG

RM JDN

R\,H K

DDI0553B.x
ID15122023

During exception return exceptions can occur, for example asynchronous exceptions, or the exception return might
itself cause an exception.

Any exception that occurs during exception return is a late-arriving exception.
When the exception return sequence itself causes an exception, the latter exception is a derived exception.
Applies to an implementation of the architecture Armv8.0-M onward.

When a late-arriving exception during exception return has a lower priority value than the priority being returned
to, the PE takes the late-arriving exception by using tail-chaining.

Applies to an implementation of the architecture Armv8.0-M onward.

The architecture does not specify the point during exception return at which the PE recognizes the arrival of an
asynchronous exception. If a PE recognizes an asynchronous exception after an exception return has completed,
there is no opportunity to tail-chain the asynchronous exception.

Applies to an implementation of the architecture Armv8.0-M onward.

If the priority value of a derived exception during exception return is equal to or higher than the priority being
returned to:

* If the derived exception is a DebugMonitor exception, the PE ignores the derived exception.
* Otherwise, the PE escalates the derived exception to HardFault and the escalated exception is tail-chained.

Applies to an implementation of the architecture Armv8.0-M onward. Note, a DebugMonitor Exception requires the Debug-
Monitor exception.

If the priority value of a derived exception during exception return, after priority escalation if appropriate, is a
lower priority value than the execution priority being returned to, the PE uses tail-chaining to take the derived
exception.

Applies to an implementation of the architecture Armv8.0-M onward.

If the PE cannot escalate a derived exception to HardFault because the current execution priority cannot be
preempted the PE will enter Lockup. Arm recommends that entry into Lockup is treated as fatal and requiring the
PE to be reset. On reset any saved context or additional context is discarded.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:

B3.9 Exception numbers and exception priority numbers.
B3.13 Priority model.

B3.22 Exception return.

B3.26 Tail-chaining.

B3.33 Lockup

DebugMonitor exception.
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B3.26 Tail-chaining

Rprxx Tail-chaining behavior is as follows:

On detecting an EXC_RETURN value in the PC, if there is a pending exception or a derived exception is raised
that has a lower prioirty value than the execution priority being returned to, the PE hardware:

1. Does not unstack the stack.
2. Takes the pending exception or derived exception.

* The PE will tail-chain any pending exception or derived exception on exception return if the pending or
derived exception has a lower priority value than the execution priority being returned to.

If the pending or derived exception is escalated to HardFault and the execution priority is higher than
that of the HardFault the PE will enter Lockup.

* The PE will tail-chain any synchronous fault on exception return if the synchronous exception has higher
priority than the execution priority being returned to.

3. When tail-chaining the PE will not execute any instructions from the background state that has been preempted
by the exception.

Applies to an implementation of the architecture Armv8.0-M onward.

Trowx Tail-chaining is an optimization. It removes unstacking and stacking operations. In the following example the
second exception is a fail-chained exception:

All in Non-secure state:

1% exception 2" exception
| | |
No exception is active No exception is active
Stacking operation Unstacking operation
Nothing is unstacked

Applies to an implementation of the architecture Armv8.0-M onward.
TrupT If tail-chaining prevents a derived exception on exception return, the derived exception might instead be generated

on the return from the last tail-chained exception.

Applies to an implementation of the architecture Armv8.0-M onward.
Rpxve When the Background state is Secure state, if tail-chaining causes a change of Security state from Secure to

Non-secure, additional context is saved on taking the Non-secure exception if it has not already been saved as
indicated by EXC_RETURN.DCRS:
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In a PE without the Floating-point Extension:

1% exception 2" exception
| | |
Secure state Secure state Non-secure state Secure state
State context pushed to stack. Unstacking operation

Nothing is unstacked.
Additional state context pushed to stack.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

I rk1m When an exception is tail-chained, and the returning exception is Secure, EXC_RETURN.DCRS keeps track of
whether the additional context is stacked. The following figure is an example:

15! exception 2" exception 3" exception
| | | |
Secure state Non-secure state Secure state Non-secure state Secure state
f f f
State context and Additional state Unstack the State
context pushed to stack. context and Additional

state context

Unstacking Additional state context is
skipped.
PE sets EXC_RETURN.DCRS to 0.

Stacking Additional state context is
skipped.
PE sets EXC_RETURN.DCRS to 1.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

Ixurs When an exception tail-chains for both Secure and Non-secure state, the tail-chained exception cannot rely on the
state context registers containing the values they had when no exception was active.

Applies to an implementation of the architecture Armv8.0-M onward.

Teoon When an exception tail-chains, and if the background state was Secure, the tail-chained exception cannot rely on
the additional state context registers containing the values they had when no exception was active.

Applies to an implementation of the architecture Armv8.0-M onward.

Tinro Arm recommends that FPCCR.CLRONRET is set to 1, to ensure hardware automatically clears the Floating-point
context registers to zero on exception return.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.
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If the PE recognizes a new asynchronous exception while it is tail-chaining, and the new asynchronous exception
has a higher priority than the next tailed-chained exception, the PE can, instead, take the new asynchronous
exception, using late-arrival preemption.

This rule is true even if the next tail-chained exception is a derived exception on exception return. The PE can,
instead, take the new asynchronous exception. If it does, the derived exception becomes pending.

Applies to an implementation of the architecture Armv8.0-M onward.

Before entering a tail-chained exception handler during an exception return, the banked FPCCR.LSPACT field
associated with the background Security state, as indicated by the EXC_RETURN.S bit, must be set to one if it
was one before the exception return.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:
B3.19 Exception entry, context stacking.

B3.25 Exceptions during exception return.
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Basic definitions

The PE can take an exception during execution of a Load Multiple or Store Multiple instruction, effectively halting
the instruction, and resume execution of the instruction after returning from the exception. This is called instruction
resume.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.
Instruction resume is an OPTIONAL optimisation.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

The PE can abandon execution of a Load Multiple or Store Multiple instruction to take an exception, and after
returning from the exception, restart the Load Multiple or Store Multiple instruction again from the start of the
instruction. This is called instruction restart.

Applies to an implementation of the architecture Armv8.0-M onward.

Load multiple, Store multiple or Clear multiple instructions that support instruction resume are called interrupt
continuable instructions.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

If MVE is implemented the architecture supports the interruption of beat-wise instructions in the middle of multiple
partially executed instructions, these instructions are exception continuable instructions.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

Instruction restart behavior

To support instruction restart, singleword load instructions do not update the destination register when the PE
takes an exception during execution.

Applies to an implementation of the architecture Armv8.0-M onward.

If during the execution of a load or store dual instruction to Normal memory, an exception is taken between the
two memory accesses then the behavior is as follows:

* Any register used by the load instruction, that is not used in the generation of the address used by the load
instruction, can contain an UNKNOWN value.

* Any register used in the generation of the address used by a load instruction is restored to its initial value.

* Any location being stored to by a store instruction can have an UNKNOWN value.

Examples of load and store dual instructions are LDRD (literal) or STRD (immediate).
Applies to an implementation of the architecture Armv8.0-M onward.

Where a fault is taken during the execution of a VLLDM instruction the PE abandons the stacking of the Secure
floating-point register contents and saves the state so that on return from the fault the instruction can be restarted.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S && (FP || MVE).

If the PE is using instruction restart, Arm recommends that Load Multiple, or Store Multiple instructions are not
used with data in Device memory.

Applies to an implementation of the architecture Armv8.0-M onward.
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Interrupt-continuable instructions

The interrupt-continuable instructions are as follows:

e CLRM.

e ILDM.

e LDMDB.

e STM.

e STMDB.

* POP (multiple registers).
* Push (multiple registers).
¢ VSCCLRM.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.
In a PE with the Floating-point Extension, the floating-point interrupt-continuable instructions are as follows:

e VLDM.
¢ VSTM.
e VPOP.
e VPUSH.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP || MVE.
The VLLDM and VLSTM instructions are not interrupt-continuable.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

It is IMPLEMENTATION DEFINED whether the CLRM instruction is interrupt-continuable.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - M.

It is IMPLEMENTATION DEFINED whether the VSCCLRM instruction is interrupt-continuable.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - M.

It is IMPLEMENTATION DEFINED whether, if there is an asynchronous exception, instruction execution can
be interrupted after triggering lazy Floating-point state preservation, but before updating the ownership of the
floating-point registers.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP || MVE || CDE.
Note, S is required for updating ownership of FP context. MVE is only available in an Armv8.1-M implementation.

If an instruction can trigger Floating-point context creation, it is IMPLEMENTATION DEFINED if the Floating-point
context is preserved if the instruction is abandoned due to an exception.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP || MVE || CDE.
Note, MVE is only available in an Armv8.1-M implementation.

It is IMPLEMENTATION DEFINED whether VLLDM and VLSTM instructions abort or complete when an interrupt
occurs.

When executing the VLLDM instruction, and when FPCCR.LSPACT is zero, if the instruction does not raise a
NOCP UsageFault, nor an UNALIGNED UsageFault, and is either interrupted or aborted due to a memory fault,
then any registers that would be loaded by this instruction must be cleared.

If no registers have been updated as a result of the interrupted VLLDM instruction, the registers are permitted to
retain their former values.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

When the PE is using instruction resume, EPSR.ICI is set to a nonzero value that is the continuation state of the
interrupt-continuable instruction:
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e For 1DM, LDMDB, STM, STMDB, POP (multiple registers), and PUSH (multiple
registers) instructions, EPSR.ICI contains the number of the first register in the register list
that is to be loaded or stored after instruction resume.

¢ For the floating-point instructions VLDM, VSTM, VPOP, and VPUSH, EPSR.ICI contains the number of the
lowest numbered doubleword Floating-point Extension register that was not loaded or stored before the PE
took the exception.

The EPSR.ICI values shown in the following table are valid EPSR.ICI values:

EPSR[26:25] EPSR[15:12] EPSR[11:10]
ICI[7:6] = 0b00 ICI[5:2] =reg_num ICI[1:0] = 0b0O
ICI[7:6] = 0b00 ICI[5:2] = 00000 ICI[1:0] = 0b0O

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M. Note, some
instructions listed require FP.

Rpczr If EPSR.ICI contains a valid ICI nonzero value and the register number that it contains is either:

* Not in the register list of the interrupt-continuable instructions.
* The first register in the register list of the interrupt-continuable instructions.

Then, when an interrupt-continuable instruction is executed, behavior is a CONSTRAINED UNPREDICTABLE choice
between the following:

* The instruction generates an INVSTATE UsageFault.
* The instruction completes execution.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

Rszre When an instruction that is permitted to be interrupt-continuable completes execution and is outside of an IT block,
the EPSR.ICI field is cleared.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - M.

Iszop The requirment to clear EPSR.ICI applies regardless of whether the PE supports instruction resume, or whether the
PE has implemented an instruction that is optionally interrupt-continuable as interrupt-continuable.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - M.

Rirck The PE generates an INVSTATE UsageFault if EPSR.ICI contains a valid nonzero value and the instruction being
executed is not an instruction which supports interrupt-continuation. A fault is not generated if the instruction is a
BKPT instruction.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

B3.27.4 Behavior of interrupt-continuable instructions

Ryve If the VSCCLRM instruction supports resuming from a nonzero EPSR.ICI value, then the ICI value will correspond
to the Floating-point registers in the register list and not the VPR register. When the last Floating-point register in
the register list is cleared, the VPR register must also be cleared and the instruction must be completed.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - S && (MVE |l FP).

RxipL, The PE does not generate an INVSTATE UsageFault if the VSCCLRM instruction does not support instruction
resume from a nonzero EPSR.ICI value. If an attempt is made to resume this instruction from a nonzero EPSR.ICI
value, then the nonzero EPSR.ICI value is ignored and the instruction is restarted.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - S && (MVE || FP).
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In an implementation that includes MVE, the PE does not generate an INVSTATE UsageFault on exception return
if EPSR.ECI contains a valid ECI value and the instruction is a beat-wise MVE instruction.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

If the PE uses instruction resume during an interrupt-continuable instruction, other than a Store Multiple instruction,
then after the exception return, the values of all registers in the register list are UNKNOWN, except for the following:

* Registers that are marked by EPSR.ICI as already loaded.
* The base register.
* The PC.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

B3.27.5 Exceptions during Load Multiple and Store Multiple instructions
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When the PE uses instruction restart to restart a Load Multiple instruction with the PC in its register list, the PE
must, if the PC was loaded before generation of the exception, restore the PC before taking the exception.

Applies to an implementation of the architecture Armv8.0-M onward.

When the PE uses instruction resume to resume a Load Multiple instruction with the PC in its register list, the PE
must, if the PC was loaded before generation of the exception, restore the PC before taking the exception.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

In a PE without the Main Extension, if the PE takes any exception during any Load Multiple or Store Multiple
instruction, including PUSH (multiple registers) and POP (multiple registers), the PE uses
instruction restart and the Base register is restored to the original value.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - IM.

In a PE with the Main Extension that does not implement EPSR.ICI, or when a fault is taken during any Load
Multiple or Store Multiple instruction, including PUSH (multiple registers) and POP (multiple
registers), the PE uses instruction restart and the Base register is restored to the original value. If the
instruction is outside of an IT block EPSR.ICI is cleared to zero.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

If the PE takes an interrupt during any Load Multiple or Store Multiple instruction which is not in an IT block,
including PUSH (multiple registers) and POP (multiple registers), then if the instruction is
using SP as the base register, and the instruction performs write-back of SP:

« If the SP presented to the exception entry sequence is lower than any element pushed by an STM, or not yet
popped by an LDM, then the SP is set to the lowest value in the list and the instruction resumes following the
exception return using the continuation state held in EPSR.ICI.

* Otherwise, the SP is restored to the original value and the instruction restarts on exception return.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

If the PE takes an interrupt during any Load Multiple or Store Multiple instruction which is not in an IT block,
then if the instruction is not using SP as the base register and write-back to the base register is specified:

* For Decrement Before variants of the instruction, the base register is set to the initial value this corresponds
to the address in memory of the lowest register in the list.

* For Increment After variants of the instruction, the base register is set to the final value this corresponds to
the address in memory of the highest register in the list.

¢ In both cases, the PE uses instruction resume and EPSR.ICI holds the continuation state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

Copyright © 2015 - 2023 Arm Limited or its affiliates. All rights reserved. 133
Non-confidential



Chapter B3. Programmers’ Model
B3.27. Exceptions, instruction resume, or instruction restart

RTRQF

RL? DLC

R—‘Ri&f}

If the PE takes a synchronous exception or an asynchronous fault during any Load Multiple or Store Multiple
instruction which is in an IT block, including PUSH (multiple registers) and POP (multiple
registers), then the PE uses instruction restart, the base register is restored to the original value if write-back
is being used, and EPSR.ICI is cleared to zero.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

If the PE takes an interrupt during any Load Multiple or Store Multiple instruction which is in an IT block, including
PUSH (multiple registers) andPOP (multiple registers),thenthe PE uses instruction restart
and the base register is restored to the original value if write-back is being used.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

If the PE takes an interrupt during a Load Multiple instruction which is not in an IT block, then if the instruction’s

base register in its register list, and the exception was taken after loading the base register:

* The base register is restored to the original value.
» The EPSR.IT/ICI fields can be set to a value that corresponds to an IMPLEMENTATION DEFINED register that
after returning from the exception, load at least the base register and any subsequent locations.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

B3.27.6 Exception continuable instruction behavior
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The architecture supports taking exceptions in the middle of multiple partially executed exception continuable
instructions.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

LR is updated when LOB handling causes the PC to return to the start of the loop. The PC is only updated when
all beats of an instruction have completed.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
For exceptions that occur in the middle of a beat-wise vector exception continuable instruction that is executing:

» The exception return address points to the oldest incomplete instruction.
¢ RETPSR.ECI in the exception stack frame stores information about how many beats of the instruction at the
return address, and how many beats of the subsequent instruction, have already been executed.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
When returning from an exception, valid RETPSR.ECI values indicate the completed instruction beats.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

In EPSR, XPSR, and RETPSR, the ECI and ICI fields, and ITSTATE overlap.

Applies to an implementation of the architecture Armv8.1-M onward.

The PE does not generate an INVSTATE Usage fault if a nonzero value in EPSR.ICI corresponds to a valid value
in EPSR.ECI, and the instruction that is being executed is:

* A vector instruction that is subject to beat-wise execution.
* An LE, LETP instruction.
* An FPB generated breakpoint or a BKP T instruction.

The execution of the breakpoint or LE instruction does not advance any of the register fields that are used for
instruction beat execution tracking.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE. Note, FPB
requires FPB.
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The architecture tracks the completion of beats within vector instructions. Because the Element size can be smaller
than the beat size, it is possible that an exception might be generated for a beat that has only partially completed.

Applies to an implementation of the architecture Armv8.1-M onward.
If execution of a beat is abandoned, then:

e RETPSR.ECI only indicates that a beat is completed if all the Elements that are associated with the beat have
been completed.

* If the destination register is not the same as the source register for an instruction that is abandoned because of
an exception, the parts of a vector destination register that are associated with an abandoned beat, and all
subsequent beats of the abandoned instruction, are set to an UNKNOWN value if the parts of the destination
register would have been written to had the abandoned instruction been completed. It must not be possible for
some parts of the destination register to become UNKNOWN that would otherwise retain their previous values.

* Any scalar destination registers, the VPR state, and the FPSCR.QC flag record all the architecture state
updates that are associated with the fully completed beats. Updates that are associated with the abandoned
beat and all subsequent beats of the instruction are not recorded.

Partial stores to locations that might be accessed by the abandoned beat and all subsequent beats might be observed.
Loads to locations of the abandoned beats and all subsequent beats might be observed.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

The return address for the instruction fetch fault, an UNDEFINSTR Fault, or a NOCP Usage fault is always
the address of the instruction that triggered the fault. The fault is taken after all the preceding instructions have
completed.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

If an exception is taken during the execution of overlapping beat-wise executable instructions, this might become
architecturally visible.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

If an exception return is performed to an UNDEFINED instruction encoding within an otherwise valid MVE
beat-wise instruction, for example a VAND with the D bit set to one, and the ECI value being returned to is invalid,
it is IMPLEMENTATION DEFINED whether an UNDEFINSTR or INVSTATE UsageFault is raised.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
Architecture state updates that are associated with an Architecture tick are observed as one of the following:

* All updates to the architecture state are observable.

« Partial updates to the architecture states (both to the registers and to memory) are permitted for instructions
that were terminated by an exception and can be restarted without data corruption. In other words, an
instruction that is capable of instruction resume or restart and there is a valid EPSR.ECI value.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

Vector load or store instructions, that might be abandoned and subsequently restart the execution of a beat, might
cause multiple accesses to the same memory location to be performed.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
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B3.28 Low overhead loops

I JrNR The LOB Extension is a mandatory feature of the Armv8.1-M architecture.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.
Ryyzm If neither MVE nor the Floating-point extension are implemented LTPSIZE is a fixed integer value of four. The
pseudocode function LTPSIZE () describes this.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB && !MVE &&
!FP.
Riepn If Floating-point extension is implemented LTPSIZE is a fixed value of four and the value of LTPSIZE is held in
FPSCR.LTPSIZE.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB && FP &&
!MVE.
Rrxng If MVE is implemented LTPSIZE is not fixed and the value of LTPSIZE is held in FPSCR.LTPSIZE, which might
not read as four when LOB tail predication is in progress.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB && MVE.
Rtz The Armv8.1-M architecture supports low overhead loops using:
* WLS - While Loop Start.
* DLS - Do Loop Start.
* LE - Loop End.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.
Ruweae An implementation that includes MVE has the following additional instructions that can be used in or in the
creation of low overhead loops:
e WLSTP - While Loop Start with Tail Predication.
* DLSTP - Do Loop Start with Tail Predication.
* LCTP - Loop Clear with Tail Predication.
e LETP - Loop End with Tail Predication.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB && MVE.
Rrp Instructions within the loop can read and write the loop iteration count, which is in the LR.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.
T cxpn The following is a trivial memcpy example which uses the T1 variant of the LE instruction. The T1 variant uses LR:
1 memcpy :
2 PUSH {RO, LR}
3 WLS LR, R2, loopEnd //R2=size
4 loopStart:
5 LDRSB R3, [R1], #1 // Rl = srcPtr, R3 = temp reg
6 STRB R3, [RO], #1 // RO = destPtr
7 LE LR, loopStart
8
9 loopEnd:
10 POP {RO, PC}
The WLS and LE instructions cause the loop body to be executed n times, where 7 is specified by the value of R2.
In this example, the low overhead loop instructions operate as follows:
* If the iteration count that is passed to the WLS instruction is nonzero, the loop iteration count is copied to LR.
If the iteration count is zero, the WLS instruction jumps to the end of the loop.
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« If additional iterations of the loop are required when the LE instruction is executed (as indicated by the value
in LR), the iteration count decrements LR and branches back to the start of the loop. The LE instruction also
caches the loop branch information in LO_BRANCH_INFO. Subsequent iterations might not be required to
re-execute the LE instruction.

» If LR indicates that no further iterations are required, the PE branches over the LE instruction when execution
reaches the last instruction in the body of the loop.

The LE T2 variant of the LE instruction does not include LR as an argument and can be used where the number of
iterations is not known in advance.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.

The T3 variant of the LE instruction is LETP, which is a tail predicated loop. Tail predicated loops can be used if
the iteration count is not known in advance. A trivial memcpy example of the LETP instruction is shown here:

memcpy :

PUSH {RO, LR}

WLSTP.8 LR, R2, vectLoopEnd //R2 = element / byte count
vectLoopStart:

VLDRB. 8 Q0, [R1], #16 // Rl = srcPtr

VSTRB. 8 Q0, [RO], #16 // RO = destPtr

LETP LR, vectLoopStart
vectLoopEnd:

POP {RO, PC}

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB && MVE.
The LE, LETP instruction caches the loop branch information in LO_BRANCH_INFO.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.

When executing a LE instruction, LR decrements by one on each iteration of the loop.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.

An INVSTATE UsageFault is raised if a LE instruction is executed and FPSCR.LTPSIZE does not read as four.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB .

Executing an LETP instruction when FPSCR.LTPSIZE is between zero and four inclusive will not generate an
INVSTATE UsageFault.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB && MVE.

For low overhead loop instructions, LR stores the loop iteration count. For a tail predicated low overhead loop
instruction, LR stores the number of vector elements to be processed.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB. Note, MVE
required for tail predication.

When executing a LETP instruction, LR decrements by the element width indicated in FPSCR.LTPSIZE. When
FPSCR.LTPSIZE is not set to four tail predication is applied according to the value in LR. The number of elements
is calculated by dividing the vector width, 128, by the element width in FPSCR.LTPSIZE.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB && MVE.
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The following events update the low overhead loop flags, as indicated by LO_BRANCH_INFO.VALID bit.

Event LO_BRANCH_INFO
Reset Cleared

LE, LETP instruction Conditionally set

BF, BFX, BFL, BFLX, BFCSEL instruction Set

Context synchronization event Cleared

BXNS or BLXNS instruction that cause a Security State transition Cleared

SG instuction that causes a transition from Non-secure to Secure state Cleared

Unstacking a FNC_RETURN stack frame Cleared

SVC instruction Cleared

Any instruction that modifies the PC when LO_BRANCH_INFO.BF is set  Cleared

IMPLEMENTATION DEFINED events Cleared

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB. Note, some rows

require S.

Clearing the LO_BRANCH_INFO.VALID bit on an SVC instruction guarantees that the ReturnAddress is the
instruction directly after the SVC instruction.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.

If the debugger expects predictable control flow, then Arm recommends that the implicit branches are disabled and
that the associated cache is cleared.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.

For implementations that include MVE, the architecture permits the architecturally overlapping execution of a
vector instruction at the end of the loop with an instruction at the start of the next iteration of the loop, except
when:

* The vector instructions at the end of the loop write to LR.
 The instruction at the start of the loop reads or writes to LR.
» Data dependencies between vector instructions are violated.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB && MVE.

When a new Floating-point context is created and FPCCR.ASPEN is set to one the PE automatically initializes
FPSCR.LTPSIZE to four.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB && (MVE || FP).

When a new Floating-point context is created and FPCCR.ASPEN is set to zero it is the responsibility of software
to correctly initialize FPSCR.LTPSIZE.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB && (MVE || FP).

When a WLSTP or a DLSTP instruction is used to initialize a loop, the loop end instruction must be an LETP
instruction. If an LE instruction is used in this scenario, the predication applied might be incorrect.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB && MVE.
When a WLS or a DLS instruction is used to initialize a loop, the loop end instruction must be an LE instruction.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.
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Rrron The execution of an implicit or explicit LE, LETP instruction is CONSTRAINED UNPREDICTABLE anywhere
within an IT block. When the instruction is committed for execution, one of the following occurs:

* An UNDEFINED exception is taken.

* ITSTATE is cleared to 0.

» The instructions are executed as if they had passed the condition code check and the ITSTATE is advanced.

* The instructions execute as NOPs, as if they had failed the condition code check and the ITSTATE is not
advanced.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.

See also:

B5.5.1 Loop tail predication.
wWLSs, DLS, WLSTP, DLSTP.
1E, LETP.

LTPSIZE.
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The Armv8.1-M architecture supports branch future instructions (BF instructions). The BF instruction and its
variants are requests to the PE to perform a branch in the future. The variants of the branch future instruction are
BF, BFX, BFL, BFLX, and BFCSEL

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.
An example of a BF branch point is as follows:

start:
BFX Db_label, LR // Set up BF at b_label
ADD r0O, r0, rl
ADD r0, r0, r2
ADD r0O, r0, r3
// This is the BF branch point
b_label:
BX LR // Executed if LO_BRANCH_INFO invalid

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.

If the last instruction immediately before the BF branch point writes to LR, and a BFL or BFLX set up the BF
branch point, then LR is set to the return address, and not to the value that is generated by the instruction at the BF
branch point.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.

BF initializes the LO_BRANCH_INFO register to cause a low overhead branch just before execution reaches the
specified label, that is the branch point.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.

When BF causes a branch, this branch occurs at the branch point. The instruction after the branch point is not
executed if the branch is taken.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.

Inserting the BF branch point in the middle of a T32 instruction results in one of the following CONSTRAINED
UNPREDICTABLE behaviors:

* It executes as a NOP.

* It raises an UNDEFINED instruction fault.

* It executes normally and the branch that is associated with the BF instruction is taken.

* It executes normally and the branch that is associated with the BF instruction is not taken.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.

If the BF branch point is in an IT block, and it does not immediately precede the last instruction in the IT block,
then the following CONSTRAINED UNPREDICTABLE behaviors can result:

* The instruction executes normally and the branch that is associated with the BF instruction is not taken. The
BF instruction can be treated as a NOP.

* The instruction before the BF branch point raises an UNDEFINED instruction fault.

* ITSTATE is cleared to 0.

* Taking the branch that is associated with the BF instruction causes ITSTATE to become UNKNOWN.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.

If a BF branch point is within an IT block, the branch that was created by the BF instruction is not affected by the
IT condition.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.
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When executing in Handler mode, BF instructions that attempt to cause a branch to EXC_RETURN behave as
NOPs.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.

In an implementation that includes the Security Extension, BF instructions that attempt to cause a branch to
FNC_RETURN behave as NOPs.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB && S.
Taking a branch that is created by the BF instruction clears ITSTATE to 0.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - LOB.

See also:

Chapter C1 Instruction Set Overview.

B3.28 Low overhead loops.

C1.3.5 ITSTATE.

BF, BFX, BFL, BFLX, and BFCSEL.

Applies to an implementation of the architecture Armv8.1-M onward.
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In a PE with the Security Extension, two vector tables are implemented, the Secure Vector table and the Non-secure
Vector table, and it is IMPLEMENTATION DEFINED which of the following is true:

* The PE supports configurability of each vector table base, and two Vector Table Offset Registers, VTOR_S
and VTOR_NS, are provided for this purpose.
* The PE does not support configurability of either vector table base, and VTOR_S and VTOR_NS are WL

If the PE supports configurability of each vector table base:

* Exceptions that target Secure state use VTOR_S to determine the base address of the Secure vector table.
* Exceptions that target Non-secure state use VTOR_NS to determine the base address of the Non-secure
vector table.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

In a PE without the Security Extension, a single vector table is implemented, and it is IMPLEMENTATION DEFINED
which of the following is true:

» The PE supports configurability of the vector table base, and a single Vector Table Offset Register, VTOR, is
provided for this purpose.
* The PE does not support configurability of the vector table base, and VTOR is WI.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - !S.
Arm recommends that VTOR_S points to memory that is Secure and not Non-secure callable.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
A vector table contains both:

 The initialization value for the main stack pointer on reset.
* The start address of each exception handler.

The exception number defines the order of entries.

Word offset in vector table Value that is held at offset

0 Initial value for the main stack pointer on reset.

1 Start address for the reset handler.

Exception number Start address for the handler for the exception with that number
Exception number Start address for the handler for the exception with that number

Applies to an implementation of the architecture Armv8.0-M onward.

In a PE with a configurable vector table base, the vector table is naturally-aligned to a power of two, with an
alignment value that is:

* A minimum of 128 bytes.
* Greater than or equal to (Number of Exceptions supported x4).

Applies to an implementation of the architecture Armv8.0-M onward.
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Vector fetches for entries beyond the natural alignment of the associated VTOR occur from an UNKNOWN entry
within the vector table.

Applies to an implementation of the architecture Armv8.0-M onward.

Arm recommends that it is ensured that the vector table and VTOR are aligned so that the entry for the highest
taken exception falls within the natural alignment of the table, and at a minimum that the vector table is 128 byte
aligned. A PE might impose further restrictions on the VTOR.

Applies to an implementation of the architecture Armv8.0-M onward.

If a vector fetch causes a Security attribution unit violation or an implementation defined attribution unit violation
or a BusFault, a secure VECTTBL HardFault is raised. If the exception priority prevents any secure VECTTBL
HardFault preempting, one of the following occurs:

* The PE enters Lockup at the priority of the original exception.
* The original exception transitions from the pending to the active state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S. Note, SAU and IDAU
require M.

For all vector table entries other than the entry at offset O, if bit[0] is not set to 1, the first instruction in the
exception results in an INVSTATE UsageFault or a HardFault.

Applies to an implementation of the architecture Armv8.0-M onward.

For all vector table entries other than the entry at offset 0, bit[0] defines EPSR.T on exception entry. Setting bit[0]
to 1 indicates that the exception handler is in the T32 instruction set state.

Applies to an implementation of the architecture Armv8.0-M onward.

A vector fetch may be performed using the instruction interface, and avoid DWT matches and watchpoints being
generated.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:

B10.4 IMPLEMENTATION DEFINED Attribution Unit (IDAU).
B10.3 Security attribution unit (SAU).

B3.9 Exception numbers and exception priority numbers.

B3.5.2 Execution Program Status Register (EPSR).
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If a synchronous exception with an equal or lower priority to execution is pending, the PE hardware escalates it
to become a HardFault. This rule applies to all synchronous exceptions and DebugMonitor exceptions that are
caused by the BKPT instruction. This rule does not apply to asynchronous exceptions and all other DebugMonitor
exceptions. If the HardFault cannot be taken the PE enters Lockup.

Applies to an implementation of the architecture Armv8.0-M onward. Note, DebugMonitor exception requires M.

FPCCR.*RDY (not the current execution priority) determines the escalation of synchronous exceptions generated
because of lazy floating-point state preservation. This means that an asynchronous exception might be pended.

Applies to an implementation of the architecture Armv8.0-M onward.

When the execution priority is less than HardFault and a disabled configurable-priority exception occurs, the PE
escalates the configurable-priority fault to HardFault.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

A fault that has been escalated to a HardFault, and not pended, retains the return address behavior of the original
fault and sets HFSR.FORCED to 1.

Applies to an implementation of the architecture Armv8.0-M onward.
When AIRCR.IESB is one, a detected asynchronous BusFault will be handled synchronously.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - RAS.

See also:

B3.9 Exception numbers and exception priority numbers.
DebugMonitor exception.

B3.33 Lockup.

B3.11 Security states, exception banking.

Chapter B16 Reliability, Availability, and Serviceability (RAS) Extension

RaiseAsyncBusFault ()
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In a PE with the Main Extension, the PRIMASK, FAULTMASK, and BASEPRI registers can be used as follows.
A PE without the Main Extension implements PRIMASK, but does not implement FAULTMASK and BASEPRI.

PRIMASK
In a PE without the Security Extension:

 Setting this bit to one boosts the current execution priority to 0, masking all exceptions with an equal or
lower priority.

In a PE with the Security Extension:
* Setting PRIMASK_S to one boosts the current execution priority to 0.
 If AIRCR.PRIS is:
0:

Setting PRIMASK_NS to one boosts the current execution priority to 0.

Setting PRIMASK_NS to one boosts the current execution priority to 0x80.

In a PE with the Security Extension, when the current execution priority is boosted to a particular value, all
exceptions with an equal or lower priority are masked.

FAULTMASK
In a PE without the Security Extension:

* Setting this bit to one boosts the current execution priority to -1, masking all exceptions with an equal or
lower priority.

In a PE with the Security Extension, if AIRCR.BFHFNMINS is:

0:
Setting FAULTMASK_S to one boosts the current execution priority to -1.
If AIRCR.PRIS is:
0: Setting FAULTMASK_NS to one boosts the current execution priority to 0.
1: Setting FAULTMASK_NS to one boosts the current execution priority to 0x80.
1:

Setting FAULTMASK_S to one boosts the current execution priority to -3.
Setting FAULTMASK_NS to one boosts the current execution priority to -1.

In a PE with the Security Extension, when the current execution priority is boosted to a particular value, all
exceptions with an equal or lower priority are masked.

BASEPRI
In a PE without the Security Extension:

* This field can be set to a priority number between 1 and the maximum supported priority number. This boosts
the current execution priority to that number, masking all exceptions with an equal or lower priority.

In a PE with the Security Extension:

* BASEPRI_S can be set to a priority number between 1 and the maximum supported priority number.
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* If AIRCR.PRIS is:
0: BASEPRI_NS can be set to a priority number between 1 and the maximum supported priority number.

1: BASEPRI_NS can be set to a priority number between 1 and the maximum supported priority number.
The value in BASEPRI_NS is then mapped to the bottom half of the priority range, so that the current
execution priority is boosted to the mapped-to value in the bottom half of the priority range, that is from 0x80
to the supported maximum.

In a PE with the Security Extension, when the current execution priority is boosted to a particular value, all
exceptions with an equal or lower priority are masked.

Applies to an implementation of the architecture Armv8.0-M onward. Note, FAULTMASK and BASEPRI require M.

The PRIMASK, FAULTMASK, and BASEPRI priority boosting mechanisms only boost the group priority, not the
subpriority.

Applies to an implementation of the architecture Armv8.0-M onward. Note, FAULTMASK and BASEPRI require M.
Without the Security Extension:

* An exception return sets FAULTMASK to 0.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - IS && M.
With the Security Extension:

* An exception return sets FAULTMASK to O if the raw execution priority is greater than or equal to O.
EXC_RETURN.ES indicates which banked instance of FAULTMASK is set to 0.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S && M.
The raw execution priority is:

* The execution priority minus the effects of any configurable PRIMASK, FAULTMASK, or BASEPRI priority
boosting.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.
The requested execution priority for a Security state is negative when any of the following are true:

* The banked FAULTMASK bit is 1, including when AIRCR.PRIS is also 1.
* A HardFault is active.
* An NMI is active and targets the Security state for which the requested execution priority is being calculated .

Applies to an implementation of the architecture Armv8.0-M onward. Note, FAULTMASK requires M.

The PRIMASK and FAULTMASK values can be set by the execution of a CPS instruction. The effects of the
instruction are guaranteed to be visible when either of the following conditions apply:

 If the CPSID variant is executed, the PE serializes the change so that it is visible to instructions appearing in
program order after completion of CPSID instruction.

* If the CPSIE variant is executed, the effects of the instruction are only guaranteed to be visible after a
Context synchronization event.

Applies to an implementation of the architecture Armv8.0-M onward. Note, FAULTMASK requires M.

See also:
B3.13 Priority model.

B3.9 Exception numbers and exception priority numbers.
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Lockup is a PE state where the PE stops executing instructions in response to an error for which escalation to
an appropriate HardFault handler is not possible because of the current execution priority. An example is a
synchronous exception that escalates to a Secure HardFault, but cannot escalate to a Secure HardFault because a
Secure HardFault is already active.

Applies to an implementation of the architecture Armv8.0-M onward.

Arm recommends that an implementation provides a LOCKUP signal that, when the PE is in lockup, signals to
the external system that the PE is in lockup.

Applies to an implementation of the architecture Armv8.0-M onward.
When the PE is in lockup:

e DHCSR.S_LOCKUP reads as 1.

* The PC reads as oxerrrrrrE. This is an XN address.

* The PE stops fetching and executing instructions.

* If the implementation provides an external LOCKUP signal, LOCKUP is asserted HIGH.

Applies to an implementation of the architecture Armv8.0-M onward.
Asynchronous BusFaults do not cause lockup.
Applies to an implementation of the architecture Armv8.0-M onward.

When a BusFault does not cause lockup, the value that is read or written to the location that generated the BusFault
is UNKNOWN.

Applies to an implementation of the architecture Armv8.0-M onward.
ITSTATE does not advance when the PE is in lockup.

Applies to an implementation of the architecture Armv8.0-M onward.
Exit from lockup is only by one of the following:

* A Cold reset.

* A Warm reset.

* Entry to Debug state.

* Preemption by another exception.

Applies to an implementation of the architecture Armv8.0-M onward. Note, entry to Debug state requites Halting debug.

Exit from lockup causes both DHCSR.S_LLOCKUP and, if implemented, the external LOCKUP signal, to be
deasserted.

Applies to an implementation of the architecture Armv8.0-M onward.

On an exit from lockup by entry to Debug state, or by preemption by another exception, the return address is
0XEFFFFFFE.

Applies to an implementation of the architecture Armv8.0-M onward. Note, entry to Debug state requires Halting debug.

After exit from lockup by entry to Debug state, or by preemption by another exception, a subsequent return
from Debug state or that exception without modifying the return address attempts to execute from OxEFFFFFFE.
Execution from this address is guaranteed to generate an IACCVIOL MemManage fault, causing the PE to reenter
lockup if the execution priority has not been modified. Modification of the return address would enable execution
to be resumed, however Arm recommends treating entry to lockup as fatal and requiring the PE to be reset.

Applies to an implementation of the architecture Armv8.0-M onward. Note, entry to Debug state requires Halting debug.
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See also:
B3.13 Priority model.
Chapter B13 Debug.

B3.33.1 Lockup behavior

Instruction execution

Ryaur A synchronous exception taken during instruction execution, excluding faults caused by lazy floating-point state
preservation, results in lockup when:

* The synchronous exception would otherwise escalate to a Secure HardFault and any of the following is true:

Secure HardFault is already active.

NMI is active and AIRCR.BFHFNMINS is 0.
FAULTMASK_S.FMis 1.

Non-secure HardFault is active and AIRCR.BFHFNMINS is 0.

* The synchronous exception would otherwise escalate to a Non-secure HardFault and any of the following is
true:

— Non-secure HardFault or Secure HardFault is already active.
— NMI is active.
— FAULTMASK_NS.FM or FAULTMASK_S.FM is 1.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S. Note, FAULTMASK
requires M.

Rruks When FPCCR.LSPACT is 1, a NOCP UsageFault, AU violation, MPU violation, or synchronous BusFault during
lazy Floating-point state preservation causes lockup if all the following are true:

* FPCCR.HFRDY is 0.
» The FPCCR.*RDY bit associated with the original exception is 0.
* The current execution priority is high enough to prevent preemption.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP. Note, an MPU
violation requires MPU, an SAU violation requires S.

Ryamr Entry to lockup during instruction execution, including lazy floating-point state presevation, causes:

* Any Fault Status Registers associated with the exception to be updated.

* No update to the pending exception state or to the active exception state.

¢ The PC to be set to 0xEFFFFFFE.

e EPSR.IT is permitted to be become UNKNOWN. Arm recommends that entry to lockup does not modify the
EPSRL.IT bits.

In addition, HFSR.FORCED is not changed.

Applies to an implementation of the architecture Armv8.0-M onward.

B3.33.2 Exception-related lockup behavior

Vector or stack pointer error on reset

Renve On reset, if reading the vector table to obtain either the vector for the reset handler or the initialization value for the
main stack pointer causes a BusFault, the PE enters lockup in HardFault with the following behavior:

* HFSR.VECTTBL is setto 1.
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* In a PE with the Security Extension, Secure HardFault is made active. That is, SHCSR_S.HARDFAULTACT
is set to 1.

¢ In a PE without the Security Extension, HardFault is made active. That is, SHCSR.HARDFAULTACT is set
to 1.

* An UNKNOWN value is loaded into the main stack pointer.

e The IPSR is set to 0.

¢ EPSR.T is UNKNOWN.

e EPSR.IT is set to zero.

e The PC is set to 0xEFFFFFFE.

Applies to an implementation of the architecture Armv8.0-M onward. Note, a Secure HardFault requires S.

Errors on preemption and stacking for exception entry

An AU violation, MPU violation, NOCP UsageFault, STKOF UsageFault, LSERR SecureFault, or synchronous
BusFault during context stacking causes lockup when:

* The exception would escalate to a Secure HardFault if any of the following is true:

Secure HardFault is already active.

NMI is active and AIRCR.BFHFNMINS is 0.
FAULTMASK_S.FMis 1.

Non-secure HardFault is active and AIRCR.BFHFNMINS is 0.

* The exception would escalate to a Non-secure HardFault if any of the following is true:

— Non-secure HardFault or Secure HardFault is already active.
— NMl is active.
— FAULTMASK_NS.FM or FAULTMASK_S.FM is 1.

In these cases, the point of PE lockup is when, after the exception to be taken has been chosen, the handler for that
exception is entered. These cases do not in themselves cause any additional exception to become pending.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S. Note, an AU violation
requires S, an MPU violation requires MPU, a UsageFault requires M, a SecureFault requires S.
When an AU violation, MPU violation, NOCP UsageFault, STKOF UsageFault, LSERR SecureFault, or

synchronous BusFault occurs during context stacking, it is IMPLEMENTATION DEFINED whether the PE continues
to stack any of the remaining context.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S. Note, an AU violation
requires S, an MPU violation requires MPU, a UsageFault requires M, a SecureFault requires S, LSERR requires FP.

At the point of encountering an AU violation, MPU violation, NOCP UsageFault, STKOF UsageFault, LSERR
SecureFault, or synchronous bus error during context stacking, the PE:

* Updates any Fault Status Registers associated with the error.
e Does not change HFSR.FORCED.

At the point of lockup:

» All state, including the LR, IPSR, and active and pending bits, is modified as though the fault on context
stacking had never occurred, other than the following:

— EPSR.T becomes UNKNOWN.
— EPSRU.IT is set to zero.
— The PC is set to 0xEFFFFFFE.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S. Note, an AU violation
requires S, an MPU violation requires MPU, a UsageFault requires M, a SecureFault requires S, LSERR requires FP.
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Vector read error on NMI or HardFault entry

Rerxp On entry to an NMI or HardFault, if reading the vector table to obtain the vector for the NMI or HardFault handler
causes a bus error, the PE enters lockup with the following behavior:

* HFSR.VECTTBL is set to 1.

* The IPSR is updated to hold the exception number of the exception taken.

 The active bit of the exception that is taken is set to 1.

* The pending bit of the exception that is taken is cleared to O.

* EPSR.T is UNKNOWN.

» EPSR.IT is set to zero.

e The LR is set to the EXC_RETURN value that would have been used had the fault not occurred.
e The PC is set to 0xEFFFFFFE.

Applies to an implementation of the architecture Armv8.0-M onward.

T \MRw Because AU violations on vector reads are required to be treated as late-arriving, they cannot cause lockup, and
instead result in a higher priority exception being taken. Vector reads always use the system address map and
cannot generate MPU violations.

Applies to an implementation of the architecture Armv8.0-M onward.

Lockup on exception return

Ryzco A fault that is generated by any failed integrity check on exception return is generated after either the active bit
for the returning exception, or the active bit for NMI or HardFault, has been cleared to 0, and if applicable, after
FAULTMASK has also been cleared to 0.

Context unstacking is performed after any clearing of exception active bits or FAULTMASK, that is required by
the exception return, has been made visible.

A fault that is generated by a failed integrity check on exception return or a synchronous exception during context
unstacking causes lockup when:

* The exception would escalate to a Secure HardFault and any of the following is true:

Secure HardFault is already active.

NMI is active and AIRCR.BFHFNMINS is 0.
FAULTMASK_S.FM is 1.

— Non-secure HardFault is active and AIRCR.BFHFNMINS is 0.

* The exception would escalate to a Non-secure HardFault and any of the following is true:

— Non-secure HardFault or Secure HardFault is already active.
— NMI is active.
— FAULTMASK_NS.FM or FAULTMASK_S.FM is 1.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

Rrcar When the PE enters lockup because of a fault on exception return that is generated by a failed integrity check or by
context unstacking, the PE:

* Updates any Fault Status Registers associated with the error.

 Sets IPSR to 0, if EXC_RETURN for the returning exception indicated a return to Thread mode.

 Sets IPSR to 3, if EXC_RETURN for the returning exception indicated a return to Handler mode.

* Sets the stack pointer that is used for unstacking to the value it would have had if the fault had not occurred.

— If the RETPSR load faults, the SP is 64-bit aligned.
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* Updates CONTROL.FPCA, based on EXC_RETURN.FType.
* CONTROL.SFPA becomes UNKNOWN.
* Sets the PC to 0xEFFFFFFE.
* The following registers become UNKNOWN:
— APSR.
- EPSR.
- FPSCR.
— RO-R12.
- LR
- SO0-S31.
- VPR

Applies to an implementation of the architecture Armv8.0-M onward. Note, CONTROL.FPCA and SFPA, FPSCR and SO-S31
require FP || MVE.

See also:

B3.22 Exception return.
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The Armv8.1-M architecture supports Data independent timing operations.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - DIT.

DIT behavior only applies if the instruction passes its Condition code check. The instruction remains subject to the
rules of the architecture but is permitted to have a different execution time when compared to the same instruction
that had passed the Condition code check.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - DIT.

When AIRCR.DIT is set to 1, unless otherwise specified, the time required for Data independent timing operations
is independent of all values that are accessed by operations from the following registers:

* FPCSR.{N, Z, C, V}.

e APSR.

¢ General-purpose registers.

* Floating-point Extension registers (S0-S31, D0-D15, and Q0-Q7).
¢ In a limited number of cases, VPR.PO.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - DIT. Note, Floating-
point registers require FP or MVE, and VPR requires MVE.

When AIRCR.DIT is set to 1, this affects the following features:

* Exception handling. In addition to the standard set of registers, the following operations also exhibit Data
independent timing for accesses to VPR.PO:

Exception entry.

Tail-chaining.

Lazy floating-point state preservation.
— Exception return.

* EPSR.ICI. Whether a PE uses ICI for load/store multiple instructions is not dependent on the data values that
are loaded or saved. This excludes the address that is being targeted.

* Beat wise execution. Whether a Data independent timing vector instruction overlaps with another vector
instruction is not dependent on the data values being processed by the data independent timing vector
instruction.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - DIT. Note, VPR and
vector instructions requires MVE.

For more information on instructions that are required to comply with Data independent timing see the individual
instruction descriptions.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - DIT.

The execution of an instruction must be timing invariant with respect to values in registers which are not accessed
by the instruction directly or indirectly.

For example, the timing of mov rR1, RO must not be affected by the values held in R8 or R9.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - DIT.

For non-architected accesses, all instructions, including instructions that are not listed as Data independent timing
instructions, exhibit Data independent timing with respect to data that is held in specified DIT registers that are not
architecturally accessed by the instruction.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - DIT.

Copyright © 2015 - 2023 Arm Limited or its affiliates. All rights reserved. 152
Non-confidential



Chapter B3. Programmers’ Model
B3.34. Data independent timing

See also:
B5.4 Beats.

Chapter C2, Instruction Specification
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The architecture requires a Context synchronization event to guarantee visibility of any change to any
memory-mapped register described in the architecture. Following a Context synchronization event a completed
write to a memory-mapped register is visible to an indirect read by an instruction appearing in program order after
the context synchronization event.

Applies to an implementation of the architecture Armv8.0-M onward.
A context synchronization event is one of the following:

* Performing an ISB operation. An ISB operation is performed when an ISB instruction is executed and does
not fail its condition code check.

» Taking an exception, including tail-chaining.

* Returning from an exception.

* Entry into Debug state.

 Exit from Debug state.

Applies to an implementation of the architecture Armv8.0-M onward.
Security state transitions are not Context synchronization events.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

Between any change to a memory-mapped register and a subsequent Context synchronization event, it is UNPRE-
DICTABLE whether an indirect read of the register by the PE uses the old or new values.

Applies to an implementation of the architecture Armv8.0-M onward.

Where multiple changes are made to memory-mapped registers before a Context synchronization event, each value
might independently be the old or new value.

Applies to an implementation of the architecture Armv8.0-M onward.

Where unsynchronized values apply to different areas of architectural functionality, or IMPLEMENTATION DEFINED
functionality, those areas might independently treat the values as being either the old or new value.

Applies to an implementation of the architecture Armv8.0-M onward.

The choice between the behaviors is IMPLEMENTATION DEFINED and might vary for each use of the
unsynchronized value.

Applies to an implementation of the architecture Armv8.0-M onward.
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Coprocessor support is OPTIONAL.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

When coprocessors are not supported, the fields in CPACR, NSACR, and CPPWR that are associated with the
unsupported coprocessor are RAZ/WI.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

In an implementation with the Security Extension, out of reset access to the Floating-point Extension is disabled in
both Secure and Non-secure state. Use by Non-secure software requires correct configuration of permissions by
Secure software.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M & & S.
The architecture supports 0-16 coprocessors, CPO to CP15.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

CPO to CP7 are IMPLEMENTATION DEFINED.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

It is IMPLEMENTATION DEFINED whether CPO to CP7 can be used from both Secure and Non-secure states or
whether the coprocessor is enabled for only Secure or Non-secure state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M. Note, Secure state
requires S.

Arm reserves CP8 to CP15.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

CP10 to CP11 are reserved to support the Floating-point Extension, and CP10 controls the CP11 Floating-point
instructions.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.
From version 8.1-M of the architecture, access control for CP10 also controls CP8, CP9, CP14, and CP15.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - FP || MVE.

The state that is associated with Floating-point unit described in CPPWR.SU10 applies to S registers, D registers,
and FPSCR.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

From version 8.1-M of the architecture, the state that is associated with the Floating-point unit described in
CPPWR.SUI10 also applies to the Q registers and VPR.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
Instructions that are issued to unimplemented or disabled coprocessors result in a NOCP UsageFault.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

If a coprocessor cannot complete an instruction, an UNDEFINSTR UsageFault is generated.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

See also:
Chapter B4 Floating-point Support.
CPACR, Coprocessor Access Control Register
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CPPWR, Coprocessor Power Control Register
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B3.37 The Custom Datapath Extension

B3.37.1 Overview of the Custom Datapath Extension

Toneg CDE introduces three classes of two instructions in the co-processor instruction space:

» Three classes operate on the general-purpose register file, including the condition code flags APSR_nzcv.
* Three classes operate on the Floating-point or SIMD register file only.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE. Note, (FP |
MVE) required for Floating-point register file. MVE is only available in an Armv8.1-M implementation.

I Jugr A Custom Datapath instruction operating on the Floating-point or SIMD register files uses one of:

* 32-bit S registers.
* 64-bit D registers.
* 128-bit Q registers.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE && (FP || MVE).
Note, Q registers require MVE, MVE is only available in an Armv8.1-M implementation.

TrpLg The three classes of CDE instructions are defined by the following patterns:

® <operation code> <destination register>.
® <operation code> <destination register>, <source register>.

® <operation code> <destination register>, <source register 1>, <source register 2>.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE.
Trzry The destination register of a Custom Datapath instruction might be optionally read, as well as written.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE.

Isxaa The operation code can be split between a true operation code in the custom datapath and an immediate value used
in the custom datapath. The architecture does not prescribe any split.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE.
TnFME Immediate consequences of the above are:
* No operations on the Floating-point or SIMD registers can set condition codes.
* There are no instructions that support the use of all of, or any combination of the following:
— S registers.
— D registers.

— Q registers.
— The general-purpose register file.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE. Note, Q registers
require MVE, MVE is only available in an Armv8.1-M implementation.

Tryre Operations on the general-purpose register file operate on 32-bit registers, or a dual-register consisting of a 64-bit
value constructed from an even numbered general-purpose register and its immediately following odd numbered
pair.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE.

B3.37.2 Enabling CDE instructions
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Custom Datapath instructions can be found within, and are associated with, the existing coprocessor encoding and
numbering spaces.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE.

Custom Datapath instructions fall into encoding spaces associated with a coprocessor number in the range 0 to 7
inclusive.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE.

Enabling the coprocessor space in which the Custom Datapath Extension is implemented is the same as other
IMPLEMENTATION DEFINED coprocessors. The function IsCPEnabled () describes this.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE. Note, S required
Jfor Secure state.

If a coprocessor is associated with the Custom Datapath Extension, that coprocessor cannot execute the following
instructions:

e CDP, CDP2.

e ILDC, LDC2 (immediate).
e IL.DC, LDC2 (literal).

* MCR, MCR2.

e MCRR, MCRR2.

e MRC, MRC2.

¢ MRRC, MRRC2.

e STC, STC2.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE.

Execution of a Custom Datapath instruction that accesses the Floating-point or SIMD register file causes Lazy
Floating-point stacking as specified by the architecture.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE && (FP || MVE).
Note, MVE is only available in an Armv8.1-M implementation.

When executing a CDE instruction the PE checks that the coprocessor associated with CDE is enabled. If access to
another coprocessor is required, for example the Floating-point Extension or MVE, a second coprocessor check is
carried out.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE && (FP || MVE).
Note, MVE is only available in an Armv8.1-M implementation.

The order in which the PE carries out the ExecuteFPCheck () function and Coproc_Accepted () function
for execution, that is after decoding the instruction, of CDE instructions accessing the S, D or Q register files is
IMPLEMENTATION DEFINED.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE && (FP || MVE).
Note, MVE is only available in an Armv8.1-M implementation.

If the execution of a CDE instruction requires access to the Floating-point or MVE register file the Floating-point
Extension or MVE must be enabled using CPACR or NSACR dependent on Security state. Before the execution of
a CDE instruction that requires access to the Floating-point Extension or MVE register file, the following registers
are checked to ensure that CP10 is enabled:

* CPACR.
* NSACR.
* CPPWR.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE && (FP || MVE).
Note, MVE is only available in an Armv8.1-M implementation.
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Armv8-M double-precision Floating-point Extension implements 16 “D” registers, DO to D15. The instructions
defined by the Custom Datapath Extension are capable of indexing registers DO to D31.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE && (FP || MVE).

Note, MVE is only available in an Armv8.1-M implementation.

Armv8.1-M MVE implements eight “Q” registers, QO to Q7. The instructions defined by the Custom Datapath
Extension are capable of indexing registers QO to Q15.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - CDE && MVE. Note,

MVE is only available in an Armv8.1-M implementation.

Execution of a Custom Datapath instruction that attempts to access an unimplemented Floating-point or SIMD
register, is CONSTRAINED UNPREDICTABLE and either of the following behaviors can occur:

¢ The instruction is UNDEFINED.
¢ The instruction is treated as a NOP.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE & & (FP || MVE).

Note, MVE is only available in an Armv8.1-M implementation.

See also:

B3.36 Coprocessor support

CPACR, Coprocessor Access Control Register
CPPWR, Coprocessor Power Control Register
NSACR, Non-secure Access Control Register

B3.37.3 Execution of CDE instructions
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The source and destination registers for any Custom Datapath instruction are restricted to those that are specified
by the instruction pseudocode.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE.

The operation of a Custom Datapath instruction cannot be stateful, and cannot operate directly on memory.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE.

It is IMPLEMENTATION DEFINED which Custom Datapath instructions are implemented.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE.

An unimplemented Custom Datapath instruction whose associated coprocessor is not disabled is UNDEFINED.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE.

The execution of an unimplemented immediate value, accumulator, non-accumulator, single or double precision
variant in the encoding of a Custom Datapath instruction is CONSTRAINED UNPREDICTABLE and either of the
following behaviors can occur:

¢ The instruction is UNDEFINED.
¢ The instruction is treated as a NOP.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE.

Which coprocessors adhere to the Custom Datapath Extension or the Arm architecture coprocessor instruction set
is IMPLEMENTATION DEFINED.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE.
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Arm strongly recommends that CDE instructions must conform with data independent timing.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - CDE && DIT.

Arm recommends that the execution of a CDE instruction behaves the same no matter the registers or variants used.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE.

If the Performance Monitors Extension is implemented CDE instructions exhibit the following behavior:

* Events that arise as a result of CDE instructions, including INST_RETIRED, INST_SPEC, OP_RETIRED
and OP_SPEC, are counted as they would be in relation to any other instruction.

* IMPLEMENTATION DEFINED events can be configured to count CDE related operations.

* CDE instructions do not directly access memory. PMU events which are counted as a result of memory
accesses are not counted on the execution of a CDE instruction.

* CDE instructions do not form a class of instructions which are counted by the defined PMU events. For
example CDE instructions will not cause BR_RETIRED, LD_RETIRED, or MVE_INST_RETIRED to be
counted.

» Events which are unrelated to direct operations, for example the L1I_CACHE_REFILL, will count if the
cache is refilled no matter the cause of the cache refill.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - CDE && PMU.

When executing a CDE scalar dual instruction the CDE enabled coprocessor must process general-purpose register
pairs according to the PE’s current endianness.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - CDE.

All of the rules required for the M-Profile Vector Extension and the Low Overhead Loop and Branch Future
Extension apply to all CDE beat-wise compatible instructions.

This includes the following, but is not limited to:

» Exception continuable behavior.

* Overlapping of beat-wise instructions.
* VPT predication.

* Tail predicated low overhead loops.

The CDE instructions are as follows:

e VCX1 (vector).
e VCX2 (vector).
e VCX3 (vector).

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - CDE && MVE &&
LOB.

See also:
Chapter C1 Instruction Specification.

Chapter B15 The Performance Monitors Extension.
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This chapter specifies the Armv8-M Floating-point support rules. It contains the following sections:
B4.1 The optional Floating-point Extension, FPv5.

B4.2 About the Floating-point Status and Control Registers.

B4.3 Registers for Floating-point data processing, S0-S31, or DO-D15.

B4.4 Floating-point standards and terminology.

B4.5 Floating-point data representable.

B4.6 Floating-point encoding formats, half-precision, single-precision, and double-precision.
B4.7 The IEEE 754 Floating-point exceptions.

B4.8 The Flush-to-zero mode.

B4.9 The Default NaN mode, and NaN handling.

B4.10 The Default NaN.

B4.11 Combinations of Floating-point exceptions.

B4.12 Priority of Floating-point exceptions relative to other Floating-point exceptions.
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The optional Floating-point Extension defines a Floating Point Unit (FPU). Coprocessors 10 and 11 support the
Extension.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.
The scalar Floating-point Extension can be implemented with or without MVE-F.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - FP.
Floating-point is sometimes abbreviated to FP.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.
The version of Floating-point Extension that is supported is FPv5.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.
FPv5 provides all of the following:

* Single-precision arithmetic operations.

* Optional double-precision arithmetic operations.

» Conversions between integer, double-precision, single-precision, and half-precision formats.

* Registers for Floating-point processing S0-S31, or DO-D15.

 Data transfers, between Arm general-purpose registers and FPv5 Extension registers SO-S31, or DO-D15, of
single-precision and double-precision values.

¢ A Flush-to-zero mode that software can enable or disable.

* An optional alternative half-precision interpretation of the IEEE 754 half-precision encoding format.

FPv5 adds the following System registers:

* The FPSCR, to the CP10 and CP11 System register space.
e The FPCAR, FPCCR, FPDSCR, MVFRO, MVFR1, and MVFR?2, to the System Control Block (SCB).

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP || MVE. Note, MVE

only available in an Armv8.1-M implementation.
From Armv8.1-M onwards, FPv5 provides Half-precision arithmetic operations.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - FP.

When the Floating-point Extension is implemented, some software tools might require the following information:

Extension Single-precision arithmetic Single and double-precision
operations only arithmetic operations

FPv5 FPv5-SP-D16-M FPv5-D16-M

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

When the Floating-point Extension is implemented, software can interrogate MVFRO, MVFR1, and MVFR2 to
discover the Floating-point features that are implemented.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

To use the Floating-point Extension, software must enable access to CP10, by writing to CPACR.CP10.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

The value of CPACR.CP11 is UNKNOWN if it is not programmed to the same value as CPACR.CP10.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.
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See also:
B8.1 System address map.
B4.2 About the Floating-point Status and Control Registers.

B4.3 Registers for Floating-point data processing, S0-S31, or DO-D15.
B4.8 The Flush-to-zero mode.

B4.9 The Default NaN mode, and NaN handling.

B4.6 Floating-point encoding formats, half-precision, single-precision, and double-precision.
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For implementations of the Armv8.1-M architecture, FPCXT and VPR provide additional controls.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - FP.

The register map of the coprocessor System register space is as follows.

Location Register Information

0b0001 FPSCR.{N,Z,C,V} Access to flags

All locations that are not explicitly listed in this table are reserved, and accesses to these locations result in
UNPREDICTABLE behavior.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

The register map of the coprocessor System register space is as follows.

Location Register Information
0b0001 FPSCR.{N,Z,C,V} Access to flags
0b0010 FPSCR.{N,Z,C,V,QC} Access to flags, including MVE saturation flag

0b1100 VPR Privileged access to this register only
0b1101 VPR.PO Access to PO field

0b1110 FPCXT_NS Saves and restores the Non-secure FP context
Obl1111 FPCXT_S Saves and restores the Secure FP context

All locations that are not explicitly listed in this table are reserved, and accesses to these locations result in
UNPREDICTABLE behavior.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - FP || MVE.
Software can use VMRS and VMSR instructions to access the Floating-point Status and Control registers.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

Software can use VMRS, VMSR, VLDR (System Register), and VSTR (System Register)
instructions to access FPCXT, VPR, and the Floating-point Status and Control registers.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - FP || MVE.

Accesses to the FPCXT will behave as nops unless at least one of MVE or the Floating-point Extension is
implemented.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - FP || MVE.
Accesses to the FPCXT are UNDEFINED from the Non-secure state.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - (FP Il MVE) && S.

Execution of Floating-point instructions that generate Floating-point exceptions update the appropriate status fields
of FPSCR.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

See also:
B3.36 Coprocessor support.
B4.1 The optional Floating-point Extension, FPv5.
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FPSCR, Floating Point Status and Control Register.
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B4.3 Registers for Floating-point data processing, S0-S31, or D0-D15

Rryes The registers that FPv5 adds for Floating-point processing are visible as either:

* 32 single-precision registers, SO-S31.
* 16 double-precision registers, DO-D15.

These map as follows:

S0-S31 D0-D15
s — b0 —
s — b1 —
S4
ss | — D2 —
s — b3 —
I B
223 777777 — D14 —
o] — D15 —

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP || MVE. Note, MVE
only available in an Armv8.1-M implementation.

Rywao After a Warm reset, the values of SO-S31 or DO-D15 are UNKNOWN.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP || MVE. Note, MVE
only available in an Armv8.1-M implementation.

Rucrr If a vLDM indexes S and D registers outside of the range defined by VEPSmallRegisterBank () the instruction
will behave as a NOP in respect of the unimplemented S or D registers.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - FP || MVE.

Rrpco If a VSTM indexes S and D registers outside of the range defined by VFPSmallRegisterBank () the behavior
is as follows:

 For unimplemented S registers the instructions behaves as nop and no writes to memory occur.
* For unimplemented D registers the instruction behaves either as a Nop or it is permissible for some writes to
the addresses specified by the instruction to occur but the values written will be UNKNOWN.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - FP || MVE.

Rprng If a VSCCLRM indexes S and D registers outside of the range defined by VFPSmallRegisterBank () the
instruction will behave as a NOP in respect of the unimplemented S or D registers.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - FP || MVE.
Ryatx If a VLSTM instruction is executed an LSERR SecureFault is raised if all the following conditions are met:

¢ CONTROL_S.FPCA is set.
* The banked version of FPCCR.LSPACT indicated by FPCCR_S.S is set.

If the LSERR SecureFault is raised, all of the following occurs:
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 The exisiting lazy state activation is not modified.

* The registers associated with the Floating-point context are not modified.

* The registers associated with the Additional floating-point state context are not modified.
* No stacking operations are performed.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S && (FP || MVE).

See also:
B4.1 The optional Floating-point Extension, FPv5.
B3.18 Exception handling.

DDI0553B.x Copyright © 2015 - 2023 Arm Limited or its affiliates. All rights reserved. 167
ID15122023 Non-confidential



Chapter B4. Floating-point Support
B4.4. Floating-point standards and terminology

B4.4 Floating-point standards and terminology

Ty There are two editions of the IEEE 754 standard:

* IEEE 754-1985.
» IEEE 754-2008.

In this manual, references to IEEE 754 that do not include the year apply to either edition.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

Tuors The Floating-point terminology that this manual uses differs from that used in IEEE 754-2008 as follows:
This manual IEEE 754-2008
Normalized Normal
Denormal, or denormalized Subnormal

Round towards Minus Infinity (RM) roundTowardNegative

Round towards Plus Infinity (RP) roundTowardPositive
Round towards Zero (RZ) roundTowardZero
Round to Nearest (RN) roundTiesToEven

Round to Nearest with Ties to Away roundTiesToAway

Rounding mode Rounding-direction attribute

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.
Trcen The following is called Arm standard Floating-point operation:
* IEEE 754-2008 plus the following configuration:

Flush-to-zero mode enabled.

Default NaN mode enabled.

Round to Nearest mode selected.

— Alternative half-precision interpretation not selected.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

See also:

IEEFE 754-2008, IEEE Standard for Floating-point Arithmetic, August 2008.
B4.8 The Flush-to-zero mode.

B4.9 The Default NaN mode, and NaN handling.

B4.6 Floating-point encoding formats, half-precision, single-precision, and double-precision.
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B4.5 Floating-point data representable

Rruxc FPv5 supports the following, as defined by IEEE 754:

¢ Normalized numbers.

¢ Denormalized numbers.

e Zeros, +0 and -0.

¢ Infinities, +o00 and —oo.

* NaNs, signaling NaNs and quiet NaN.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

See also:
B4.4 Floating-point standards and terminology.
IEEE 754-2008, IEEE Standard for Floating-point Arithmetic, August 2008.

B4.6 Floating-point encoding formats, half-precision, single-precision, and double-precision.
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B4.6 Floating-point encoding formats, half-precision, single-precision, and
double-precision

Rruks The half-precision, single-precision, and double-precision encoding formats are those defined by IEEE 754-2008,
in addition to an alternative half-precision format.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

I The half-precision encoding format is:

1514 10 9 0

S exponent fraction

L sign bit

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

Tcuwsp The single-precision encoding format is:

31 30 23 22 0

S exponent fraction

L sign bit

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

Tevny The double-precision encoding format is:

6362 5251 . 32 31 . 0

S exponent fraction

I I (

7T 7T 7T
L Sign bit

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

Rrwrw The interpretations of the half-precision, single-precision, and double-precision encoding formats are as follows.
Half-precision
There are two interpretations of the half-precision encoding formats:

* The interpretation that is defined by IEEE 754-2008.
* An alternative half-precision interpretation, indicated by FPSCR.AHP.

Single-precision
The interpretation that is defined by IEEE 754-2008.
Double-precision

The interpretation that is defined by IEEE 754-2008. See the following table:
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E T S T Value

(biased (trailing (sign bit) [51]

exponent) significand)

Zero for all formats. Nonzero - - A denormalized
number.

- Zero 0 - Zero, +0

- - 1 - Zero, -0

Zero < E < 0x1F, if one of - - - A normalized

the half precision formats. number.

Zero < E < 0xFF, if single-precision format. - - - -

Zero < E < 0x7FF, if double-precision format. - - - -

0x1F, if half-precision format, Nonzero - 0 A signaling
IEEE interpretation. NaN

OxFF, if single-precision format. - - 1 A quiet NaN
0x7FF, if double-precision format. Zero 0 - Infinity,+oo

- Zero 1 - Infinity,—oo
0x1F, if half-precision, - - - A normalized
alternative half-precision number.
interpretation.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.
The value of a normalized number is equal to:

Half-precision: (—1)% x 2(F=15) x (1.T")

Single-precision: (—1)% x 2(F=127) » (1.T")

Double-precision: (—1)% x 2(£=1023) » (1.7)

The value of a denormalized number is equal to:

Half-precision: (—1) x 271 x (0.T)

Single-precision: (—1)% x 27126 x (0.7)

Double-precision: (—1)° x 271922 x (0.7)

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.
Denormalized numbers can be flushed to zero. FPv5 provides a Flush-to-zero mode.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

See also:
IEEE 754-2008, IEEE Standard for Floating-point Arithmetic, August 2008.

B4.5 Floating-point data representable.
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B4.7 The IEEE 754 Floating-point exceptions

Rpce The IEEE 754 Floating-point exceptions are:
Invalid Operation: This exception is as IEEE 754-2008 (7.2) describes.
Division by zero: This exception is as IEEE 754-2008 (7.3) describes, with the following assumption:
* For the reciprocal and reciprocal square root estimate functions the dividend is assumed to be +1.0.
Overflow: This exception is as IEEE 754-2008 (7.4) describes.
Underflow: This exception is as IEEE 754-2008 (7.5) describes, with the additional clarification that:
* Assessing whether a result is tiny and nonzero is done before rounding.
Inexact: This exception is as IEEE 754-2008 (7.6) describes.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.
T icws The criteria for the Underflow exception to be generated are different in Flush-to-zero mode.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

I yruK The corresponding status flags for the IEEE 754 Floating-point exceptions are FPSCR.{IOC, DZC, OFC, UFC,
IXC}.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

See also:
IEEE 754-2008, IEEE Standard for Floating-point Arithmetic, August 2008.
B4.8 The Flush-to-zero mode.
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B4.8 The Flush-to-zero mode
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Software can enable Flush-to-zero mode by setting FPSCR.FZ to 1.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

Using Flush-to-zero mode is a deviation from IEEE 754.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.
Half-precision Floating-point numbers are exempt from Flush-to-zero mode.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

In an Armv8.1-M implementation Half-precision Floating-point numbers are subject to Flush-to-zero mode.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - FP.

When Flush-to-zero mode is enabled, all single-precision denormalized inputs and double-precision denormalized
inputs to Floating-point operations are treated as though they are zero, that is they are flushed to zero.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

In an Armv8.1-M implementation when Flush-to-zero mode is enabled, all half-precision denormalized inputs to
Floating-point operations are treated as though they are zero, that is they are flushed to zero.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - FP.

When an input to a Floating-point operation is flushed to zero, the PE generates an Input Denormal exception.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

Input Denormal exceptions are only generated in Flush-to-zero mode.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

When Flush-to-zero mode is enabled, the sequence of events for an input to a Floating-point operation is:

1. Flush to Zero processing takes place. If appropriate, the input is flushed to zero and the PE generates an Input
Denormal exception.
2. Tests for the generation of any other Floating-point exceptions are done after Flush to Zero processing.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

When Flush-to-zero mode is enabled, the result of a Floating-point operation is treated as if it is zero if, before
rounding, it satisfies the condition:

0 < abs (result) < MinNorm, where:

+ MinNorm is 2712 for single-precision.
+ MinNorm is 271922 for double-precision.

The result is said to be flushed to zero.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

When the result of a Floating-point operation is flushed to zero, the PE generates an Underflow exception.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

In Flush-to-zero mode, the PE generates Underflow exceptions only when a result is flushed to zero. This uses
different criteria than when Flush-to-zero mode is disabled.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.
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When a Floating-point number is flushed to zero, the sign is preserved. That is, the sign bit of the zero matches the
sign bit of the number being flushed to zero.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M && FP.
The PE does not generate an Inexact exception when a Floating-point number is flushed to zero.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

The corresponding status flag for the Input Denormal exception is FPSCR.IDC.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

B4.8.1 The Flush to zero mode half-precision calculations

I MMKS
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Ricov
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Applies to an implementation of the architecture Armv8.1-M onward.

In an Armv8.1-M implementation Flush-to-zero mode mode is extended to include half-precision calculations.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - FP. Note, !8.0.
Software can enable Flush-to-zero mode for half-precision calculations by setting FPSCR.FZ16 to 1.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - FP. Note, !8.0.

When Flush-to-zero mode is enabled, the result of a Floating-point operation is treated as if it is zero if, before
rounding, it satisfies the condition:

0 < abs (result) < MinNorm, where:

+ MinNorm is 2~ '* for half-precision.
+ MinNorm is 2712 for single-precision.
» MinNorm is 27'%22 for double-precision.

The result is said to be flushed to zero.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - FP. Note, !8.0.

The Effective value of FPSCR.FZ16 is zero when converting real values and integers from one Floating-point
format to another.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - FP. Note, !8.0.

When Flush-to-zero mode is enabled for half-precision Floating-point and a half-precision Floating-point number
is flushed to zero an Input Denormal Floating-point exception will not be generated.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - FP. Note, !8.0.

See also:

B4.7 The IEEE 754 Floating-point exceptions.
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B4.9 The Default NaN mode, and NaN handling
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Software can enable Default NaN mode by setting FPSCR.DN to 1.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.
Using Default NaN mode is a deviation from IEEE 754.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.
When Default NaN mode is enabled, the Default NaN is the result of both:

« All Floating-point operations that produce an untrapped Invalid Operation exception.
 All Floating-point operations whose inputs include at least one quiet NaN but no signaling NaNs.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.
IEEE 754 specifies that:

* An operation that produces an untrapped Invalid Operation exception returns a quiet NaN as its result.
When Default NaN mode is disabled, behavior complies with this and adds:

« If the Invalid Operation exception was generated because one of the inputs to the operation was a signaling
NaN, the quiet NaN result is equal to the first signaling NaN input with its most significant bit set to 1.
* The quiet NaN result is the Default NaN otherwise.

The first signaling NaN input means the first argument, in the left-to-right ordering of arguments, that is passed to
the pseudocode function describing the operation.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.
IEEE 754 specifies that:

* An operation using a Quiet NaN as an input, but no signaling NaNs as inputs, returns one of its quiet NaN
inputs as its result.

When Default NaN mode is disabled, behavior complies with this and adds:
e The Quiet NaN result is the first Quiet NaN input.

The first quiet NaN input means the first argument, in the left-to-right ordering of arguments, that is passed to the
pseudocode function describing the operation.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

Depending on the Floating-point operation, the exact value of a Quiet NaN result might differ in both sign and the
number of T bits from its source.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

See also:
B4.10 The Default NaN.

B4.6 Floating-point encoding formats, half-precision, single-precision, and double-precision.

Copyright © 2015 - 2023 Arm Limited or its affiliates. All rights reserved. 175
Non-confidential



Chapter B4. Floating-point Support
B4.10. The Default NaN

B4.10 The Default NaN

Rrorc The Default NaN is:

Field Half-precision, Single-precision Double-precision

IEEE 754-2008 interpretation

S 0 0 0
E Ox1F OXFF Ox7FF
T bit[9] == 1, bits[8:0] == bit[22] == 1, bits[21:0] == 0  bit[51] == 1, bits[50:0] ==

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

See also:
B4.6 Floating-point encoding formats, half-precision, single-precision, and double-precision.

B4.9 The Default NaN mode, and NaN handling.
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B4.11 Combinations of Floating-point exceptions

Igrra In compliance with IEEE 754:

* An Inexact Floating-point exception can occur with an Overflow Floating-point exception.
* An Inexact Floating-point exception can occur with an Underflow Floating-point exception.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.
Repv An Input Denormal exception can occur with other Floating-point exceptions.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

See also:

B4.7 The IEEE 754 Floating-point exceptions.
B4.8 The Flush-to-zero mode.
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B4.12 Priority of Floating-point exceptions relative to other Floating-point ex-
ceptions

Rprnd Some Floating-point instructions specify more than one Floating-point operation. In these cases, an exception on
one operation is higher priority than an exception on another operation when generation of the second exception
depends on the result of the first operation. Otherwise, it is UNPREDICTABLE which exception is higher priority.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - FP.

See also:

B4.7 The IEEE 754 Floating-point exceptions.
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Vector Extension

This chapter specifies the optional Armv8.1-M Vector Extension rules. It contains the following sections:
B5.1 Vector Extension operation.

B5.2 Vector register file.

B5.3 Lanes.

B5.4 Beats.

B5.5 Predication/conditional execution.

B5.6 MVE interleaving/de-interleaving loads and stores.

Applies to an implementation of the architecture Armv8.1-M onward.
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B5.1 Vector Extension operation
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MVE-I operates on 32-bit, 16-bit, and 8-bit data types, including Q7, Q15, Q31 integer values.

MVE-F operates on half-precision and single-precision floating-point values.

Applies to an implementation of the architecture Armv8.1-M onward.

Vector instructions operate on a fixed vector width of 128 bits.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
Integer MVE instructions can be implemented with or without the scalar Floating-point Extension.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
An implementation that includes MVE also includes the DSP Extension.

Applies to an implementation of the architecture Armv8.1-M onward.

Vector operations are divided in two orthogonal ways:

¢ Lanes.
¢ Beats.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
The word Element is used in this specification to refer to the data that is put into a lane.

Applies to an implementation of the architecture Armv8.1-M onward.

Multiple lanes can be executed per beat. There are four beats per vector instruction.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

The pseudocode for each vector instruction is executed four times, one time for each beat. The
GetCurInstrBeat () function returns the current beat number and predication details. These determine which
of the lanes are operated on during the current execution of the code.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

Multiple Element writes that are generated by the same vector store instruction by the same observer can be
observed in any order, with the exception that writes to the same location by different Elements are observed in
order of increasing vector element number.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

If CCR.BFHFNMIGN is set to one and a multi access load or store instruction generates a BusFault at a requested
negative priority, the BusFault may affect all of the accesses generated by that instruction and not just the access
that generated the BusFault.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
In this case, the values in the destination registers for the load operation are UNKNOWN.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

See also:

B3.28 Low overhead loops.
B3.18 Exception handling.
B5.2 Vector register file.
B5.3 Lanes.
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B5.4 Beats.
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B5.2 Vector register file

Rppyn MVE defines eight vector registers that alias onto the Floating-point Extension register file.
1 Q[0][127:96] = S3, Q[01[95:64] = s2, Q[0][63:32] = s1, Q[0][31:0] = SO
2 Q[1]1[127:96] = S7, Q[11[95:64] = S6, Q[1]([63:32] = S5, Q[1][31:0] = S4
3
4 Q[71[127:96] = S31, Q[7]1[95:64] = S30, Q[7][63:32] = 529, Q[7][31:0] = S28

These registers map as follows:

S0-S31 D0-D15 Qo0-Q7
SO 0 N ]
st

,,,,,, I QO —
S2 o - ]
ss | - 1
S4 o N ]
S5

,,,,,, I Q1 —
S6 s N ]
s | = 1
S28 S N ]
S29

,,,,,, L Q7 —
S30 o5 - ]
S R

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

Rpppy If CP10 is enabled, access to vector register 0-7 is permitted, unless otherwise stated in the individual instruction
descriptions.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

IvpLD To reduce pressure on the vector register file, many vector instructions can use scalar arguments from the
general-purpose register file.

Applies to an implementation of the architecture Armv8.1-M onward.
Tywpz After a Warm reset, the values of Q0-Q7 are UNKNOWN.

Applies to an implementation of the architecture Armv8.1-M onward.

See also:

C1.4 Instruction set encoding information.

DDI0553B.x Copyright © 2015 - 2023 Arm Limited or its affiliates. All rights reserved. 182
ID15122023 Non-confidential



Chapter B5. Vector Extension
B5.3. Lanes

B5.3 Lanes

Rpwvp The lane width of the operation to be performed is specified by the instruction that is being executed.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
Rosse The permitted lane widths, and lane operations per beat, are:

* For a 64-bit lane size, a beat performs half of the lane operation.
* For a 32-bit lane size, a beat performs a one lane operation.

* For a 16-bit lane size, a beat performs a two lane operations.

* For an 8-bit lane size, a beat performs a four lane operations.

 Bit| 457 96 | 95 64 | 63 32 | 31 0
positions
A) 15114113 |1 12|11 |10 | 9 8 7 6 5 4 3 2 1 0
B) 7 6 5 4 3 2 1 0
C) 3 2 1 0
D) 1 0
A) 8-bit lane numbers
B) 16-bit lane numbers
C) 32-bit lane numbers
D) 64-bit lane numbers

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

See also:

Chapter C2, Instruction specification
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B5.4 Beats
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A vector instruction executes beats sequentially, from beat 0-3.

Bit position (127 96| 95 64|63 32|31 0
Beat number 3 2 1 0

Applies to an implementation of the architecture Armv8.1-M onward.

The number of beats for each tick describes how much of the architectural state is updated for each Architecture
tick in the common case. In a trivial implementation, an Architecture tick might be one clock cycle:

* In a single-beat system, one beat might occur for each tick.
¢ In a dual-beat system, two beats might occur for each tick.
* In a quad-beat system, four beats might complete for each tick.

Applies to an implementation of the architecture Armv8.1-M onward.

It is IMPLEMENTATION DEFINED how many beats are executed for each Architecture tick.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
The number of beats per tick might change at runtime and is not required to be constant.

Applies to an implementation of the architecture Armv8.1-M onward.

Multiple faults might occur within a single Architecture tick. In this case, only one fault is raised. The fault that is
generated is determined using the following priorities:

* The fault from the oldest instruction takes priority.
* If multiple faults are associated with the oldest faulting instruction, the fault that was generated by the lowest
numbered Beat takes priority.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

An exception can be taken on any beat of a vector instruction. RETPSR.ECI in the exception stack frame stores
information about how many beats of the instruction at the return address and how many beats of the subsequent
instruction have been executed.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

When the execution of a beat-wise instruction raises a MemManage, BusFault, or SecureFault as a result of SAU
or IDAU permission violations, the Fault Address Register associated with the exception is permitted to report any
address associated with any lane of the instruction, including lanes predicated false, if all of the following are true:

 The lane associated with the address being reported belongs to the same beat as the lane that caused the fault.
e The address being reported is in the same 32-byte naturally-aligned address range as the lane that caused the
fault.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

If multiple lanes of a beat-wise instruction raise a MemManage, BusFault, or SecureFault as a result of SAU or
IDAU permission violations within a single Architecture tick, it is IMPLEMENTATION DEFINED which lane’s fault
is raised.

Regardless of which lane’s fault is raised, a valid ECI value must be generated, and the ECI value must be consistent
with the updates made to other architecture state, for example the Q or R register values.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
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T 7Bkx A dual-beat overlap system implies that the last two beats of a vector instruction can overlap with the first two
beats of the next vector instruction.
Applies to an implementation of the architecture Armv8.1-M onward.
IonLs The following is an example of a dual-beat system where two beats are executed per Architecture tick. The figure
labels are:
Tick Architecture tick.
A0-A3 Beats of the vL.DRW instruction.
B0-B3 Beats of the vMuL instruction.
C0-C3 Beats of the vsHR instruction.
L , Tick | o | 1 | 2 | 3 | 4 | 5
Vector instructions not overlapping | | | | | |
VLDRW.U32 Q1, [RO],#16 AO|A1[A2|A3 : !
VMUL.I32 Q0, Q1, Q2 1 1 B0|B1[B2[B3 : :
VSHR.U32 Q0, Q0, #1 | | | ‘ co[c1]cz]c3
Vector instructions overlapping
VLDRW.U32 Q1, [RO],#16 AO0|AT|A2|A3 |
VMUL.I32 QO0, Q1, Q2 | BO|B1|B2|B3 |
VSHR.U32 QO0, QO0, #1 i ! colc1lczlcs
EPSR.ECI explains how beats are captured in the ECI field.
Applies to an implementation of the architecture Armv8.1-M onward.
Rywep The PE can resume execution of an exception continuable instruction from any valid ECI value, even if the PE
cannot generate all the ECI values.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
RKkrur Instructions that are subject to beat-wise execution can only overlap if they are consecutive in the execution order.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
Rrxce The architecturally visible overlap of instructions is only permitted for instructions subject to beat-wise execution
if:
* The overlap does not violate data dependencies between instruction beats.
* The overlap is not between two instructions subject to beat-wise execution that both access memory.
¢ In a low overhead loop, the overlap does not violate LR hazard.
* The overlap is not between an instruction before a BF branch point and the instruction at the target of the BE.
* An implicit LE, LETP instruction is executed at the end of a loop body when LO_BRANCH_INFO is
valid and the instruction after the implicit LE, LETP instruction in execution order is subject to beat-wise
execution.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
Tyoxr Vector instructions are permitted to overlap if the data dependency is at beat granularity and not at instruction
granularity.
Applies to an implementation of the architecture Armv8.1-M onward.
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Rprse After each Architecture tick, the architectural instruction overlap is representable by a valid EPSR.ECI value.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
See also:

B5.5.1 Loop tail predication.
B3.29 Branch future.

B3.27.6 Exception continuable instruction behavior.

Chapter C2, Instruction specification.
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B5.5 Predication/conditional execution

Rrsrp MVE includes predication that enables the independent masking of each lane within a vector operation. It supports
the following predication mechanisms:

* Loop tail predication. This eliminates the requirement for special vector tail handling code after loops where
the number of Elements to be processed is not a multiple of the number of Elements in the vector.

* VPT predication. This enables data-dependent conditions that are based on data value comparisons to mask
each vector lane separately.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

Rocry Loop tail predication and VPT predication operate separately. The resulting predication flags from each mechanism
are ANDed together so that a lane of a vector operation is only active if both the loop tail predication and the VPT
predication conditions are true.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

See also:

B5.5.1 Loop tail predication.
B5.5.2 VPT predication.
B5.5.3 Effects of predication.

B5.5.1 Loop tail predication

Rpezn Low overhead loops can be used with vector instructions, for example with a word-based memory copy instruction.
The number of words to copy might not be a multiple of the vector length, therefore loop tail predication can
eliminate any additional tail handling steps.

MVE includes special loop tail predication instructions, WLSTP, DLSTP, LETP, and LCTP, that operate as follows:

* The source register of the loop start instruction contains the number of vector Elements that are to be
processed, instead of the iteration count.

* The loop start instruction sets FPSCR.LTPSIZE to the requested Element size. This alters the amount by
which the Element count in LR is decremented at the end of each loop iteration.

* On the last iteration of the loop, the values in LR and FPSCR.LTPSIZE determines the number of vector
lanes that are to be masked.

 After the last instruction of the last loop iteration has been executed, tail predication is disabled by setting

FPSCR.LTPSIZE to 0b100.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
Trepp The active floating-point state is defined by ActiveFPState ().

Applies to an implementation of the architecture Armv8.1-M onward.

Reosh To prevent the inadvertent creation of floating-point contexts and the predication of vector operation outside of a
loop, FPSCR.LTPSIZE behaves as follows:

* FPSCR.LTPSIZE reads as 0p100 if there is no active floating-point state.
e FPSCR.LTPSIZE is set to 0b100 if any of the following events occur:

— On the last iteration of a loop by either the execution of an LETP instruction, or by execution reaching
the end of the loop body when LO_BRANCH_INFO is valid and the floating-point context is active,
that is CONTROL.FPCA is one.

— An LCTP instruction is executed.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
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INRT;

Repas

RJHM9

Arm recommends that tail predicated loop start instructions are only used with a tail predicated loop end instruction.
Applies to an implementation of the architecture Armv8.1-M onward.

FPDSCR.LTPSIZE always reads as 0b100, and therefore the floating-point contexts that are automatically initialized
are created with predication disabled.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

The behavior of a beat-wise capable instruction that modifies LR and is within a tail predicated low overhead loop
is CONSTRAINED UNPREDICTABLE, the permitted behaviors are either of:

* An UNDEFINSTR UsageFault is generated.
* The instruction, and any adjacent instructions that are permitted to overlap, are subject to UNKNOWN
predication.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

B5.5.2 VPT predication
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Comparison-based predication is supported by vector predication blocks.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

A vector predication block is called a VPT block. A VPT block is defined as the n instructions following a VP T or
VP ST instruction, where n is the number of instructions that the VPT or VP ST instruction defines as being subject
to predication conditions. The predication conditions are stored in the VPR register. 7 is less than or equal to 4.

Applies to an implementation of the architecture Armv8.1-M onward.
The instructions in a VPT block can be subject to either the condition or to the inverse of the condition.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

A VCMP (vector) oraVCMP (floating-point) instruction can be placed inside a VPT block. vcvp
instructions update the predication flag on completion, therefore affecting the subsequent instructions in the VPT
block. The subsequent instructions in the VPT block are subject to the predicates of the VPT block and the updates
caused by the vcvp instructions. The execution of successive vcvp instructions permits the creation of complex
predication conditions.

Applies to an implementation of the architecture Armv8.1-M onward.

Allowing instructions to be subject to either the condition or the inverse of the condition enables the instructions in
both the THEN (T decorator) and the ELSE (E decorator) parts of an IF statement to be predicated with a single
VPT instruction.

Applies to an implementation of the architecture Armv8.1-M onward.
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Rywer The following table shows the VP T instruction variants, mask field encodings, and the associated decorators that
are placed on the subsequent instructions.

Instruction name Mask Number of subsequent instructions <v> instruction decorator
value to be predicated First | Second | Third | Fourth

VPT 0b1000 1 - - -
VPTT 00100 2 T T - -
VPTE 0b1100 2 T E - -
VPTTT 0b0010 3 T T T -
VPTTE 00110 3 T T E -
VPTEE 0b1010 3 T E E -
VPTET 0b1110 3 T E T -
VPTTTT 0b0001 4 T T T T
VPTTTE 0b0011 4 T T T E
VPTTEE 00101 4 T T E E
VPTTET 0b0111 4 T T E T
VPTEEE 0b1001 4 T E E E
VPTEET 0b1011 4 T E E T
VPTETT 0bl1101 4 T E T T
VPTETE 0bl111 4 T E T E

The same encoding format is used for VPST.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

Rrkxo VPR contains a MASK field for each pair of beats of a vector instruction. This permits beat-wise overlapping of
the VPT or VP ST instructions with the surrounding vector instructions.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
Rkuc The state of VPR is UNKNOWN when use of a VPT block results in CONSTRAINED UNPREDICTABLE behavior.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
Rxuor The following conditions result in CONSTRAINED UNPREDICTABLE behavior when they apply to a VPT block:
* The presence of a non-VPT compatible instruction in a VPT block. This includes:

— All instructions that are not part of MVE, with the exception of BKPT.
— MVE instructions that are marked as not being VPT compatible.

* A BF branch point within a VPT block.
* Branching into a VPT block.

» Exception return or returns from Debug state if VPR.{ MASK23, MASKO1} is not consistent with the position
returned to in the VPT block.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE. Note, Debug
state requires Halting Debug.
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Rozwz The CONSTRAINED UNPREDICTABLE behavior for a VPT block is one of the following:
e The VPT or VP ST instruction generates an UNDEFINED Instruction fault.
* The instruction that causes the CONSTRAINED UNPREDICTABLE behavior does one of the following:

— It raises an UNDEFINED Instruction fault.
— It executes normally.
— It has UNKNOWN predication applied.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

Ruxsy In a VPT block, the VPR state is only advanced after the completion of a pair of beats within a VPT compatible
instruction that is subject to beat-wise execution.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

The CONSTRAINED UNPREDICTABLE behavior for a VPT compatible instruction executed outside a VPT block
when the VPR mask is nonzero is one of the following:

e It raises an UNDEFINED Instruction fault.
* It executes normally.
It has UNKNOWN predication applied.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

Ryopr Outside of a VPT block, when VPR.{MASK32, MASKO01} is nonzero, the execution of a non-VPT compatible
instruction is not UNPREDICTABLE and does not advance VPT state.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

Rz In the case of an exception return or a return from Debug state, the instruction that exhibits the CONSTRAINED
UNPREDICTABLE behavior is defined as the instruction that is being returned to.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE. Note, Debug
state requires Halting debug.

Rupox For a BF branch point within a VPT block, the instruction that exhibits the CONSTRAINED UNPREDICTABLE
behavior can be one of the following:

* The instruction before the BF branch point.
* The instruction after the BF branch point.
* The instruction at the BF branch target address.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

For the purposes of the CONSTRAINED UNPREDICTABLE behavior described in this section, a memory location is
considered to be in VPT block until:

* The VPT or VP ST instruction has been removed.

* All the addresses that are covered by the VPT block have been invalidated in the instruction cache (if
implemented).

* A subsequent Context synchronization event has occurred.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

T xxnn There are similarities between VPT/VPR and IT/ITSTATE, but there are also some important differences as
follows:

e Unlike IT, the VPT instruction performs the actual comparison in addition to applying the result to the
subsequent instructions. As such, VPT can be considered as the vectorized combination of cmp and IT.

¢ There are multiple MASK fields in VPR that handle partial instruction execution caused by exceptions during
the overlapping of instructions.

* The MASK fields are similar to ITSTATE[3:0] and encode both the number of instructions outstanding in the
current VPT block, and whether these instructions are subject to the THEN or the ELSE condition.
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Applies to an implementation of the architecture Armv8.1-M onward.

VPR.PO contains one predication bit per 8-bit lane. The VPR mask bits cause the VPR predication bits to be
inverted if the corresponding mask bit is set to 1. The mask bits that are shifted out toggle the current predication
condition and are not part of the predication condition. The value of VPR.MASKOI affects bits[7:0] of VPR.PO
and the value of VPR.MASK?23 affects bits [15:8] of VPR.PO.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
The VPR predication bits are not inverted after executing the last instruction in a VPT block.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

The state in the VPR register can be accessed directly using VMRS, VMSR, VLDR (System Register), and
VSTR (System Register) instructions. Setting VPR using a VMSR or VLDR (System Register)
instruction does not make the instructions that follow VMSR or VLDR (System Register) part of a VPT
block.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

Execution of a VPT compatible instruction outside of a VPT block with a nonzero value in VPR.{MASK23,
MASKO1} results in CONSTRAINED UNPREDICTABLE behavior and does one of the following:

e It raises an UNDEFINED Instruction fault.
* It executes normally.
* It has UNKNOWN predication applied.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

It is IMPLEMENTATION DEFINED which of the following behaviors occur if a prohibited unprivileged read from
VPR is attempted:

¢ Returns zeroes.
e Behaves as a NOP.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

See also:

Chapter C1 Instruction Set Overview.

B5.5.3 Effects of predication
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The exact effects of a false predication value are defined in the instruction pseudocode.

Applies to an implementation of the architecture Armv8.1-M onward.

Vector predication has no effect on scalar instructions.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

For non-load instructions for vector register file writes, predication is always performed at byte level granularity,
regardless of the Element size that is specified by the vector instruction.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

For non-load instructions, the predicate flags determine if the destination register byte is updated with the new value
or if the previous value is preserved. For load instructions, where lanes are predicated false, the corresponding
parts of the destination register are set to 0.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
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Rryex

For base pointer write-back, vector predication does not affect address write-back in load and store instructions.
This applies both when the address is in a scalar register, and when it is in a vector register.

g

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

Rixnpr The predication flag determines whether a lane operation is performed. For Element sizes of more than 8 bits for
the types of instruction listed here, the LSB of the corresponding group of predicate flags determines:

* For vector operations that perform reduction across the vector and produce a scalar result, whether the value
is accumulated or not.

e For vector store instructions, whether the store occurs or not.

¢ For vector load instructions, whether the value that is loaded or whether zeros are written to that element of
the destination register.
* The setting of the FPSCR.QC saturation flags.

For predication, 64-bit vector memory load/store operations are treated as if they were a pair of 32-bit operations.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

Tcork The relation between lane width and bits in VPR.PO is as follows:

Lane width  Bits in VPR.PO

32 bits [12,8,4,0]
16 bits [14, 12, 10, 8, 6, 4, 2, 0]
8 bits [15:0]
Applies to an implementation of the architecture Armv8.1-M onward.
See also:
B5.5.1 Loop tail predication.
B5.5.2 VPT predication.
B5.5.4 IT block
Rpzpx Instructions that are subject to beat-wise execution are not permitted in IT blocks. For the exceptions to this

rule, see the decode pseudocode in the individual instruction descriptions. In these exceptional cases, beat-wise
execution is not performed and the instruction does not overlap with other instructions.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
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B5.6 MVE interleaving/de-interleaving loads and stores
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For implementations that include MVE, data streams can be interleaved and de-interleaved with strides of 2 and 4,

using vip2/vip4 and vsT2/vsT4.

Applies to an implementation of the architecture Armv8.1-M onward.

The interleaving and de-interleaving instructions always operate on 128 bits of data at a time.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.

When using vi.p4, each of the four instructions loads 128 bits of data, and partially updates the four destination
vector registers. The memory offsets and destination register sections that are accessed are arranged so that when
all four instructions have been executed, the de-interleaving operation has been performed.

Q3 [ s15=Mem[60] S13=Mem([28] | S12=Mem[12]
VLD41.32 {Q0-Q3}, [Rn] Q2 |S11=Mem[56] S9=Mem[24] | S8=Memi[8]
VLD42.32 {Q0-Q3}, [Rn] Q1 | S7=Mem[52] | S6=Mem[36] | S5=Mem][20]
VLD43.32 {Q0-Q3}, [Rn]! Qo | S3=Mem[48] | S2=Mem[32] | S1=Mem|[16]

Applies to an implementation of the architecture Armv8.1-M onward.

The assembly syntax for vip2/vip4 and vsT2/vsT4 lists the range of vector registers to be accessed. Only the
lowest numbered register is encoded in the opcode. If this register number plus the number of registers to be
accessed is greater than 7 (the highest numbered vector register) behavior is a CONSTRAINED UNPREDICTABLE
choice of the following:

* The instruction is UNDEFINED.

* The instruction is treated as a NOP.

* One or more of the vector registers become UNKNOWN. If the instruction specifies write-back, the base
register becomes UNKNOWN. No other general-purpose registers are affected.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
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Chapter B6
Pointer authentication and branch target identification Extension

This chapter specifies the optional Armv8.1-M Pointer Authentication Extension and Branch Target Identification
Extension rules. It contains the following sections:

B6.1 Implementing PAC and BTI.
B6.1.1 Pointer authentication.
B6.1.2 Branch target identification.

Applies to an implementation of the architecture Armv8.1-M onward.
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B6.1 Implementing PAC and BTI
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The PACBTI Extension is OPTIONAL.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.

If the PACBTI Extension is implemented ID_ISARS.PACBTI will read as a nonzero value.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTL.

When the PACBTI Extension is implemented, all PAC features and all BTI features must be implemented.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.

The PAC and BTI features can be independently enabled or disabled for every Security state and privilege level.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI. Note, The
Security extension is required for Secure access.
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B6.1.1 Pointer authentication

Ryrrp PAC can be enabled or disabled as follows:

* CONTROL.PAC_EN for current Security state and privileged mode.

¢ CONTROL.UPAC_EN for current Security state and unprivileged mode.
* CONTROL_S.PAC_EN for Secure state and privileged mode.

* CONTROL_S.UPAC_EN for Secure state and unprivileged mode.

* CONTROL_NS.PAC_EN for Non-secure state and privileged mode.

* CONTROL_NS.UPAC_EN for Non-secure state and unprivileged mode.

The pseudocode function PACEnabled () describes this.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI. Note, The

Security extension is required for access to Secure register variants.

Rxrip In privileged mode CONTROL.PAC_EN and CONTROL.UPAC_EN can be accessed using MSR and MRS
instructions.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.
Rycey In unprivileged mode CONTROL.UPAC_EN can be read using the MRS instruction.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTL.

Ryrr For pointer authentication, there are four 128-bit keys:

Non-secure state Secure state

Privileged PAC_KEY_P_NS PAC_KEY_P_S
Unprivileged PAC_KEY_U_NS PAC_KEY_U_S

The keys can be accessed by privileged software through the MSR and MRS instructions where:

* The register values PAC_KEY_P_3: PAC_KEY_P_2: PAC_KEY_P_1 : PAC_KEY_P_0 are concatenated
to form PAC_KEY_P.

¢ The register values PAC_KEY_U_3 : PAC_KEY_U_2: PAC_KEY_U_1 : PAC_KEY_U_0 are concatenated
to form PAC_KEY_U.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI. Note, The

Security extension is required for access to Secure register variants.

Repow For the Pointer authentication instructions, it is IMPLEMENTATION DEFINED whether the encrypted value is
generated using:

* The 5-round variant of the QARMA algorithm, known as QARMADS, as described in The QARMA Block
Cipher Family, Roberto Avanzi, Qualcomm Product Security Initiative, when the value of ID_ISARS.PACBTI
is 0b0001.

e An IMPLEMENTATION DEFINED algorithm when the value of ID_ISARS5.PACBTI is 0b0010.

¢ The 3-round variant of the QARMA algorithm, known as QARMAZ3, as described in The QARMA Block
Cipher Family, Roberto Avanzi, Qualcomm Product Security Initiative, when the value of ID_ISARS.PACBTI
is 0b0100.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.
Ripre When an IMPLEMENTATION DEFINED algorithm is used, the following applies:

e The algorithm must use the same input arguments as the ComputePAC () function.
e The algorithm must provide the same result when:
— The same arguments are passed to the algorithm (values in the registers and keys).
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— The PE is executing at the same Security and privilege level.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.

The IMPLEMENTATION DEFINED algorithm is permitted to apply further cryptographic rounds based on the
Security and privilege level of the PE. Using the same input arguments and key values at different Security and
privilege levels might produce different results.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.
The following functions describe the QARMA algorithms supported by the PACBTI Extension:

* ComputePAC ()

e PACCellInvShuffle()

* PACCellShuffle ()

* PACInvSub ()

e PACMult ()

* PACSubQ3 ()

* PACSubQ5 ()

* RotCell ()

* TweakCellInvRot ()

e TweakCellRot ()

* TweakInvShuffle ()

e TweakShuffle ()
Arm recommends that the QARMA family of algorithms should be used for pointer authentication.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.
The PAC is generated by PACBTI, PAC, and PACG instructions.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.
The input arguments of the pseudocode function ComputePAC () are:

* Most significant bits of the 32-bit pointer/address/data are zero extended to 64 bits.
* Most significant bits of the 32-bit modifier are zero extended to 64 bits.
* The 128-bit cryptographic key.

The pseudocode function CreatePAC () describes this.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.

If a PAC authentication instruction fails to validate the PAC an INVSTATE UsageFault is generated. The fault
will be generated if any of the input arguments used for generating the PAC are modified before validating the
PAC, any of the three general-purpose registers or the cryptographic key. Instructions AUT, BXAUT, and AUTG
authenticate PAC.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.
When PACEnabled () is FALSE:

* PAC generating instructions do not create the PAC and do not update any registers. Any other functionality
provided by the instructions is unaffected.

* PAC authentication instructions do not validate the PAC and do not generate the INVSTATE UsageFault.
Any other functionality provided by the instructions is unaffected.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.
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The output of the cryptographic algorithm is a 32-bit PAC, so it is possible for different combinations of input
arguments and cryptographic keys to produce an identical PAC. This type of cryptographic collision cannot be
detected by the PAC authentication instructions and an INVSTATE UsageFault will not be generated.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.

The PACBTI Extension does not distinguish between privileged Thread mode execution and Handler mode
execution. For example, a pointer authenticated in Handler mode can be validated in privileged Thread mode
without generating an INVSTATE UsageFault.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.
There is no architectural restriction on the number of instructions that can be executed between:
* An instruction that generates PAC and an instruction that validates PAC. For example, PAC and AUT.
* An instruction that validates PAC and the return instruction. For example, AUT and BX.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.

Arm recommends that between the authentication of a pointer and any subsequent reference to that pointer, the
unprotected pointer should not be saved and restored from memory.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.

The IT state is not advanced if a PAC validation instruction which is permitted in an IT block fails the pointer
comparison and generates an INVSTATE UsageFault.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.

Examples of using PAC are shown below.

0N AW~
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30
31
32
33
34
35
36

LDR R4, =funcl // Load function address.
BLX R4 // Call function which is protected by PAC-AUT.
retl:
MOV R1, #AA // #AA value stored in Rl register.
MOV R2, #BB // #BB value stored in R2 register.
LDR R4, =func2
BLX R4 // Call function which is protected by PAC-AUT.
ret2:
AUTG RO, R1, R2 // Validate RO, R1l, and R2 registers. If any of the
// values or the secret key have changed, then an
// INVSTATE UsageFault is generated.
// Not supported on legacy implementations.
funcl:
PAC R12, LR, SP // Computes the cryptographic code using LR, SP, and
// a secret key, then stores it in R12.
// This instruction works on legacy implementations.
PUSH {R4-R6, R12, LR} // Stack LR if it needs to be used before the AUT.
... // Function body.
POP {R4-R6, R12, LR} // Restore the value of LR before authenticating.
AUT R12, LR, SP // Computes PAC using LR, SP, and a secret key, and
// then compares it against the value in R12.
// If the two values match then the LR is validated,
// otherwise an INVSTATE UsageFault is generated.
// This instruction works on legacy implementations.
BX LR // Return to 'retl'.
func2:
PAC R12, LR, SP // Calculate PAC for LR.
PACG RO, R1, R2 // Calculate PAC where desired value is in R1 (#AA).
// The modifier value is in R2 (#BB).
// Computed PAC is stored in RO register.
// Not supported on legacy implementations.
. // Function body.
BXAUT R12, LR, SP // Validate LR and branch to LR ('ret2').
// Not supported on legacy implementations.
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Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.

See also:

B3.4 Special-purpose CONTROL register
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B6.1.2 Branch target identification
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BTI can be enabled or disabled as follows:

* CONTROL.BTI_EN for current Security state and privileged mode.

* CONTROL.UBTI_EN for current Security state and unprivileged mode.
e CONTROL_S.BTI_EN for Secure state and privileged mode.

* CONTROL_S.UBTI_EN for Secure state and unprivileged mode.

* CONTROL_NS.BTI_EN for Non-secure state and privileged mode.

* CONTROL_NS.UBTI_EN for Non-secure state and unprivileged mode.

The pseudocode function BTIEnabled () describes this.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI. Note, The

Security extension is required for access to Secure register variants.

In privileged mode CONTROL.BTI_EN and CONTROL.UBTI_EN can be accessed using MSR and MRS
instructions.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.

In unprivileged mode CONTROL.UBTI_EN can be read using the MRS instruction.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTL.

When BTI is enabled for the target Security and privilege state then any instruction that sets EPSR.B or
LO_BRANCH_INFO.BTT to one is referred to as a BTI setting instruction. BTIEnabled () describes this.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.

Any instruction that clears EPSR.B to zero is referred to as a BTI clearing instruction.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.
EPSR.B is automatically stacked and cleared to zero on exception entry and restored on exception return.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.
EPSR.B is not stacked and cleared to zero as a part of the FNC_RETURN stack frame.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.

If BTT is enabled then EPSR.B is set to one when any of the following BTI setting instructions are executed:

e BLX.
¢ BLXNS.
* When the register holding the branch address is not the LR:
- BX.
— BXNS.
* When the address is loaded into the PC:
— LDR (register).
— IDR (literal).
* When the address is loaded into the PC and the base address register is either not the SP or the SP and
write-back of the SP does not occur:
— LDR (immediate).
- LDM, LDMIA, LDMED.
- LDMDB, LDMEA.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.
The LO_BRANCH_INFO.BTI bit is set to one when any of the following BTT setting instructions are executed:

e BFLX.
* When the register holding the branch address is not the LR:
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- BFX.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.
When the BTI setting Branch Future branch is taken, EPSR.B is set to one when all of the following are true:

e BTIEnabled () is TRUE.
* LO BRANCH_INFO.BTI is set to one.
* LO_BRANCH_INFO.VALID is set to one.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.

The pseudocode functions Hand1eLO (), Get InstrExecState (), and InstructionAdvance () show
how a BTI setting Branch Future instruction sets EPSR.B to one.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.

Any instruction that is not BTI setting and sets the LO_BRANCH_INFO.VALID bit to one must also clear the
LO_BRANCH_INFO.BTI bit to zero. For example, the LE and LETP instructions.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.

The BXAUT instruction is not a BTT setting instruction regardless of which register is used as the branch target.
Equivalent behavior with BTT setting can be achieved through an AUT or AUTG instruction followed by a BX
instruction.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTL.

The POP (single register), which is an alias of LDR (immediate), and POP (multiple
registers), which is an alias of LDM, LDMIA, LDMFD, are not BTI setting instructions.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.

For transitions from Non-secure to Secure state, if the SG instruction is targeted by a BTI setting branch then the
CONTROL.BTI_EN and CONTROL.UBTI_EN bits associated with the Security state of that branch determine
whether the EPSR.B is set.

The SG instruction is BTT clearing, so if EPSR.B is set, it will be cleared even if BTI is not enabled.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI & & S.

For transitions from Secure to Non-secure state, if the transition is caused by a BTI setting branch, for example
BXNS, then the CONTROL_NS.BTI_EN and CONTROL_NS.UBTI_EN bits will be checked to determine whether
the EPSR.B is set.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI && S.
The following instructions are BTI clearing:

e BTI.
* SG.
e PACBTI.

If the EPSR.B is set, the BTI clearing instructions will clear it to zero even if BTI is not enabled.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.

When PAC functionality is required but creating a landing pad using PACBTT is undesirable then either a PAC or
PACG instruction can be used.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.

‘When the BKP T instruction is executed and EPSR.B is one then EPSR.B is not cleared to zero and an INVSTATE
UsageFault is not generated.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTL.
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Tyyze Examples of using BTI are shown below.
1 // Current Security state is Non-secure
2 LDR R4, =testBti // Load function address.
3 LDR R3, =retl
4 BLX R4 // BTI is enabled for Non-secure state, set EPSR.B.
5 retl:
6 BTI // BTI clearing instruction.
7 LDR R4, =funcTestBti
8 BLX R4 // Set EPSR.B.
9 ret2:
10 LDR R4, =nscBti
11 BLX R4 // Target address is in NSC region, set EPSR.B.
12 end:
13 ...
14 // Function in Non-secure state.
15 testBti:
16 BTI // BTI clearing instruction, valid entry point.

——
e BEN]
~ >~
~ >~

BYX R3 //

[
[=3\=)
~
~

LR not used for return, so PAC-AUT is not required.
But using LR would be recommended in this scenario.
Branch to 'retl'. LR is not used, so the branch
target must be a BTI clearing instruction.

21 // Function in Non-secure state.
22  funcTestBti:
23 PACBTI R12, LR, SP //

[N
[N
~ ~
~ >~

BXAUT R12, LR, SP //

[\SEESINS]
[ BN IeN
IS
~ O~

BTI clearing instruction, valid entry point.
Stacking and unstacking R12, LR, and SP is safe
as any corruption will be detected by BXAUT.
Validate LR and return to 'ret2', address in LR.
The combined authenticate and branch instruction
is not backwards compatible with legacy software.

Since BTI is enabled, a BTI clearing instruction
is required.
Does not set BTI, uses FNC_RETURN.

Clear BTI, regardless of the Secure BTI settings.
Call Secure function.

BTI clearing PAC is not required.

29 // Function in Non-secure state.
30 leafFunc:

31 BTI //
32 C. //
33 BX leafRet //
34 e

35 // Non-secure Callable region.
36 nscBti:

37 SG //
38 B secure //
39 e

40 // Function in Secure state.
41 secure:

42 PAC R12, LR, SP //
43 c.

44 LDR R6, =leafFunc

45 BLXNS R6 //

B
~N o
~
~

leafRet:

& B
N=je)
~
~

AUT R12, LR, SP //

Call Non-secure function.
Instruction implicitly checks BTI settings for the
current privilege state in CONTROL_NS.

BTI clearing instruction not required.

50 Validate LR.
51 // Stacking and unstacking LR and SP is not safe.
52 ce // Corruption of the registers will not be detected.
53 BXNS LR // Branch to 'end'. Does not set BTI.
Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - PACBTI.
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This chapter specifies the Armv8-M memory model architecture rules. It contains the following sections:

B7.1 Definition of the Armv8 memory model.
B7.2 Atomicity.

B7.3 Memory accesses.

B7.4 Address space.

B7.5 Endianness.

B7.6 Alignment behavior.

B7.7 Concurrent modification and execution of instructions.

B7.8 Access rights.

B7.9 Normal memory.

B7.10 Cacheability attributes.
B7.11 Device memory.

B7.12 Device memory attributes.
B7.13 Shareability attributes.
B7.14 Shareability domains.
B7.15 Memory access restrictions.

B7.16 Mismatched memory attributes.

B7.17 Load-Exclusive and Store-Exclusive accesses to Normal memory.
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B7.18 Load-Acquire and Store-Release accesses to memory.
B7.19 Caches.

B7.20 Cache identification.

B7.21 Cache visibility.

B7.22 Cache coherency.

B7.23 Cache enabling and disabling.

B7.24 Cache behavior at reset.

B7.25 Behavior of Preload Data (PLD) and Preload Instruction (PLI) instructions with caches.
B7.26 Branch predictors.

B7.27 Cache maintenance operations.

B7.28 Ordering of cache maintenance operations.

B7.29 Branch predictor maintenance operations.
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B7.1 Definition of the Armv8 memory model

T orek This section describes observation and ordering in the Armv8 memory model. It contains the following subsections:

e B7.1.1 Locations.

e B7.2.3 Ordering and observability.

» B7.2.5 Ordering constraints.

* B7.2.7 External ordering constraints.

¢ B7.2.6 Completion and endpoint ordering.
e B7.2.9 Memory barriers.

Applies to an implementation of the architecture Armv8.0-M onward.

B7.1.1 Locations

T ke The Armv8 memory model provides a set of definitions that are used to constrain the permitted sequences of
accesses to memory. The Armv8 memory model defines:

* The ordering of observation of memory accesses between different Observers.

* The ordering of arrival of memory accesses arriving at an endpoint.

* The mechanisms to control the ordering of observation of memory accesses and the arrival of memory
accesses at an endpoint.

Applies to an implementation of the architecture Armv8.0-M onward.

Locations, memory effects, and observers

Location

Rezuz A Location is a single byte that is associated with an address in the physical address space.
Applies to an implementation of the architecture Armv8.0-M onward.

Iipmp As part of its execution, an instruction might generate memory effects. Observers in the system might observe the
memory effects of that instruction on a Location.

Applies to an implementation of the architecture Armv8.0-M onward.

Effects

Rxryvx The Effects of an instruction can be:

* Register effects.

e Memory effects.

* Barrier effects.

* Branching effects.

The effects of an instruction I; are said to appear in program order before the effects of an instruction I, if and only
if I} occurs before I, in the order specified by the program. Each effect generated by an instruction has a unique
identifier, which characterizes it among the events generated by the same instruction.

Applies to an implementation of the architecture Armv8.0-M onward.
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Register effects

The Register effects of an instruction are register reads or register writes of that instruction.
Applies to an implementation of the architecture Armv8.0-M onward.

For an instruction that accesses registers, a register read effect is generated for each register read by the instruction
and a register write effect is generated for each register written by the instruction. An instruction may generate
both read and write Register effects.

Applies to an implementation of the architecture Armv8.0-M onward.
Memory effects

The memory effects of an instruction are the read, write, or barrier effects of that instruction.
Applies to an implementation of the architecture Armv8.0-M onward.
For an instruction that accesses memory:

* A read effect is generated for each Location that is read by the instruction.
» A write effect is generated for each Location that is written by the instruction.

Applies to an implementation of the architecture Armv8.0-M onward.
An instruction can generate both read and write effects.
Applies to an implementation of the architecture Armv8.0-M onward.

The memory effects of an instruction I; are said to appear in program order before the memory effects of instruction
I, if and only if I; occurs before I, in program order.

Applies to an implementation of the architecture Armv8.0-M onward.

For the purposes of describing the Armv8 memory model, all read and write effects access only Normal memory
Locations in a common Shareability domain. Where this section refers to a read, write, or memory barrier without
any qualification, then it is referring to the corresponding memory effect.

Applies to an implementation of the architecture Armv8.0-M onward.
Branching effects

The Branching effects of an instruction are effects which correspond to a branching decision being taken.
Applies to an implementation of the architecture Armv8.0-M onward.
Conditional and compare-and-swap instructions do not create Branching effects.

Applies to an implementation of the architecture Armv8.0-M onward.

Intrinsic order

There is a per-instruction Intrinsic order relation that provides a partial order over the effects of that instruction,
according to the operation of that instruction.

Applies to an implementation of the architecture Armv8.0-M onward.
Observer

An Observer refers to either a PE, or some other memory accessing agent that can generate reads from or writes to
memory.
Applies to an implementation of the architecture Armv8.0-M onward.
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Overlapping accesses

Rosen Two memory effects overlap if and only if they access the same location.

Applies to an implementation of the architecture Armv8.0-M onward.

Common Shareability domain

Rrzrr A common Shareability domain for a program is the smallest Shareability domain that contains all of the active
Observers of the memory effects generated by a program.

Applies to an implementation of the architecture Armv8.0-M onward.
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B7.2 Atomicity

B7.2.1 Single-copy atomicity

Ryork Single-copy atomic memory access operations generated by different observers have the following properties:

1.

For a pair of single-copy atomic write operations W and W, with at least one overlapping location, if any of
the overlapping writes generated by W are coherence-after the corresponding writes generated by W5, then
all of the overlapping writes generated by W are coherence-after the corresponding writes generated by W.

. For a single-copy atomic read operation R; that has at least one overlapping location with a single-copy

atomic write operation W5, if one of the overlapping reads generated by R; reads-from one of the overlapping
writes generated by W, then none of the overlapping writes generated by W, are coherence-after the
corresponding overlapping reads generated by R;.

Applies to an implementation of the architecture Armv8.0-M onward.

Rsgsyg For explicit memory accesses the following rules apply:

A read that is generated by a load instruction that loads a single general-purpose register and is aligned to the
size of the read in the instruction is single-copy atomic.

A write that is generated by a store instruction that stores a single general-purpose register and is aligned to
the size of the write in the instruction is single-copy atomic.

Reads that are generated by a Load Pair instruction that loads two general-purpose registers and is aligned to
the size of the load to each register are treated as two single-copy atomic reads, one for each register being
loaded.

Writes that are generated by a Store Pair instruction that stores two general-purpose registers and are aligned
to the size of the store of each register are treated as two single-atomic writes, one for each register being
stored.

Load-Exclusive Pair instructions of two 32-bit quantities and Store-Exclusive Pair instructions of two 32-bit
quantities are single-copy atomic.

Reads to SIMD and floating-point registers of a single 32-bit or smaller quantity that is aligned to the size of
the quantity being read are treated as single-copy atomic.

Writes from SIMD and floating-point registers of a single 32-bit or smaller quantity that is aligned to the size
of the quantity being stored are treated as single-copy atomic.

Applies to an implementation of the architecture Armv8.0-M onward. Note, FP required for Floating-point register file, SO-S31
and DO-D16. SIMD instructions require DSP.

Rkpvx If MVE is implemented, the following rules apply for explicit memory accesses:

Element reads to SIMD and floating-point registers of 32-bit or smaller elements, where each element is
aligned to the size of the quantity being loaded, have each element treated as a single-copy atomic read.

Element writes from SIMD and floating-point registers of 32-bit or smaller elements, where each element is
aligned to the size of the quantity being stored, have each element treated as a single-copy atomic store.

Reads to SIMD and floating-point registers of a 64-bit value that is 64-bit aligned in memory are treated as a
pair of single-copy atomic 32-bit reads.

Writes from SIMD and floating-point registers of a 64-bit value that is 64-bit aligned in memory are treated
as a pair of single-copy atomic 32-bit writes.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - MVE.
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All accesses to a single byte are single-copy atomic.
Applies to an implementation of the architecture Armv8.0-M onward.

All other memory accesses are treated as streams of accesses to bytes, and no atomicity between accesses to bytes
is ensured by the architecture.

Applies to an implementation of the architecture Armv8.0-M onward.

If, according to these rules, an instruction is executed as a series of accesses exceptions, including interrupts, can be
taken during that sequence, regardless of the memory type being accessed. If any of these exceptions are returned
from using their preferred return address, the instruction that generated the sequence of accesses is re-executed,
and so any access performed before the exception was taken is repeated.

Applies to an implementation of the architecture Armv8.0-M onward.

B7.2.2 Multi-copy atomicity

Ircuk

R\ BGB

In a multiprocessing environment, writes to memory are multi-copy atomic if and only if all of the following are
true:

* All writes to the same location are observed in the same order by all Observers, although some of the
Observers might not observe all of the writes.

¢ A read of a location does not return the value of a write to that location until all Observers have observed that
write.

Applies to an implementation of the architecture Armv8.0-M onward.

Writes to Normal memory are not required to multi-copy atomic.

Applies to an implementation of the architecture Armv8.0-M onward.

Writes to Device memory with the Gathering attribute are not required to be multi-copy atomic.

Applies to an implementation of the architecture Armv8.0-M onward.

Writes to Device memory with the non-Gathering attribute that is single-copy atomic are also multi-copy atomic.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:

B7.11 Device memory.

B7.9 Normal memory.

B7.18 Load-Acquire and Store-Release accesses to memory.
B7.6 Alignment behavior.

B7.2.5 Ordering constraints.

B7.2.3 Ordering and observability

Iy
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The Armv8 memory model permits reordering of memory accesses. This description defines the constraints on the
reordering of memory accesses using:

» Register value dependencies to establish order between instructions on a PE.
* Ordering constraints to establish order between accesses to a Location.

Applies to an implementation of the architecture Armv8.0-M onward.
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The Armv8 memory model defines the following dependencies between instructions:

* Dependency through registers.
* Address dependency.

 Data dependency.

* Control dependency.

Applies to an implementation of the architecture Armv8.0-M onward.

Dependency through registers
A Dependency through registers from first effect E; to a second effect E, exists with a PE if and only if at least on
the of the following applies:

* E; is a register write, W, which has been generated by a Store Exclusive, E; is a register read R, and R,
reads-from-register W.

* E; and E; have been generated by the same instruction and E; is before E, in the Intrisic Order of that
instruction.

* There is a Dependency through registers from E; to a third effect E3, and there is a Dependency through
registers from Ej; to E,.

Applies to an implementation of the architecture Armv8.0-M onward.
Address dependency

An address dependency from a memory read R; to a Memory effect, RW,, exists if and only if there is a Dependency
through registers from R, to a Register effect, E5 generated by RW,, and E; affects the address part of RW,, and
either:

* RW; is a memory write effect W.

* RW; is a memory read effect, R,, and there is no branching effect on D4 such that there is a Dependency
through registers from R; to D4 and from D4 to R;.

Applies to an implementation of the architecture Armv8.0-M onward.
Data dependency
A data dependency from a read R, to a subsequent write W exists if and only if there is a register dependency

from the data value returned by R, to the data value written by W5.

Applies to an implementation of the architecture Armv8.0-M onward.
Control dependency

A Control dependency from a memory read R; to a Memory effect RW, exists if and only if either:

* There is a Dependency through registers from R; to a branching effect B, and B3 is in program order before
RW,.

* There is a Dependency through registers from R; to the determination of a synchronous exception on an
instruction generating an effect RW3, and RW, appears in program order after RWj.

Applies to an implementation of the architecture Armv8.0-M onward.
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B7.2.4 Ordering and observability at a Location

Txomw Memory effects on a Location have the following relations:

* Reads-from-register.
¢ Reads-from.

* Local-read-successor.
* Local write successor.
» Data dependency.

* Coherence order.

¢ Coherence-after.

e Completion.

* Global completion.

* Overlapping accesses.
* Observed-by.

* DMB

Applies to an implementation of the architecture Armv8.0-M onward.
Reads-from-register

Ryoxr The reads-from-register relation couples reads and writes to the same register such that each register read is paired
with exactly one register write in the execution of a program. A read R, Reads-from-register a write W to the
same register if and only if R; takes its data from W;. By construction W; must be in program order before R, and
there must be no intervening write to the same register in program order between W; and R;.

Applies to an implementation of the architecture Armv8.0-M onward.
Reads-from

Reusk A reads-from relation that couples reads and writes to the same Location so that each read is paired with a single
write in the program. A read R, of a Location reads-from a write W to the same Location if and only if R, takes
its data from W;.

Applies to an implementation of the architecture Armv8.0-M onward.
Tuvncw The reads-from relation represents a read being satisfied by a write and then returning the written data.

Applies to an implementation of the architecture Armv8.0-M onward.
Local-read-successor

Rszne A read from R, of a Location is the Local-read-successor of a write from W, from the same Observer to the same
Location if and only if W appears in program order before R, and there is not a write from W3 from the same
Observer to the same Location appearing in program order between W and R;.

Applies to an implementation of the architecture Armv8.0-M onward.
Local write successor

RrrJo A write W, of a Location is the Local write successor of a write W; from the same Observer to the same Location
if and only if W, appears in program order before W5.

Applies to an implementation of the architecture Armv8.0-M onward.
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Data dependency
A Data dependency from a memory read, R, to a memory write, W5, exists if and only if there is a dependency
through registers from R; to a register effect, E;, generated by W, and E; affects the data part of W.

Applies to an implementation of the architecture Armv8.0-M onward.

Coherence order

A coherence order relation for each Location in the program that provides a total order on all writes from all
coherent Observers to that Location, starting with a notional write of the initial value.

Applies to an implementation of the architecture Armv8.0-M onward.

The coherence order of a Location represents the order in which writes to the Location arrive at memory.

Applies to an implementation of the architecture Armv8.0-M onward.

Coherence-after

A write W, to a Location is Coherence-after another write W to the same Location if and only if W5, is sequenced
after W, in the coherence order of the Location.

Applies to an implementation of the architecture Armv8.0-M onward.

A write W to a Location is Coherence-after a read R; of the same Location if and only if R; reads-from a write
‘W3 to the same Location and W, is Coherence-after W3.

Applies to an implementation of the architecture Armv8.0-M onward.
Completion
A read R; of a Location by an Observer is Complete when a write to the same Location by a different Observer is
Coherence-after R;.
Applies to an implementation of the architecture Armv8.0-M onward.
A write W to a Location by an Observer is Complete when both:
1. A write to the same Location by a different Observer will be Coherence-after Wj.

2. A read to the same Location by a different Observer will be Read-from a write that is Coherence-after W.

Applies to an implementation of the architecture Armv8.0-M onward.

Global completion

A reads-from R of a Location by an Observer is Globally complete if it is Complete and the write that it reads-from
is also Complete.

Applies to an implementation of the architecture Armv8.0-M onward.

A write W, to a Location by an Observer is Globally complete if it is Complete.

Applies to an implementation of the architecture Armv8.0-M onward.
Overlapping accesses

Two memory effects overlap if and only if they access the same Location. Two instructions overlap if and only if
one or more of their generated memory effects overlap.
Applies to an implementation of the architecture Armv8.0-M onward.
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Observed-by

A read or a write RW; from an Observer is Observed-by a write W, from a different Observer if and only if W, is
coherence-after RWj.

Applies to an implementation of the architecture Armv8.0-M onward.

A write W from an Observer is observed-by a read R, from a different Observer if and only if R, reads-from W;.
Applies to an implementation of the architecture Armv8.0-M onward.

The observed-by relation only relates accesses generated by different Observers.

Applies to an implementation of the architecture Armv8.0-M onward.
DMB SY

Unless a specific Shareability domain is defined, a DMB SY applies to the Common shareability domain.
Applies to an implementation of the architecture Armv8.0-M onward.
All properties that apply to DMB SY also apply to the corresponding DSB.

Applies to an implementation of the architecture Armv8.0-M onward.
Context synchronization instruction

A Context synchronization instruction is one of the following:

* An ISB instruction.
* An instruction that generates a synchronous exception.

Applies to an implementation of the architecture Armv8.0-M onward.
B7.2.4.1 Ordering relations
In addition to the ordering relations for a single Location, the Armv8 memory model also provides ordering

relations to describe the ordering of memory effects to multiple Locations.

Applies to an implementation of the architecture Armv8.0-M onward.
Dependency-ordered-before

A dependency creates externally-visible order between a read and another memory effect generated by the same
Observer. A read R, is dependency-ordered-before a read or write RW, from the same Observer if and only if R,
appears in program order before RW; and any of the following cases apply:

* There is an address dependency or a data dependency from R; to RW,.
* RW, is a write W, and there is a control dependency from R; to W».

* RW, is aread R, generated by an instruction appearing in program order after an instruction I5 that generates
a Context synchronization event, and there is a dependency through registers from R; to I.

* RW, is a write W, appearing in program order after a read or a write RW3 and there is an address dependency
from R; to RW3.

* RW, is a local-read-successor R, of a write, W3, and there is a address dependency or data dependency from
R, to ws.

Applies to an implementation of the architecture Armv8.0-M onward.
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Atomic-ordered-before

Ruyxvi Load-Exclusive and Store-Exclusive instructions provide some ordering guarantees, even in the absence of
dependencies. A read or a write RW is atomic-ordered-before a read or a write RW, from the same Observer if
and only if RW, appears in program order before RW, and either of the following cases apply:

* RW, is aread R; and RWj;, is a write W, so that R; and W, are generated by an atomic instruction or a
successful Load-Exclusive/Store-Exclusive instruction pair to the same Location.

* RW, is a write W, generated by an atomic instruction or a successful Store-Exclusive instruction and RW is
aread R, generated by an instruction with Acquire or AcquirePC semantics so that R, reads-from W;.

Applies to an implementation of the architecture Armv8.0-M onward.
Single-copy-atomic-ordered-before
Rprpv A read R is single-copy-atomic-ordered-before another read R, if and only if all of the following statements are

true:

¢ R and R, are reads from the same instruction.
¢ R; is not a local-read-successor of a write.
¢ R, is a local-read-successor of a write.

Applies to an implementation of the architecture Armv8.0-M onward.
Barrier-ordered-before

Rexpo Barrier instructions order prior memory effects before subsequent memory effects generated by the same Observer.
A read or a write RW| is barrier-ordered-before a read or a write RW, from the same Observer if and only if RW;
appears in program order before RW; and any of the following cases apply:

* RW, appears in program order before a DMB that appears in program order before RW,.

¢ RW, appears in program order before an atomic instruction with both Acquire and Release that semanitcs
that appears in program order before RW,.

* RW) is a write W generated by an instruction with Release semantics and RW, is a read R, generated by an
instruction with Acquire semantics.

* RW, isaread R; and R; is generated by an instruction with Acquire semantics.
* RW,; is a write W, and W, is generated by an instruction with Release semantics.

Applies to an implementation of the architecture Armv8.0-M onward.
Locally-ordered-before

Rzors Dependencies, Local write successor, Load/Store-Exclusive, atomic, and barrier instructions can be composed
with an Observer to create externally-visible order. A read or write RW is locally-ordered-before a read or write
RW, from the same Observer if and only if any of the following apply:

* RW, is a write, W, and RW, is a write, W5, that is equal to or generated by the same instruction as a
local-write-successor of RWj.

* RW, is dependency-ordered-before RW,.
¢ RW, is atomic-ordered-before RW,.
e RW, is barrier-ordered-before RW,.
* RWj is locally-ordered-before RW,.
Applies to an implementation of the architecture Armv8.0-M onward.
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Ordered-before

An arbitrary pair of memory effects is ordered if it can be linked by a chain of ordered accesses consistent with
external observation. A read or a write RW| is ordered-before a read or a write RW; if and only if any of the
following cases apply:

* RW, is observed-by RW3; which is generated by the same instruction as RW5.
* RWj is locally-ordered-before RW,.
¢ RW, is ordered-before a read or write that is ordered-before RW,.

Applies to an implementation of the architecture Armv8.0-M onward.

For a read or write, RW, from an Observer that is ordered before a read or a write, RW, from a different
Observer, the External visiblity requirement requires that RW, is not Observed-by RW,. This means that
architecturally-well-formed execution must not exhibit a cycle in the Ordered-before relation.

Applies to an implementation of the architecture Armv8.0-M onward.

Informally, if a memory effect, M, from an Observer appears in program order before a memory effect, M,, from
the same Observer, then M; will be seen to occur before M, by all Observers in the system.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:

Chapter B9 Synchronization and Semaphores

B7.2.5 Ordering constraints
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Other-multi-copy atomic

In an other-multi-copy atomic system, it is required that a write from an Observer, if observed by a different
Observer, is then observed by all other Observers that access the Location coherently. It is, however, permitted for
an Observer to observe its own writes prior to making them visible to other Observers in the system.

Applies to an implementation of the architecture Armv8.0-M onward.
The Armv8 memory model is described as being other-multi-copy atomic.
Applies to an implementation of the architecture Armv8.0-M onward.

The other-multi-copy atomic property of the Armv8 memory model is enforced by placing constraints on the
possible executions of a program. Those executions that meet the constraints given by the ordering model are said
to be architecturally well-formed. An implementation that is executing a program is only permitted to exhibit
behavior consistent with an architecturally well-formed execution.

Applies to an implementation of the architecture Armv8.0-M onward.
Architecturally well-formed

An architecturally well-formed execution must satisfy both of the following requirements:

* Internal visibility.
 External visibility.

Applies to an implementation of the architecture Armv8.0-M onward.
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Internal visibility requirement
For a read or a write RW that appears in program order before a read or a write RW;, to the same Location, the
internal visibility requirement requires that exactly one of the following statements is true:

¢ RW; is a write W, that is Coherence-after RW.

e RW, is a write W; and RW;, is a read R, such that either:

— R; reads-from W;.
— R, reads-from another write that is Coherence-after W.

* RW, and RW, are both reads R; and R, such that R; reads-from a write W3 and either:

— R; reads-from Wj.
— R; reads-from another write that is Coherence-after Ws.

Applies to an implementation of the architecture Armv8.0-M onward.

If a memory effect M; from an Observer appears in program order before a memory effect M, from the same
Observer, then M; will be seen to occur before M, by that Observer.

Applies to an implementation of the architecture Armv8.0-M onward.
External visibility requirement

For a read or a write RW; from an Observer that is ordered-before a read or a write RW, from a different Observer,
the external visibility constraint requires that RW, is not observed-by RW;. This means that an architecturally
well-formed execution must not exhibit a cycle in the ordered-before relation.

Applies to an implementation of the architecture Armv8.0-M onward.

If a memory effect M, from an Observer is ordered-before another memory effect M,, from a different Observer,
then M; will be seen to occur before M, by all Observers in the system.

Applies to an implementation of the architecture Armv8.0-M onward.

B7.2.6 Completion and endpoint ordering
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Interaction between Observers in a system is not restricted to communication through shared variables in coherent
memory. For example, an Observer could configure an interrupt controller to raise an interrupt on another Observer
as a form of message passing. These interactions typically involve an additional agent, which defines the instruction
sequence that is required to establish communication links between different Observers. When these forms of
interaction are used together with shared variables, a DSB instruction can be used to enforce ordering between
them.

Applies to an implementation of the architecture Armv8.0-M onward.

A read, Ry, to a Location is complete for a Shareability domain when any write to the same Location by an
Observer within the Shareability domain will be Coherence-after R;.

Applies to an implementation of the architecture Armv8.0-M onward.
A write W to a Location is complete for a Shareability domain when all of the following are true:

e Any write to the same Location by an Observer within the Shareability domain will be Coherence-after W.
* Any read to the same Location by an Observer within the Shareability domain will either reads-from W or
reads-from a write that is Coherence-after Wj.

Applies to an implementation of the architecture Armv8.0-M onward.
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A cache maintenance operation is complete for a Shareability domain when the memory effects of the instruction
are complete for that Shareability domain.

Applies to an implementation of the architecture Armv8.0-M onward.

The completion of any cache maintenance operation includes its completion on all PEs that are affected by both
the operation and the DSB instruction that is required to guarantee visibility of the maintenance operation.

Applies to an implementation of the architecture Armv8.0-M onward.

These completion rules mean that, for example, a cache maintenance operation that operates to the PoC completes
only after memory at the PoC has been updated.

Applies to an implementation of the architecture Armv8.0-M onward.

Additionally, for Device-nGnRnE memory, a read or write of a Location in a memory-mapped peripheral that
exhibits side-effects is complete only when the read or write both:

* Can begin to affect the state of the memory-mapped peripheral.
 Can trigger all associated side-effects, whether they affect other peripheral devices, PEs, or memory.

Applies to an implementation of the architecture Armv8.0-M onward.

This requirement for Device-nGnRnE memory is consistent with the memory access having reached the peripheral
endpoint.

Applies to an implementation of the architecture Armv8.0-M onward.
Peripherals
This section defines a memory-mapped peripheral and the total order of reads and writes to a peripheral which is

defined as the peripheral coherence order.

Applies to an implementation of the architecture Armv8.0-M onward.
Memory-mapped peripheral

A memory-mapped peripheral occupies a memory region of IMPLEMENTATION DEFINED size and can be accessed
using load and store instructions. Memory effects to a memory-mapped peripheral can have side-effects, such
as causing the peripheral to perform an action. Values that are read from addresses within a memory-mapped
peripheral might not correspond to the last data value written to those addresses. As such, memory effects to a
memory-mapped peripheral might not appear in the reads-from or Coherence-after relations.

Applies to an implementation of the architecture Armv8.0-M onward.

Peripheral coherence order

The peripheral coherence order of a memory-mapped peripheral is a total order on all reads and writes to that
peripheral.

Applies to an implementation of the architecture Armv8.0-M onward.

The peripheral coherence order for a memory-mapped peripheral signifies the order in which accesses arrive at the
endpoint.

Applies to an implementation of the architecture Armv8.0-M onward.

For a read or a write RW and a read or a write RW; to the same peripheral, then RW will appear in the peripheral
coherence order for the peripheral before RW, if either of the following cases apply:

* RW, and RWj, are accesses using Non-cacheable or Device attributes and RW is ordered-before RW5.
* RW, and RW, are accesses using Device-nGnRE or Device-nGnRnE attributes and RW appears in program
order before RW,.
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Applies to an implementation of the architecture Armv8.0-M onward.
Out-of-band-ordered-before

A read or a write RW| is out-of-band-ordered-before a read or a write RW,, if and only if either of the following
cases apply:

* RW, appears in program order before a DSB instruction that begins an IMPLEMENTATION DEFINED
instruction sequence indirectly leading to the generation of RW,.
e RW, is ordered-before a read or a write RW; and RW, is out-of-band-ordered-before RW,.

Applies to an implementation of the architecture Armv8.0-M onward.

If a memory effect M, is out-of-band-ordered-before a read or a write M,, then M; is seen to occur before M, by
all Observers.

Applies to an implementation of the architecture Armv8.0-M onward.

B7.2.7 External ordering constraints
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The Armv8 memory model provides the following three alternative representations of the external ordering
constraint:

 External visibility requirement.
» External completion requirement.
» External global completion requirement.

Applies to an implementation of the architecture Armv8.0-M onward.

Completes-before order
The Completes-before order is a total order that corresponds to the order in which memory effects complete within
the system. The following effects constitute a single entry in the completes-before order:

e Writes from the same instruction.
¢ Reads from the same instruction which read from external writes.
¢ Writes from the same instruction which read from the same internal write.

All other reads constitute distinct entries in the completes-before order.

Applies to an implementation of the architecture Armv8.0-M onward.
Completes-before

A read or write RW| completes-before a read or write RW, if and only if RW| appears in the completes-before
order before RW,.

Applies to an implementation of the architecture Armv8.0-M onward.
Deriving Reads-from and Coherence order from the Completes-before order

The completes-before order can be used to resolve the Reads-from relation for every memory access in the system.

Applies to an implementation of the architecture Armv8.0-M onward.
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Rio70 For a read, Ry, of a Location by an Observer, then:

e If there is a write W to the same Location from the same Observer, R; will read-from W, if all of the
following are true:

— W, appears in program order before R;.
— R; completes-before W.
— There are no writes to the same Location appearing in program order between W, and R;.

* If there is a write W, to same Location from a different Observer, R; will read-from W, if all of the following
are true:

— W, completes-before R;.

— There are no writes to the Location appearing in program order or in the completes-before order between
W2 and R1 .

* If no such write exists R; reads-from the initial value of the Location.
Applies to an implementation of the architecture Armv8.0-M onward.

Rreng The Coherence order of writes to a Location is the order in which those writes appear in the completes-before order.
The final value of each Location is determined by the final write to each Location in the completes-before order. If
no such write exists for a given Location, the final value of the Location is the initial value of the Location.

Applies to an implementation of the architecture Armv8.0-M onward.
External completion requirement
Ryrves A read or write, RW, Globally-completes-before a read or a write, RW>, if and only if any of the following are

true:

* RWj is locally-ordered-before RW,.
* RW; is aread, R,, and R; is single-copy-ordered-before R,

Applies to an implementation of the architecture Armv8.0-M onward.

B7.2.8 Globally-completes-before order

Rypsr The globally-completes-before order is a total order that corresponds to the order in which memory effects
globally-complete with the system. The following effects constitute a single entry in the globally-completes-before
order:

e Writes from the same instruction.
e Reads from the same instruction which read from external writes.
¢ Reads from the same instruction which read from the same internal write.

All other reads constitute distinct entries in the globally-completes-before order.

Applies to an implementation of the architecture Armv8.0-M onward.
Globally-completes-before

Rrpkz A read or write, RW,, globally-completes-before a read or write, RW5, if and only if RW; appears in the
globally-completes-before order before RW,.

Applies to an implementation of the architecture Armv8.0-M onward.
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Deriving reads-from and coherence order from the globally-completes-before order
The globally-completes-before order can be used to resolve the reads-from and coherence order relation for every
memory access in the system.

Applies to an implementation of the architecture Armv8.0-M onward.

A read, Ry, of a Location by an Observer reads-from its closest preceding write in the globally-completes-before
order to the same Location. If no such write exists, then R; reads-from the initial value of the Location.

Applies to an implementation of the architecture Armv8.0-M onward.

The coherence order of writes to a Location is the order in which those writes appear in the globally-completes-before
order. The final value of each Location is determined by the final write to each Location in the
globally-completes-before order. If no such write exists for a Location, the final value is the initial
value of that Location.

Applies to an implementation of the architecture Armv8.0-M onward.
External global completion requirement

For a read or write, RW/, that is locally-ordered-before a read or a write, RW», the external global completion
requirement requires that RW globally-completes-before RW, if and only if any of the following statements are
true:

* RWj is locally-ordered-before RW, and either:
— RW] is a write.
— RW, is aread, Ry, and either:

# R does not locally-read-from a write.
% R locally-read-from a write that is locally-ordered-before RW5.

* RW, is aread, R, and RW, is a read, R, and R; is single-copy-ordered-before R,.

Applies to an implementation of the architecture Armv8.0-M onward.

B7.2.9 Memory barriers
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The Arm architecture supports out-of-order completion of instructions.
Applies to an implementation of the architecture Armv8.0-M onward.
The Armv8-M architect