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1. On-Target Trace and Profiling

In this tutorial, we are using the CoreSight Access Library on a Cortex-A9-based ST-Ericsson
Snowhball board designed by Calao Systems, running Linux Ubuntu, to get a trace of instruction
execution and to profile the usage of functions within the Linux kernel itself. The user-space
example could be modified for real-time “flight-recorder” monitoring, or for post-mortem crash
analysis.

Non-Intrusive Tracing and Profiling of Linux Kernel using the CoreSight Access Library

CoreSight Trace enables you to non-intrusively collect the sequence of instructions that were
executed on the target platform - which is really useful when trying to debug thorny real-time
issues, or when trying to optimize your code.

Here is a screenshot showing the result of a trace capture - you can see the actual sequence of
instructions executed in the kernel, the corresponding function in the C source file, and which
functions occupied the most time.

Figure 1-1: Trace capture result
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In the navigational timeline, the colour coding is a heat map showing the executed instructions and
the amount of instructions each function executes in each timeline - the darker red showing more
instructions and the lighter yellow showing fewer instructions.

At a scale of 1:1 the colour scheme changes to display memory access instructions as a darker red
colour, branch instructions as a medium orange colour, and all the other instructions as a lighter
green colour.
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2. What can CoreSight trace do?

Trace is available on a variety of Arm processors, for example, the Cortex-A9 processor core can
provide a trace interface to an (optional) CoreSight Program Trace Macrocell (PTM) that allows
tracing of program flow (instructions only, not data).

The PTM outputs the raw trace information to an on-chip Embedded Trace Buffer (ETB) or in more
recent devices to an on-chip Embedded Trace FIFO (ETF), or to a parallel trace port via the Trace
Port Interface Unit (TPIU) which can be connected to external trace-capable tools.
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3. Example CoreSight System

The following diagram shows an example CoreSight system:

Figure 3-1: An example CoreSight system
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Trace data captured in ETB/ETF can be read via JTAG using probes such as the Arm DSTREAM and
Keil ULINK probes. Alternatively, trace data can be collected and stored by user code on the target
for retrieval later, without the need for any JTAG probe.

Debuggers can retrieve the captured data to display a complete trace execution history, including
branches, exceptions, and whether conditional instructions were executed or skipped. Timestamps,
Context IDs and VMIDs can also be captured on higher-end devices.

The debugger can then match the instructions executed to the source code via ELF/DWARF debug
information, to show which functions were being executed over time - code profiling. And because
CoreSight trace is completely non-intrusive, the code runs at full speed on the target - capturing
trace does not alter any timing aspects of the code, unlike other debug methods such as inserting
printf () statements.
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4. CoreSight Access Library

The CoreSight Access Library provided with DS-5 enables user code to interact directly with
CoreSight devices on your target. This allows, for example, program execution trace to be captured
in a production system without the need to have an external debugger connected.

The trace can be saved to a file on the target at run-time, and the saved trace can be retrieved later
and loaded into DS-5 Debugger for analysis.

The library supports a number of different CoreSight components on several target boards - check
the readme to see the current list. You can modify it to support other CoreSight components or
other boards. The library can be used in a bare-metal or Linux environment.

The library offers a flexible programming interface allowing a variety of use cases and
experimentation. It also offers some advantages compared to a register-level interface. For
example, it can:

e Manage any unlocking and locking of CoreSight devices via the lock register, OS Lock register,
programming bit, power-down bit.

o Attempt to ensure that the devices are programmed correctly and in a suitable sequence.

e Handle variations between devices (for example, between variants of ETM/PTMs), and where
necessary, work around known issues.

e Become aware of the trace bus topology and will generally manage trace links automatically.
For example enabling only funnel ports in use.

e Manage “claim bits” that coordinate internal and external use of CoreSight devices.
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5. Using the CoreSight Access Library
Example

An example Linux application, called tracedemo is provided in DS-5 that uses the CoreSight Access
Library. As it runs, tracedemo creates several files on the target, including the captured trace. After
running, the saved files can copied from the Linux target to your host computer, either using a
secure copy program such as scp (Windows versions of this Linux command are available, such as
pscp as provided with PUTTY), or using Remote System Explorer as provided in DS-5 Debugger.
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6. Importing the example

The sources that are released with DS-5 are provided in: [DS-5 install dir]\examples
\CoreSight Access Library.zip.

If you require the latest sources, you can download it from the CoreSight Access Library.

First, import the example into the DS-5 Eclipse workspace as follows:
Launch Eclipse for DS-5

Close the Welcome screen, if it appears

Go to File menu and select Import.... The Import wizard opens
Open the General folder

Select Existing Projects into Workspace

Press Next

Press Browse... next to Select archive file:. A file dialog opens

© N ok

Navigate tOo [DS-5 install dir]\examples, select Coresight Access Library.zip, then
press OK. The Projects: field populates with the project(s) found in the .zip

9. Press Finish. The Project view populates with the project(s)
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Figure 6-1: Remote systems overview
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Next, boot Linux on your target and login (preferably as root). Then copy the coresight_access
directory from the workspace to a suitable writable directory on your Linux target, either using
Remote System Explorer as provided in DS-5 Debugger or using a secure copy program such as
scp (Windows versions of this Linux command are available, such as pscp as provided with PuTTY).
You'll need to get the IP address of the target to do this, using ipconfig.

Copyright © 2019 Arm Limited (or its affiliates). All rights reserved.
Non-Confidential
Page 13 of 23



On-Target Trace Using the CoreSight Access Library Document ID: 102713_0100_02_en
Version 1.0
Configuring the example for your Target

7. Configuring the example for your Target

Before you can use the example on your target, you may have to modify some of the example
source files to suit your target:

e If your target is not one of the platforms already supported, then you will need to add a
registration function into csregistration.c

e To configure the range of addresses to be traced in the kernel, open tracedemo.c and modify
the values of:

° KERNEL TRACE SIZE iS the extent of the region to trace

° KERNEL TRACE VIRTUAL ADDR is the virtual address of the start of the region to trace, i.e.
corresponding to addresses in the vmlinux file

° KERNEL TRACE PHYSTCAL ADDR iS the physical address (e.g. in RAM) of the start of the region
to trace, normally a fixed offset from KERNEL TRACE VIRTUAL ADDR

One way to identify the addresses of candidate regions/functions to trace is to use, for example:

grep cpu idle /proc/kallsyms
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8. Configuring your Target for the example

Before using the example on your target, check the following:

For tracedemo to use mmap () to read kernel memory (which it then dumps to a file

kernel dump.bin that can be read by DS-5 Debugger), the kernel must have been built without
"CONFIG_STRICT DEVMEM=y".YOu can check this by typing: zgrep "CONFIG STRICT DEVMEM" /
proc/config.gz If the kernel has been built with "conr1G sTRICT DEVMEM=y", then you must
either rebuild it with "conrF1c sTRICT DEVMEM=n", or dump the kernel memory manually by
some other means, for example, use DS-5 Debugger and DSTREAM to dump this kernel
memory from the target (with, for example, the CLI command "dump memory kernel dump.bin
0xC000D000 +0x5000"), or extract this kernel memory from the kernel Image file.

To view the disassembly and trace augmented with symbols (e.g. function names), the
vmlinux file for the kernel must be available, built with debug symbols. To map the trace

and disassembly back to kernel source files, the kernel source tree must also be available.

The vmlinux file with debug symbols is created when the kernel is built with debug info
"CONFIG_DEBUG_INFO=y". YOou can check how your kernel was built by typing: zgrep

"CONFIG DEBUG INFO" /proc/config.gz If USINg make menuconfig to rebuild the kernel, select
the following under Kernel Hacking:

[*] Kernel debugging
[*] Compile the kernel with debug info
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9. Building the example and library

The supplied makefile expects the example and library to be built natively on the target; minor
modifications will be needed if they are built using a cross-compiler. The example and library can be
built by typing:

make tracedemo

You should see, for example:

gcc -02 -Wall -Wno-switch -g -o tracedemo.o -c tracedemo.c

gcc -02 -Wall -Wno-switch -g -o csaccess.o -c csaccess.c

ar cr libcsaccess.a csaccess.o

gcc -02 -Wall -Wno-switch -g -o csregister.o -c csregistration.c
gcc -o tracedemo tracedemo.o libcsaccess.a csregister.o

Copyright © 2019 Arm Limited (or its affiliates). All rights reserved.
Non-Confidential
Page 16 of 23



On-Target Trace Using the CoreSight Access Library Document ID: 102713_0100_02_en
Version 1.0
Building the API documentation

10. Building the APl documentation

To create the APl documentation, you need to have installed Doxygen. Then run:

make docs

The resulting APl documentation can then be found in doc/html.
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11. Running the example

Run the tracedemo Linux application as root with:

. /tracedemo

This will auto-detect the target board (if supported), configure trace generation, and retrieve trace
from the trace buffer.

To view the possible run options, add - for help:

./tracedemo -h

You will see output like:

Usage:

-h This help screen.

-c <cpu> Select CPU for demo to run on. Default O

-itm Enable ITM tracing, ITM tracing disabled by default.
-full Show full trace with no filtering.

-pause Run the demo with a pause after each step.
If you see:

** csaccess: ERROR: can't open /dev/mem

then try running it as sudo:

sudo ./tracedemo

You will see output like this sample captured from a Snowball board.

Depending on the configuration, tracedemo creates a number of output files such as snapshot.ini,
cpu_O.ini,device_O.ini,device_l.ini,trace.ini,kernel_dump.bin,aﬂd cstrace.bin. These files
can be loaded into DS-5 Debugger to analyze the collected trace, as described in the next section.
Copy these files from the target into a suitable writable directory on your host, either using Remote
System Explorer or scp (or pscp).

To create a standalone package of files for decoding by DS-5 Debugger, for example to give to
someone else, collect the files above, together with vmlinux, and the kernel source tree.

Copyright © 2019 Arm Limited (or its affiliates). All rights reserved.
Non-Confidential
Page 18 of 23


https://developer.arm.com/-/media/developer/products/software-tools/ds-5-development-studio/resources/CoreSight-On-Target-Access-Demo.txt

On-Target Trace Using the CoreSight Access Library Document ID: 102713_0100_02_en
Version 1.0
Analyzing the collected trace in DS-5 Debugger

12. Analyzing the collected trace in DS-5
Debugger

The files created by tracedemo, after copying to the host, can be loaded into DS-5 Debugger

to analyze the collected trace as follows. Ready-made example files captured from a session on

a Snowball target are provided in the \example capture directory that can be used for test or
demo purposes. A ready-made debug config launch file Snapshot-kernel-Snowball-example is also
provided.

Launch Eclipse for DS-5.

Go to Window menu and select Open Perspective > DS-5 Debug.

Go to Run menu and select Debug Configurations.... The Debug Configurations dialog opens.
Open the DS-5 Debugger node.

Create a new debug configuration and give it a name.

In the Connection tab tree view, select your target and the Snapshot View entry for it.

N oA e

In the Connection field below, enter the path to the top-level contents file snapshot.ini. You
can use the File... button to navigate to the file. See the screenshot below. To load the ready-
made example files, specify €.8. ...\DS-5 Workspace\CoreSight access\example capture
\snapshot.ini.

8. To view the disassembly and trace augmented with symbols (e.g. function names), the vmlinux
file for the kernel must be given to DS-5 Debugger. In the Files tab, select Load symbols from
file, and use the File System... or Workspace... buttons to navigate to the vmlinux file.

9. In cases where the kernel modifies itself, you can force DS-5 Debugger to use program code
from kernel dump.bin rather than vmlinux. In the Debugger tab, tick Execute debugger
commands, and add set trust-ro-sections-for-opcodes off to its field. 10 Press Debug.

Copyright © 2019 Arm Limited (or its affiliates). All rights reserved.
Non-Confidential
Page 19 of 23



On-Target Trace Using the CoreSight Access Library Document ID: 102713 0100 02 en
Version 1.0
Analyzing the collected trace in DS-5 Debugger

Figure 12-1: Debug launcher
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13. Digging deeper into the trace

The trace captured earlier was focussed in a narrow range of addresses around cpu_idle ().
By widening the trace range, events such as IRQ exceptions can also be captured, so that the
execution of the interrupt handler can analyzed.

As these events are relatively rare, DS-5 Debugger has configurable filters so that, for example,
only exceptions are displayed, so that these can be spotted more easily. DS-5 Debugger is also able
to export the captured trace data into a text file.

In the following screenshot, we can see an IRQ exception occurring immediately after interrupts are
re-enabled by a cps1E instruction within arch _local irg enable() atindex 4,777. The interrupt is
then handled by the code in __irqg svc().

Figure 13-1: Tracing through the IRQ handler in the Linux Kernel

entry-armv.S 2 rgflags.h D gic.c proc-v7.5 » = B | 141 Disassembly | ‘5 Memory | ¥¢ Trace &2 &4 ¢ k O 5 W4 i€ a-g- Y= &
193 a ~ B Linked: Snapshot-kernel-Snowball-example cpu =
194 @ IRQs off again before pullin reserved data off ¢
195 8 & P L Trace | Capture Device | Source | Ranges
196 disable irg notrace —fsmotiWJJarent 0.17% e
197 - - __lock_task_sighand 0.17%
196 #ifdef CONFIG TRACE IRQFLAGS £fs_rq_of 0.16%
193 tst r&, #PSR_I_EIT context_switch 01kt
200 bleqg trace_hardirgs on dF’—SEHd—S'g—‘”ﬁ:’ 0.16%
201 tst &, HPSE I EIT kill_fasync_rcu 0.16%
202 blne trace_hardirgs off Wa.keiupjrclcess 0.16%
203 #endif —lrg_svc 0.16% 1N
204 sve_exit rs B return from exception __poliwake 0.16%
205 UNWIND(.fnend ) natify_Lpdats 0.15%
206 ENDPROG | dabt swe) reu_cpu_has_callbacks 0.15%
207 - - ty_Idisc_fry 0.15%
208 .align 5 add_wait_queus 0.14%
200 irg swve del_timer 0.14%
210 o dsb sev 0.14% o
211 irg handler £ 3
212 Index Address Opcode Cycles Detail S
213 #ifdef CONFIG_PREEMPT (© Timestemp: 2101311886581
- cpu v7 do idle
214 t thread info tsk S
get_thread into ts DxCO02Z0420 1,587,232  DSB
215 ldr r3, [tsk, #TI_PREEMPT] @ get preempt count 0xCO0Z0L2 4 a WFT
z1a ldr ro, [tsk, #TI_FLAGS] @ ger flags OxCO0Z0LZS 0 ¢ MOV po, 1z
217 teq rd, #O B if preempt count !'= 0 (O Timestawp: 2101313273816
218 movne o, #0 @ force flags ta O arch_local_irg_enable [inlined]
0xCO010EFD 1 CPSIE i
219 tst ro, #_TIF_NEED RESCHED [ Exceprion: TRQ (14)
220 blne SVC_precmpt
221 #endif E OFDpO0|Ez4DD044 | 385] |SuB 5
222 0xCOO0FDO4 o TST sp, #4
223 #ifdef CONFIG_TRACE IRQFLAGS g“ggggggg g :“;;EU SPI?PE#‘}M}
224 @ The parent context IRQs must have been enabled to CCO00FD10 ol |rom igﬂj&'—is;
225 @ the first place, o there's no point checking the OxCODOFD14 o ADD r7,s5p, #0x30
226 bl trace_hardirgs_on 0xCOO0OFD 18 ] MUH &, 40
227 #endif 0xCO00FD1C ] ADD 22, 5p, #0x4d
0xCOO0FD20 ] ADDEQ 2, r2, #4
228 sve_exit ré B return from exception DweOOOFDEa o PUSH iy
229 UNWIND(.fnend ) OxCOOOFDZS o s 3,10
230 ENDPPROC [__1rq_swvo) 0xCOO0FD2C ] STH 7, {r2-ret
231 0x%COO0FD30 ] LDR ri, [pc,#52] : [DxCOOOFDEC]
232 ltorm OxCOO0OFD34 ] HOV #0,5p
. 0xCOO0FD3& ] BDR 1r, {pct+8 ; Oxc000£d20
0x%COO0OFD3C 0 ¢ LDR pec, [ri, #0]
234 §ifdef CONFIG PREEMPT gic_handle irg
235 ave_preempt: 0xCO0008510 ] MOV riz, sp
238 mov r&, 1r 0xCO008514 ] PUSH {r4-rf, rif-riz, 1, pc}
2371: bl preempt schedule irg @ irg en/disable is gxggggggiﬁ g ggg}{ filgflzrﬂ
- - B4 S
238 ldr #o, [tsk, #TI_FLAGS] @ get new tasks TI_F 0xC0008520 0 LD spl, {2}
239 tst rod, #_TIF_NEED RESCHED 3 0xCO0003524 o MOV rd, H0x5da -
2an mnarne  wm us [T
< > < >
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14. Profiling the Kernel

In the following screenshot, we can see the profile of a quiescent system, and that two functions
together raw spin lock irgsave () and memzero () occupy nearly 10% of the run-time. The
red hot-spots in the heat-map reveal the instructions that occupy most time (mostly memory
access instructions in this system). This reveals which functions are candidates for closer
examination and possible optimization.

Figure 14-1: Profiling of a quiescent system

5 irgflags.h = core.c B spinlock.c &2 5 spinlock.h Pie = B |14l Disassembly ' Memory | €€ Trace 52 EURETS i © e W B G-Br v 2
97 fER Y ~ ‘5, Linked: Snapshot-kernel-Snowballexample:cpu =
28 flags = raw #Hopill_lock irgsave (lock):
a9 lDCZl hhi:us&:le?) T e t ! | Trace ‘Capmre Device | Source | Ranges
100 loc:al_n:;{ restore (flags) 4 _raw_spim_\ock_\rqsave - | L l-l [0 A
101} - - 4 __memzero 4.45%
102 trix_pool_bytes_extract 2.84%
103 g preempt_schedule 2.16%
104 * Build preemption-friendly versions of the following arch_spim_t’ylack 1E1% 1 | 1 |
105 * lock-spinning functions: process_output_hinck 161%
108+ ry_to_wake_up 1.52% | N ]
107 # [spin|read|write] lock() _rawi_spin_lock_irgsave 1.41% Ly il 1l [ 1}
108 % [spin|read|write] lock irg() __raw_spin_unlock_irgrestore 139% | | | |
g n _ [=pin|read|write] _lock_irgsave () __raw_spin_lnck 1.20% |
110+ [spin|read|write] lock bhi) __reu_read_unlock 120%
- - - _raw_spin_unlock_irgrestore 1.15% [ ] [ |
select_task_rg_fair 1.03%
113 BUILD_LOCK OPS [read, rwlock); get_page_from_frealist 0.75%
114 BUILD LOCK OPS(write, rwloek]: cyc_to_sched_clock 0.75% | |
115 - - thwu_stat 072% [ 7]
116 H#endif _test_and_set bit 0.72%
117 _ rou_read_lock 072% L
118 #ifndef CONFIG_INLINE_SPIN_TRYLOCK —fueve_work 070k
119 int lockfune raw spin trylockiraw spinlock £ *lock) arCh—Spm—UNDCk 0.69% 2 LI
120 { - - - - - - current_thread_info 0.69% B
121 return _ raw spin trylockilock): 4 T b3
ez oy . Incex Address Opcode Cycles Detail LS
123 EXPO]_%TisYMBOL (_raw_spin trylock); _raw_spin_lock_irgsave
124 fendif OxCO6EBEAC 34 How Tif,sp
125 0xCO68Ba70 o PUSH {rii, riz,1r, pch
126 #ifndef CONFIG_INLINE_SPIN TRYLOCK EH OxCO68Ba74 o SUB rii,riz, #4
N . —_ . = O0xCO63BE7S a PUSH {1r}
*
127 int _ lockfune raw spin trylock bhiraw spinlock t *lock OxCOEEEETC 0 LDH spl,(ir)
lzg o OxCO63B380 0 ¢ BL raw spin lock irgsave
129 return _ raw spin trylock bhilock): __raw_spin_lock_irgsave
130 % OxCOG8E7E4 11 HOV riz,sp
131 EXPORT SYMEOL (_raw_spin_trylock bhj: DxUO6BETES 0| |BUSH trd, o6, p1l, r1s, 1r, po
132 ﬂendif_ - - - - O0xCO63B7EC a SUB rii, r1z, #4
OxCOE3B7CO x)
133 0 0
134 #ifndef CONFIG INLINE_SPIN_LOCK S
135 weoid lockfunc raw spin lock(raw spinlock t *lock) OxCOE8B7CC
136 { - - - - - - O0xCO6SE7DO o BIC rd, e3, #0x1fc0
i arch_spin_trylock [inlined]
137 _ raw_spin_lock(lock] ; OxCDESETDA ol |mow 5, #1
138 3 _ raw spin lock irgssve + Ox0000002
135 EXPORT SYMBOL|_raw_spin_lock); 0xCO63B7DE a BIC rd, rd, #0x3f
140 Hendif 0%COESETDC ] LDR 22, [24, #4]
141 O0xCOG6SEVED o ADD ri, eg,#1
. OxCOASETES i} STR =1, [24, #4]
142 fjifndef CONFIG INLINE ZPIN LOCK IRQSAVE arch local irg seave [inlined]
143 unsigned long _ lockfunc _raw_spin lock_irgsave(raw_spin 0xCO68BTES o MRS rZ,APSR ; formerly CPSE v
1aa f( . ¢ 3
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15. Summary

We've seen how the CoreSight Access Library can be used to get a trace of instruction execution
within the Linux kernel non-intrusively, and how DS-5 Debugger’s Snapshot Viewer can allow us to
dig deep into the trace to debug the kernel, or to profile the usage of functions within the kernel.
The user-space application running on the Linux target could be modified for real-time flight-
recorder monitoring, or for post-mortem crash analysis.
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