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1. Prerequisites

The following list items are prerequisites for debugging Linux applications:

Downloaded DS-5 CE as either a complete IDE or an Eclipse plugin, and installed it on your
host machine (Windows, Linux or, for plugin-only installation, Mac).

Prepared your Arm-based Linux target platform using the instructions on how to build a kernel
and setup a file system for your own board (see manufacturers’ website).

To allow Linux application debug, you need to ensure gdbserver is present on the target (apt-
get install gdbserver on Ubuntu systems).

To make use of the Remote System Explorer (RSE) that is provided within DS-5, a ssh daemon
(sshd) must be running on the target.

For file transfer, RSE makes use of sftp-server, so that must be present in your embedded Linux
system.

To run a graphics-intensive application like Xaos, you may need some graphics libraries, such as,
gtk, cairo, pango, glib (available through apt-get).

Have built your application. The Xaos application is provided within the examples supplied with
DS-5 or can alternatively be downloaded from SourcefForge.
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2. Context

This tutorial shows how to debug the open source fractal rendering application Xaos running on
Linux on an Arm Cortex-A8 processor-based development board using Arm Development Studio 5
(DS-5) Community Edition. You can also use DS-5 CE to develop Linux or Android applications on
other Arm-based platforms in a similar way.

For the purposes of this tutorial, Xaos is built as a multi-threaded application.
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3. Procedure

Linux application debug procedure:

1. Set up a SSH connection using the RSE, and create a debug launch configuration that uses that
connection.

In the Remote Systems tab, create a New connection. Select Linux, then click Next. Enter the
IP Address, and name it (for example My BeagleBone Black).

Click Next. Select ssh.files, then click Finish.

When you first try to connect to the target, RSE prompts you to enter the User ID and
Password. The resulting properties for the connection look similar to:

Figure 3-1: User ID and password prompt in the RSE window.

8006 Properties for My BeagleBone Black
{_type filter text ) Host -
Connector Services
Host Resource type:  Connection to remate system
Parent profile; E101569-Mac
System type Linux
Host name: 169.254.0.100 v |

Connection name: | My BeagleBone Black

Default User ID: v root

Description:

[_| Verify host name

Default encoding
Note: This setting can only be changed when no subsystem is connected
) Default frem remote system (MacRoman)

Other: |MacRoman |w

Q) [ canee

Following a successful RSE connection, you can drill down into the remote target’s file system
in Eclipse, and drag and drop files from host to target:

Figure 3-2: RSE file system

B Commands | B History | % scripts =7
£ 8 2%~
» Ef Local
v /' My BeagleBone Black
¥ ¥ Sftp Files

>:=:(>0Rom

b B shell Processes
#35sh Shells
*ssh Terminals

Copyright © 2020 Arm Limited (or its affiliates). All rights reserved.
Non-Confidential

Page 8 of 14



Linux Application Debug Tutorial Document ID: 102625 0100 01 en

Version 1.0
Procedure

2. To create a debug launch configuration that uses that RSE connection, select Run > Debug
Configurations.... Create a New launch configuration and give it a name, for example, xaos-
gdbserver-example.

In the target tree view of the Connection tab, select Generic > Linux Application Debug >
Download and debug application.

The RSE connection made earlier is automatically used by default:

Figure 3-3: Tree view of Connection tab

806

Create, manage, and run configurations

Debug Configurations

Create, edit or choose a configuration to launch a D5-5 debugging session.

% = !
AR, | H 5o Name: |xaos-gdbserver-example

< Connection Eﬁ Files] B Debugger] )= Arguments] 1) Envimnmenﬂ EJ Event VieweP]

type filter text
EC.-’C-H— Application

EC.-’C-H— Attach to Application
EC.-’C-H— Postmortem Debugger
EC.-’C-H— Remote Application

¥ &5 DS-5 Debugger

75 xaos-gdbserver-example

Select target

Select the manufacturer, board, project type and debug operation to use. Currently selected: Generic - gdbserver

5 gnometris-gdbserver-exar :éndro_id
&5 threads-gdbserver-examph eneric
Vgdbserver

¥linux Application Debug
Connect to already running gdbserver
Start gdbserver and debug target resident application

= Launch Group

D5-5 Debugger will download your application to the target system and then start a new gdbserver session to
debug the application.

Connections

RSE connection |_ My BeagleBene Black . .|

Address: [T_»‘I Use RSE Host

gdbserver (TCP)  Port: 5000

[g Use Extended Mode

Apply Rewvert
Filter matched 9 of 9 items

®@ l.

Close

| [__Debug |

4. In the Files tab, enter the stripped executable to download, and the location of the unstripped

executable containing the debug information to allow debug at source level.

The resulting dialog looks similar to:
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Figure 3-4: Files tab dialog

Name: | xaos-gdbserver-example
<= Connection [ Files % Debugger | (- Arguments | g Environment | B3 Event Viewer |

Target Configuration

Application on host to download:

| $tworkspace_loc: /xaos /xacs-3.5/bin/stripped /xaos}

File System... Workspace... | (] Load symbols

Target download directory:

Jwriteable

Target working directory:

Files

| Load symbels from file 2

“_ | | Siworkspace_loc:/xaos/xa0s-3.5 /bin/xaos}

File System... Workspace...

| Other file on host to download s

“_ | |siworkspace_loc:/xaos/splash.bmp}

[+]
5. Click Debug.
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DS-5 Debugger downloads the stripped executable onto the target via RSE, starts gdbserver
on the target, reads the debug information from the unstripped executable, and runs to a

breakpoint at main().

You can view the source, run, stop, single-step, set breakpoints, set watchpoints, view registers,
view variables, view disassembly, view memory, view symbols, view the stack backtrace for

each thread, and so on.
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Figure 3-5: Debug view

¥ &4 Thread 1006 #3 stopped on breakpoint #2

b calculate

(= aa_chardata...xaafont 100 variables

800 @ DS-5 Debug - xaos/xaos-3.5/src/engine/calculate.h - Eclipse - /Users/demo/Documents /workspace
(i=] Bl% 0 ]®c -] |85l s [ |#§ D5-5 Debug| >
Debug Cont [ Project Expl | [+ Streamline Commands History | %% Scripts| 45 Remote Syste S Breakp | %0 Registe | 7' Express Functio | =
* 2 B I =hi | I | A =g g Breal £l ) ]
SR Tl -t Bl CupB%r % 7 77
B threads-gdbserver-example disconnected B, Linked: xaos-gdbserver-example = <B, Linked: xaos-gdbserver-example  ~
" Gyxaos-g pl a T ot oxaataire Name [ vae T
¥ (= Active Threads xecution stoppad at: @xBGA & (= Locals 4 variables
In thread 1 (0S thread id 1804) N
P g Thread 1004 #1 stopped . . N (= File Statics {current)
Possibly in libc.so.6 (no debug) =
4 Thread 1005 #2 stopped OxBERE4LEE  POP [r7,pc} = (= Clobals 121 variables

= calculate
alcline_32+0x22C

Breakpoint 2.1 at @x@0@4B1A8
on file calculate.h, line 5

@ aa_chardata
@ aa_colordata

0x0000089¢ unsigned char®
9x00000090 unsigned char*

rocessqueue+0x398 Breakpoint 2.2 at 9x@0056E38 - @ aa_cursorx -1 int
ontrol_routine +0x130 on file calculate.h, line 5 |~ @ aa_cursory -1 int
= OxB69BGEEE walt @ antialias_filter const struct filtera
continue

¥ @ Thread 1007 #4 stopped @ asyncgroup 800291860 t_group*

Execution stopped at breakpoint 2.1: @x004BLA3 |- @ avgsize 4 int
» @ Thread 1008 #5 stopped In thread 3 (0 thread id 1806) i @ blur_filer const struct filtera:
» (= All Threads In caleulate.h | © bmp_data_size 869760 uint32_t
0x822481A8 5,8 { |- @ bmp_file_size 869814 uint32_t
W xacs-gdbserver-example connected ; s t‘ :’“”J"'d“': 45; LD
No 05 Support Command: | b calculate | Submit | M_bmo_nad_buses. nt.
46 uic f@ ui_helper.c ﬂB zoomd.c f@ calculate.h 52 = O[5} pisassembly 82 _‘H M:mmﬂ = Modules | [ Eu:ms] o cutlimﬂ &7 =0
Q:D Linked: xaos-gdbserver-example ~
static pixel32_t INLINE T T ]
caleulate(number_t x, number_t y, int periodicity) CONSTF; o] & v| <Next Instruction= 100
static pixel32_t INLINE calculate(number_t x, number_t y, int periedicity) Address | Opcode | Disassembly
= 1 0x8094B1A4 DCD 0x29095004
pixel32_t i; calculate
0x0004B1A8 PUSH {rd,rs,r11,1r}
rotateback(cfractale, x, y); BxBPA4B1AC ADD ril1,sp,#8xc
if (cfractale.plane) { 0x80948180 LDR r4, [pc,#204] ; [0x4B284] - @x95(5C
recaleulate(cfractale.plane, &x, &y); 0x80945184 SuB sp,sp,#8
} 0x80945188 MOV rs,ro
STATCncalculated2+4); 0x8094818C VLOR 53, [rd4,#0x70]
#ifndef SLONFUNCPTR 0x809481C0 VLOR 514, [rd, #0x6c]

if (cfractalec.mandelbrot) {
if (cformula.flags & STARTZERD)
i = cfractalc.calculate[periodicity] (cfractalc.bre,
cfractale.bim, x, ¥);

8 App Console 2 B EREY=O

G:D Linked: xaos-gdbserver-example ~

else # export LD_LIBRARY_PATH=".:$LD_LIBRARY_PATH"
i = cfractalc.calculate[periodicity] (x + cfractalc.bre, # export DISPLAY-"169.254.0.1:0.0"
y + cfractalc.bim, x, ¥); # gdbserver :5000 "./xaos" -threads 5 -autopilot -streamlinevisualannotakion
} else

Process ./xaos created; pid = 1804
Listening on port 5000
Debug session has been started, connecting to gdbserver
Remote debugging from host 169.254.8.1
|

i = cfractalc.calculate[periodicity] (x, y, cfractalc.pre,
cfractalc.pim);

e
n)

6. To view the graphical output from Xaos either:

e Connect an LCD screen to the board

o Redirect the graphical screen output to the XQuartz X server by setting, for example,

export DISPLAY=[host IP address]:0.0 in the Environment tab of the Debug
Configurations dialog.
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Figure 3-6: Example graphical output from Xaos

8 00 [%| XaoS
File Edit Fractal Calculation Filters Ul Misc Help

This display uses the XQuartz X server to view the graphical output from Xaos.
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4. Results

That is it. You are debugging an Arm Linux application.
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5. Related information

Here are some resources related to material in this guide:

e Resources
e TJutorials

e DS-5 documentation
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