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1 Introduction

1.1 Conventions
The following subsections describe conventions used in Arm documents.

Glossary
The Arm® Glossary is a list of terms used in Arm documentation, together with definitions for
those terms. The Arm Glossary does not contain terms that are industry standard unless the Arm
meaning differs from the generally accepted meaning.

See the Arm Glossary for more information: developer.arm.com/glossary.

Typographic conventions
Convention Use

italic Citations.

bold Interface elements, such as menu names.

Signal names.

Terms in descriptive lists, where appropriate.

monospace Text that you can enter at the keyboard, such as commands, file and program names, and source code.

monospace bold Language keywords when used outside example code.

monospace underline A permitted abbreviation for a command or option. You can enter the underlined text instead of the full
command or option name.

<and> Encloses replaceable terms for assembler syntax where they appear in code or code fragments.

For example:

MRC p15, 0, <Rd>, <CRn>, <CRm>, <Opcode_2>

SMALL CAPITALS Terms that have specific technical meanings as defined in the Arm® Glossary. For example,
IMPLEMENTATION DEFINED, IMPLEMENTATION SPECIFIC, UNKNOWN, and UNPREDICTABLE.

Recommendations. Not following these recommendations might lead to system failure or damage.

Requirements for the system. Not following these requirements might result in system failure or damage.

Requirements for the system. Not following these requirements will result in system failure or damage.

An important piece of information that needs your attention.
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Convention Use
A useful tip that might make it easier, better or faster to perform a task.

A reminder of something important that relates to the information you are reading.

1.2 Additional reading
This document contains information that is specific to this product. See the following documents
for other relevant information:

Table 1-2: Publications

Document ID Document name

ANSI X9.31-1988 Public Key Cryptography Using Reversible Algorithms for the Financial Services Industry (rDSA)

BSI AIS-31 Functionality Classes and Evaluation Methodology for True Random Number Generators

FIPS Publication 140-2 Security Requirements for Cryptographic Modules

NIST SP 800-90A Recommendation for Random Number Generation Using Deterministic Random Bit Generators – App C.

NIST SP 800-90B Recommendation for the Entropy Sources Used for Random Bit Generation

Arm tests its PDFs only in Adobe Acrobat and Acrobat Reader. Arm cannot
guarantee the quality of its documents when used with any other PDF reader.

Adobe PDF reader products can be downloaded at http://www.adobe.com

1.3 Other information
See the Arm® website for other relevant information.

• Arm® Developer.

• Arm® Documentation.

• Technical Support.

• Arm® Glossary.
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2 Overview of Arm® True Random Number
Generator (TRNG)

This chapter provides an overview of the Arm® True Random Number Generator (TRNG) and its
characterization.

Arm® True Random Number Generator (TRNG) collects entropy from a physical entropy source,
which is a component capable of generating an unpredictable or random output bit stream. The
collected entropy is used to seed the cryptographic random bits generator with a secure initial
state.

Usually, the physical process used for collecting entropy is an inverter timing jitter
that is collected from a dedicated on-chip free-running ring oscillator.

The TRNG can be used in one of two modes, each requiring a different driver:

FE TRNG
The operating mode of the Arm implementation of the FE TRNG driver is compliant with
the  BSI AIS-31 Functionality Classes and Evaluation Methodology for True Random Number
Generators standard, as a true random number generator that outputs full-entropy bits at a
relatively low rate.

800-90B TRNG
The operating mode of the Arm implementation of the 800-90B TRNG driver is compliant
with the NIST SP 800-90B Recommendation for the Entropy Sources Used for Random Bit
Generation standard, as a true random number generator.

2.1 TRNG characterization
Arm True Random Number Generator (TRNG) configuration parameters specify the settings of the
internal ring-oscillator lengths, and the output sampling rate. The parameters are device-specific.

Each silicon process has different noise and jitter characteristics. The specific SoC layout affects
these characteristics. Therefore, the TRNG behavior must be characterized on the actual silicon of
the device to determine the most suitable parameters. Characterizing in this way ensures that the
TRNG output has maximal entropy.

Characterization must be performed during the initial post-silicon testing of the device, or
whenever substantial changes are made. For example, after changes to process or respins.
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2.2 Compliance

Arm® True Random Number Generator (TRNG) complies with the following specifications:

Table 2-1: Arm® True Random Number Generator (TRNG) compliance

Document
ID

Document name Compliance

BSI AIS-31 Functionality Classes and Evaluation Methodology for True Random
Number Generators

Compliant in an implementation using FETRNG driver
with class PTG.2.

NIST SP
800-90B

Recommendation for the Entropy Sources Used for Random Bit
Generation

Compliant with section 4.4 Approved Continuous
Health Tests.
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3 TRNG characterization procedure
This chapter provides the detailed Arm characterization procedure.

3.1 Characterization procedure overview
The full characterization procedure is divided into various steps.

You then send the resulting data to Arm. Arm analyzes the results, and returns the best Arm
settings to you.

If you use the 800-90B mode, it is your responsibility to analyze the results of the
second iteration (including the restart tests), using the tool provided on the NIST
website. For more information, see 3.6 Second characterization iteration on page
17.

The following table provides an overview of the steps to follow for the TRNG characterization
procedure.

Table 3-1: Characterization high-level procedure steps

Step Owner Execution Comments

Prepare
characterization test
program.

Partner Prepare a characterization test program that uses the
CC_TST_TRNG routine that Arm supplies.

See 3.2 Characterization test
program on page 11 and 3.3
Characterization test conditions on
page 12.

Base iteration: Find
the minimal sample
count.

Partner Run the preliminary test to establish the minimal (base) value of
the sample count.

See 3.4 Base iteration on page
13.

First iteration:
Run first set of
characterization
tests.

Partner Run a series of characterization tests under multiple test
conditions.

See 3.5 First characterization
iteration on page 15.
Send results to Arm.

First iteration:
Analyze first
characterization test
results.

Arm Runs a set of statistical tests on the characterization output data. Sends the partner the TRNG
configuration parameters, and a set
of corners to run the tests on.

Second iteration:
Run second set of
characterization
tests.

Partner 1. Use CC_TST_TRNG with the configuration parameters that
were received in the first iteration.

2. Run the characterization tests in worst-case conditions, as
provided by Arm.

See 3.6 Second characterization
iteration on page 17.
Partners using AIS-31 mode, must
send the results to Arm.

Second iteration:
Analyze second
characterization test
results.

Arm
(AIS-31
mode)

Runs a set of statistical tests on the characterization output data.
Use this analysis to generate the mass production Arm® True
Random Number Generator (TRNG) configuration parameters.

Sends the mass production TRNG
configuration parameters to the
partner.
Note:
If the results are not good enough,
repeat the second iteration.
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Step Owner Execution Comments
Partner
(800-90B
mode)

Analyze the results using NIST tools. Note:
If the results are not good enough,
repeat the second iteration.

Restart tests
iteration

Partner
(800-90B
mode)

Re-run tests using data from an entropy source that produces
outputs for real-world use.

See 3.7 Restart tests iteration on
page 19.

3.2 Characterization test program
You must implement the characterization test program, using the CC_TST_TRNG API that Arm
supplies.

The CC_TST_TRNG API is included in <prefix>-TRNG_Characterization.c, where <prefix>
represents the product-specific part number and version. For the macros used in following sections,
refer to <prefix>-TRNG_Characterization.c.

Usually, for a memory-constrained IoT scenario, the collected raw data is redirected
to a peripheral, to reduce memory usage. For a device without an available
peripheral, you can utilize the max delay between blocks to design a private
protocol to collect the data. The max delay between blocks follows this formula:
max_delay = 4*(192 * SAMPLE_CNT/RNG_CLK).

Example of API
/*
 * Collect TRNG output for characterization
 *
 * @regBaseAddress:     The base address of TRNG registers in system memory map
 * @TRNGMode:           Base iteration    - TRNG_MODE_FAST
 *                      First iteration   - TRNG_MODE_FAST
 *                      Second iteration  - TRNG_MODE_FE compliant with BSI AIS-31
 *                                          TRNG_MODE_80090B compliant with NIST SP
 800-90B
 * @roscLength:         Ring oscillator length (0 to 3)
 * @sampleCount:        Ring oscillator sample counter value
 * @buffSize:           Total buffer size covered header, sample_bits and footer.
 *                      Must be between 52 and 2^24 bytes.
 *                      buffsize >= header(16 bytes)+sample_bits/8 (bytes)+footer(12
 bytes).
 *                      For example, if 100Mbits of data need to be collected, the
 minimal
 *                      buffSize should be 12,500,000+28=12,500,028 bytes. To be
 safe, the
 *                      buffSize can be 12,501,000 bytes.
 * @callbackFunc:       Callback function to process the real output data
 *                      This callbackFunc is called many times in CC_TST_TRNG.
 *                      First, it is called after the 16-byte header is generated.
 *                      Then, it is called repeatedly when the 24-byte EHR registers
 are full.
 *                      Finally, it is called after the 12-byte footer is generated.
 * @return              0 on success. Non-zero value on failure.
 */
int CC_TST_TRNG(    unsigned long regBaseAddress,
                    uint32_t TRNGMode,
                    uint32_t roscLength,

Copyright © 2015–2016, 2018–2020, 2022 Arm Limited (or its affiliates). All rights reserved.
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                    uint32_t sampleCount,
                    uint32_t buffSize,
                    callback_TRNG callbackFunc); 

The TRNG modes are as follows:

• TRNG_MODE_FAST - This mode is the same thing as setting TRNG_MODE to 0. Use in Base
iteration, First iteration, and Restart tests iteration (for 800‑90B characterization).

• TRNG_MODE_FE - This mode is the same thing as setting TRNG_MODE to 1. Use in Second
iteration for BSI AI‑S31 characterization.

• TRNG_MODE_80090B - This mode is the same thing as setting TRNG_MODE to 2. Use in
Second iteration for NIST SP 800‑90B characterization.

Definition of callback_TRNG
/*
 * Callback function type define
 * The partner must implement this function according the system resource.
 * This function is called by CC_TST_TRNG() to process the data generated
 * or collected by CC_TST_TRNG().
 * @outputSize          The size of the output data
 * @outputBuffer        The buffer of the data
*/
typedef void (*callback_TRNG)(uint32_t outputSize, uint8_t *outputBuffer);

Partners must implement the callback function according to the system resource.

3.3 Characterization test conditions
Each characterization test is executed by running the characterization test program under a
combination of conditions.

These tests are described in Characterization test conditions on page 13.

It is critical that for each test:

• If using FE TRNG driver:

◦ All output bits must be collected using a single contiguous execution of the test.

◦ If any bits are dropped and not captured in the output file, you must rerun the test as the
statistical analysis of the output is meaningless.

◦ If the system does not have sufficient memory to collect all required bits in a single run, you
can split each test into multiple runs. For example 100 consecutive runs, each collecting
1Mbits.

Copyright © 2015–2016, 2018–2020, 2022 Arm Limited (or its affiliates). All rights reserved.
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• If using 800-90B TRNG driver:

◦ The output bits can be non-contiguous, and concatenation of several smaller sets of
consecutive samples (generated using the same noise source) is allowed.

◦ Smaller sets must contain at least 1000 samples.

◦ The concatenated dataset must contain at least 1,000,000 samples.

• For both drivers, All the resulting bits are saved in the output file without any gaps.

If any bits are dropped and not captured in the output file, the test must be rerun as the statistical
analysis of the output is meaningless.

Table 3-2: Characterization test conditions

Configuration
variable

Operating conditions Filename values

Ring oscillator
length.

The four configurable lengths that Arm® True Random
Number Generator (TRNG) allows.

R0, R1, R2, R3.
R0 is the shortest length and R3 is the longest.

Note:
In some chips, the ring oscillator might not properly work
when configured to the shorter lengths.

Voltage. High, typical, low. VH, VT, VL.

Temperature. High, typical, low. TH, TT, TL.

CMOS
process
corner.

Typical, fast/fast, fast/slow, slow/fast, slow/slow. CT, CFF, CFS, CSF, CSS.

3.3.1 Output-file names

Output-files are named according to a standard format.

The output file for each characterization test is named according to the Filename Values
column in Characterization test conditions on page 13. Output filename format is
trng_samples_R*_S*_V*_T*_C*.bin.

For example, for the following characterization test:

• The longest ring oscillator length.

• Sample counter value of five.

• High voltage.

• Low temperature.

• Fast or slow CMOS corner.

The filename is trng_samples_R3_S5_VH_TL_CFS.bin.
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3.4 Base iteration
The base iteration is used to find the minimum sample counter value for which Arm® True Random
Number Generator (TRNG) operates properly, under typical operating conditions.

About this task
The typical operating conditions are:

• The second-longest ring-oscillator.

• Typical voltage.

• Typical temperature.

• Typical process corner.

Procedure
1. Find the minimum sample counter by calling CC_TST_TRNG with increasing values of

sampleCount (starting with 1) until it exits successfully.

• At least 200Kbits (2.0e5 bits) must be collected for the base iteration and the first
characterization iteration.

• Set the TRNGMode to 0 for both the NIST 80-090B and FE-TRNG driver modes.

In many systems, the test succeeds immediately (with sampleCount=1), which is an expected
and even desirable result.

2. Use the minimum sample counter for the 3.5 First characterization iteration on page 15

Example 3-1: Base iteration sample code

The following is sample code for data type, macro, and callback function definition:

typedef unsigned char uint8_t;
   typedef unsigned int uint32_t;
   /*
   * Define the buffer size for the base iteration.
   * At least 200 Kbits(25 KBytes) must be collected
   * every time EHR registers output 192 bits (24Bytes) value.
   * Therefore, set the collected data as 25008 bytes (25008/24 = 1042).
   * The full buffer size is 25008+28(header+footer)=25036 bytes.
   */
   #define BASE_ITERATION_BUF_LEN 25036 //0x61CC
   static uint8_t data_buf[BASE_ITERATION_BUF_LEN];
   static uint32_t buffer_index = 0;
   
   static void callback_BaseIteration(uint32_t outputSize, uint8_t *outputBuffer)
   {
   if (NULL == outputBuffer)
   {
   printf("invalid input parameter!\r\n");
   }
    
   memcpy(data_buf+buffer_index, outputBuffer, outputSize);
   buffer_index += outputSize;
   }

Copyright © 2015–2016, 2018–2020, 2022 Arm Limited (or its affiliates). All rights reserved.
Non-Confidential

Page 14 of 24



Arm® True Random Number Generator (TRNG)
Characterization Application Note

Document ID: 100685_0000_11_en
Issue: 11

TRNG characterization procedure

The following is sample code for finding minimum sample counter value:

int ret = 0;
   uint32_t i = 0;
   uint32_t sampleCounter = 0;
   
   for (i=1; ;i++)
   {
   ret = CC_TST_TRNG(g_CcBaseAddr,    // regBaseAddress
   0,      // TRNGMode
   2,      // roscLength
   i,      // sampleCount
   BASE_ITERATION_BUF_LEN,  // buffSize
   callback_BaseIteration); // callback 
   buffer_index = 0;
   
   if (ret == 0)
   break;
   }
   sampleCounter = i;

3.5 First characterization iteration
Perform this procedure for each of the characterization test conditions combinations.

Procedure
1. Set up the test operating conditions.
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2. Run CC_TST_TRNG under these conditions with each of the following sampleCount values:

• First set: SSMP1 = The minimal sampleCount found in 3.4 Base iteration on page 13.

• Second set: SSMP2 = Ceiling(1.5 * (SSMP1+1)-1).

• Third set: SSMP3 = Ceiling(1.5 * (SSMP2+1)-1).

For example, if the minimum value of sampleCount is 8, then run CC_TST_TRNG under each of
the 180 conditions with:

• SMP1=8 in the first set.

• SMP2=13 in the second set.

• SMP3=20 in the third set.

Set the TRNGMode to 0 for both the NIST 80-090B and FE-TRNG driver modes.

Overall, you must run a total of 540 characterization tests: (3 (sample counter values) * 4 (ring
oscillator configurations) * 3 (voltages) * 3 (temperatures) * 5 (process corners).

You must export all the data that is collected as part of the first characterization iteration from
the device, using your implementation of the callbackFunc callback function.

The estimated total time for the characterization procedure is between 16-18 hours: 5 chips
* 3 temperature conditions * (30 minutes to set each chip in each temperature condition
+ [30-40] minutes for running all oscillator, voltage, and sample count combinations in this
temperature).

3. Save the results of each test run in the relevant output file that is named according to 3.3.1
Output-file names on page 13.
When the first characterization iteration is complete, you can expect to have 540 files that are
named according to the different test conditions.

4. Send the collected files that you exported from the device to Arm.
Arm analyzes the data and returns to the following parameters.

• A set of four sample counter values, one value for each ring oscillator length.

• The worst-case corners (voltage/temperature/process) that you use for the 3.6 Second
characterization iteration on page 17. There are several worst-case corners for each ring
oscillator.

Example 3-2: Sample code for the first characterization iteration

In this example, SMP1=1, SMP2=2 and SMP3=4 and callback_FirstIteration is used as the
callback_BaseIteration for the base iteration.
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The printData function used in this example is a reference. Its purpose is to output data from
data_buf buffer through an I/O channel. CC_TST_TRNG collects data from the device and fills up
the data_buf buffer by calling callback function callback_FirstIteration.

void first_iteration_test()
    {
    uint32_t TRNGMode = 0;
    uint32_t roscLength = 0;
    uint32_t sampleCounter = 1;
    int ret = 0;
    
    for (roscLength=0; roscLength<4; roscLength++)
    {
    sampleCounter = 1;
    ret = CC_TST_TRNG(g_CcBaseAddr, TRNGMode, roscLength, sampleCounter,
 FIRST_ITERATION_BUF_LEN, callback_FirstIteration);
    printData(ret, roscLength, sampleCounter);
    buffer_index = 0;
    memset(data_buf, 0, sizeof(data_buf));
    
    sampleCounter = 2;
    ret = CC_TST_TRNG(g_CcBaseAddr, TRNGMode, roscLength, sampleCounter,
 FIRST_ITERATION_BUF_LEN, callback_FirstIteration);
    printData(ret, roscLength, sampleCounter);
    buffer_index = 0;
    memset(data_buf, 0, sizeof(data_buf));
    
    sampleCounter = 4;
    ret = CC_TST_TRNG(g_CcBaseAddr, TRNGMode, roscLength, sampleCounter,
 FIRST_ITERATION_BUF_LEN, callback_FirstIteration);
    printData(ret, roscLength, sampleCounter);
    buffer_index = 0;
    memset(data_buf, 0, sizeof(data_buf));
    }
    }

3.6 Second characterization iteration
You must run a second set of characterization tests to determine the TRNG configuration
parameters.

Procedure
1. Collect data for each of the worst corners identified as result of the first iteration.

Call CC_TST_TRNG with each of the four ring oscillator lengths (each with its corresponding
sample count).

Depending on the intended TRNG driver, each call to CC_TST_TRNG must be as follows:

• FE TRNG driver: Call CC_TST_TRNG with TRNGMode=1 and collect 100Mbit (12.5MB).

◦ Arm recommends that all output bits be collected using a single contiguous execution
of the test if your system allows. However, if there is insufficient memory to collect all
required bits in a single run, you can split each test into several runs and concatenate
the data. Each run must be a multiple of 1Mbits. Examples are splitting the test into 100
runs and collecting 100 x 1Mbits, 50 runs (50 x 2Mbits), or 25 runs (25 x 4Mbits).
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◦ All resulting bits must be saved in the output file without any gaps.
• 800-90B TRNG driver: CC_TST_TRNG with TRNGMode=2 and collect 1Mbit.

◦ Due to the required size of the data, the output bits can be non-contiguous, and
concatenation of several smaller sets of consecutive samples (generated using the same
noise source) is allowed.

◦ Smaller sets must contain at least 1000 samples.

◦ The concatenated dataset must contain at least 1,000,000 samples.

◦ All resulting bits must be saved in the output file without any gaps.

If any bits are dropped and not captured in the output file, you must rerun the
test as the statistical analysis of the output is meaningless.

The same output file naming rules apply for both drivers. For more information, see 3.3.1
Output-file names on page 13.

2. Process the resulting output files as follows:
• If you ran the characterization in AIS-31 mode, then you must send the resulting output

files to Arm for statistical analysis.
• If you ran the characterization in 800-90 mode, then you must proceed and analyze the

results using NIST tools, as published in the NIST site.

In either case, the returned results confirm or refute the TRNG configuration that is used for
mass production. After the 3.7 Restart tests iteration on page 19, these configuration values
must be updated in the relevant TRNG driver files.

If there are errors, recollect the data for each failed corner with a larger sample
count value. Then rerun the test and repeat until successful.

Example 3-3: Sample code of the second characterization test that is based on the FE TRNG
driver

The following sample code includes the macro and callback function definitions.

/*
 * Define the buffer size for the second characterization iteration.
 * For example, at least 100 Mbits (12.5 MBytes) must be collected
 * every time EHR registers output 192 bits (24Bytes) value.
 * Therefore, set the collected data as 12500016 bytes (12500016/24 = 520834).
 * The full buffer size is 12500016+28(header+footer)=12500044 bytes.
 */
#define SECOND_ITERATION_BUFF_LEN      (12500044)
   
static void callback_SecondIteration(uint32_t outputSize, uint8_t *outputBuffer)
{
 int i = 0;
 if (NULL == outputBuffer)
 {
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  printf("invalid input parameter!\r\n");
 }
 for (i=0; i<outputSize; i++)
 {
  printf("%02x", *(outputBuffer+i));
 }
}

Example 3-3: Second characterization test sample code

The following sample code is based on callback_SecondIteration.

void second_iteration_test()
{
 uint32_t TRNGMode = 1;
 uint32_t roscLength = 0;
 uint32_t sampleCounter = 1;
 int ret = 0;
 uint32_t i = 0;
    
 for (roscLength=0; roscLength<4; roscLength++)
 {
  /*
  * The following line must be updated for your board.
  * It is based on Musca-B1 test boards.
  */
  if ((roscLength == 1) || (roscLength == 3))
   continue;
  /*
  * The sample counter values in the following switch statement must
  * be updated according the real cases. The following are the values
  * for the tested Musca-B1 board.
  */
  switch (roscLength)
  {
   case 0:
    sampleCounter = 360;
    break;
   case 1:
    sampleCounter = 420;
    break;
   case 2:
    sampleCounter = 600;
    break;
   case 3:
    sampleCounter = 620;
    break;
  }
  printf("\r\nroscLength=%d, sampleCount=%d\r\n", roscLength, sampleCounter);
  ret = CC_TST_TRNG(g_CcBaseAddr, TRNGMode, roscLength, sampleCounter,
 SECOND_ITERATION_BUFF_LEN, callback_SecondIteration);
  printf("\r\nret = %d\r\n", ret);
 }
}
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3.7 Restart tests iteration
If you have selected the 800-90B driver, you must run a third characterization step to verify the
results from the second iteration.

Before you begin
• Ensure that the sample counter values you use are from a successful second characterization

iteration.

Procedure
1. Perform 1000 power cycles of the device, and in each cycle call CC_TST_TRNG with TRNGMode

= 0. Collect 1000 bits under standard temperature, voltage, and process corner for each ring
oscillator setting.

2. Concatenate the 1000 sequences one by one to form a single file for each ring oscillator.
3. Analyze the file, using the NIST tools, to confirm or refute the TRNG configuration that was

calculated in the second iteration.
The NIST tools are published on the NIST site.

You must ensure that each file contains exactly 1,000,000 bits of collected samples. Because
CC_TST_TRNG can output only multiples of 24 bytes (the length of the EHR register), this
requirement is achieved by stripping the excess bits. Collect at least 1000 bits in each power
cycle and keep only the first 1000 bits before concatenating the sequences together.

If there are failed tests, increase the sample counter value and repeat the restart tests.

Next steps
After verification, update these configuration values in the relevant files of the TRNG driver that
you are using.
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Appendix A CC_TST_TRNG output format
This appendix describes the format of the CC_TST_TRNG output.

When CC_TST_TRNG is run, in addition to collecting samples, it stores some metadata in its output
buffer. This buffer is described in terms of 32-bit little-endian words.

The following table lists the value of each word.

Table A-1: CC_TST_TRNG output format

Buffer offset (32-bit
words)

Value

0 Signature value: 0xAABBCCDD.

1 • Bits [23:0] - buffSize.

• Bits [25:24] - roscLength.

• Bits [31:30] - TRNGMode.

2 sampleCount

3 Signature value: 0xAABBCCDD.

4..N-1 Collected samples. Each 32-bit word contains the first collected sample in bit 0, and the last collected sample
in bit 31.

N Signature value: 0xDDCCBBAA.

N+1 Error flags

• Bit [0] - Samples were lost during collection.

• Bit [1] - Autocorrelation error occurred.

• Bit [2] - CRNGT error that is detected and recovered.

• Bit [3] - Input that is stuck at same level for 32 bits.

Note:
Bits[3:1] have no effect on the characterization analysis process.

N+2 Signature value: 0xDDCCBBAA.

The value of "N" is derived from the buffer size, and is calculated to fit the entire data in the
supplied buffer (as per the buffSize argument).

When parsing the output, it is important to test that the signature value is correct.
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Appendix B Revision history
This appendix describes the technical changes between released issues of this book.

Table B-1: Issue 00 (v1.0)

Change Location

First release. -

Table B-2: Differences between issue 00 (v1.0) and issue 01 (v1.1)

Change Location

Rebranded template to Arm logo and colors. Entire document.

Product renamed Arm® TrustZone® TRNG. Entire document.

DX_TST_TRNG renamed CC_TST_TRNG. Entire document.

Added the following standards:

• BSI AIS-31: Functionality Classes and Evaluation Methodology for True Random Number
Generators

• NIST SP 800-90A Recommendation for Random Number Generation Using Deterministic Random
Bit Generators – App C.

Referenced Documents

Added STRNG driver operating mode. ArmTrustZone TRNG Overview

Added STRNG driver to TRNGMode values in CC_TST_TRNG API code block. First Characterization Test Program.

Added STRNG driver. Second Characterization Test Program

Added STRNG driver to TRNGMode values in the Reading Arm TrustZone TRNG Configuration
Parameters code block.

Arm TrustZone TRNG Configuration
Parameters

Table B-3: Differences between issue 01 (v1.1) and issue 02 (v1.2)

Change Location

Renamed TRNG driver modes. Entire document

Minor rephrasing. Arm TrustZone TRNG Overview

Table B-4: Differences between issue 02 (v1.2) and issue 03 (v1.3)

Change Location

Minor correction. Referenced Documents

Rewritten. Introduction

Added chapter. 2 Overview of Arm True Random Number
Generator (TRNG) on page 8

Renamed from ARM TrustZone TRNG Overview (added under Overview) and partially
rewritten.

Arm TrustZone TRNG

Renamed from Characterization Overview, and partially rewritten. RNG Characterization

Merged Characterization High-Level Procedure into it and rewritten. 3 TRNG characterization procedure on page 10

Renamed from Setting the Output Files and partially rewritten. 3.3.1 Output-file names on page 13

Added the section. 3.2 Characterization test program on page 11

Rewritten. 3.3 Characterization test conditions on page 12
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Change Location
Added the section, including the Finding Minimum Sample Counter Value code block
moved from First Characterization Iteration.

3.4 Base iteration on page 13

Removed the section, and moved all its subsections under Characterization Procedure. Characterization Detailed Procedure

Renamed from First Characterization Test Program, replaced first paragraph and removed
step 1; partially rewritten.

3.5 First characterization iteration on page 15

Renamed from Second Characterization Test Program, and rewritten. 3.6 Second characterization iteration on page 17

Removed the section. Arm TrustZone TRNG Configuration Parameters

Table B-5: Differences between issue 03 (v1.3) and issue 04 (v1.4)

Change Location

Renamed from Introduction and restructured. Preface

Table B-6: Differences between issue 04 (v1.4) and issue 05

Change Location

Template changes for the current releases. Entire document

Table B-7: Differences between issue 05 and issue 06

Change Location

Document reclassified as Non-Confidential. Entire document

Minor rephrasing in multiple sections. No technical changes. Entire document

Split content into a new 3.1 Characterization procedure overview on page 10 section. No
technical changes.

3 TRNG characterization procedure on
page 10

Split content into a new A CC_TST_TRNG output format on page 21 section. No technical
changes.

A CC_TST_TRNG output format on page
21

Table B-8: Differences between issue 06 and issue 07

Change Location

Compliance section added. 2.2 Compliance on page 8

Additional information provided in Overview. 2 Overview of Arm True Random Number Generator (TRNG) on page 8

• Note added before the table.

• Restart tests iteration added as an extra step.

3.1 Characterization procedure overview on page 10

Changes made to the procedure. 3.6 Second characterization iteration on page 17

Restart tests iteration section added. 3.7 Restart tests iteration on page 19

Table B-9: Differences between issue 07 and issue 08

Change Location

Updated execution of "Second iteration: Run second set of characterization tests.". 3.1 Characterization procedure overview on page 10

Changes made to the expected outcome of the procedure. 3.5 First characterization iteration on page 15

Table B-10: Differences between issue 08 and issue 09

Change Location

Removed TrustZone from product name Entire document
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Change Location
Updated. 3.2 Characterization test program on page 11

Table B-11: Differences between issue 09 and issue 10

Change Location

Clarified that "Restart tests iteration" only applies to 800-90B mode. 3.1 Characterization procedure overview on page 10

• Added paragraph re. location of the CC_TST_TRNGAPI.

• Updated API code example.

• Added definition of callback_TRNG code example and corresponding
note.

3.2 Characterization test program on page 11

Updated collection conditions for each TRNG driver. 3.3 Characterization test conditions on page 12

• Defined the amount of data that must be collected for the base iteration
and the first characterization iteration.

• Added the Base iteration sample code on page 14 example code.

• Replaced the finding minimum sample counter value example code with
Base iteration sample code on page 14.

3.4 Base iteration on page 13

• Added sample code and updated first characterization iteration
description.

• Added steps to be taken after the first characterization iteration, and
before the second characterization iteration.

3.5 First characterization iteration on page 15

Added sample codes. 3.6 Second characterization iteration on page 17

Updated prerequisites:

• Only applies to 800-90B.

• TRNGMode must be set to 0.

3.7 Restart tests iteration on page 19

Buffer offset 1, updated TRNGMode bits from [31:31] to [31:30]. A CC_TST_TRNG output format on page 21

Table B-12: Differences between issue 10 and issue 11

Change Location

Product renamed Arm® True Random Number Generator (TRNG). Entire document

Clarified information about printData in example of sample code for first characterization
iteration.

3.5 First characterization iteration on
page 15

Corrected description of second characterization iteration procedure, that each test run must be
a multiple of 1Mbits.

3.6 Second characterization iteration on
page 17

Fixed buffer size values in the sample code of the second characterization test. 3.6 Second characterization iteration on
page 17

Clarified description of restart tests iteration. Added extra information to step 3 of procedure. 3.7 Restart tests iteration on page 19

Reorganized appendix structure. No technical changes. A CC_TST_TRNG output format on
page 21
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