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Product Status

The information in this document is for a prototype extension to the Armv8-A architecture.

Changes in PROTO_REL_04

[1633]

The Embedded Trace Macrocell Architecture Specification expects instructions to be classified in to direct branches, indirect
branches, and not a branch. The Morello specification did not contain enough information to make this classification. This has
been corrected by adding a new rule KHQMC.
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[1623]
The ASL of the registers CDBGDTR_ELO and CDLR_ELO is corrected with respect to the trapping due to CPTR_EL2.CEN at
EL2 and EL3.

[1618]
Rule R KDDZF step 10 references to B_ie[4] and T_ie[4] have been corrected to B_ie[3] and T_ie[3].

[1616]
In section 2.5.1 (Morello Bounds format), sub-section "Setting and encoding Bounds", the syntax used for SignExtend() when oE
< 48 was incorrect, making it difficult to read. This has been corrected.

In section 2.5.2 (Representability checks), rule R LMXSB is clarified to describe the guaranteed range of the Capability Value,
with respect to the base and the limit.

In section 2.8 (Capability memory relocation), rule R GFXBJ is clarified to apply the CCTLR_ELx.DDCBO field when executing
in ELx.

[1594]

AArch64.SecondStageTranslate() is corrected for the case where the first stage of translation results in a Capability fault due to a
store of a valid capability (CDBM == 0 && SC == 1). The second stage translation should not perform the hardware update if
the second stage entry has CDBM == 1.

[1593]
The CheckLoadTagsPermission() function is corrected to use the Exception level for the translation regime, instead of the current
Exception level.

[1592]

The code in MemAttrDefaults() that initialized fields related to the handling of the LC and SC bits has been removed,
because generally these fields have been initialized before this function is called. The initialization code was missing in
AArch64.Translate AddressS 10ff(), and so it has been added there.

[1590]
The ASL for MSR (immediate) is corrected to show that writes of SPSel are ignored when the PE is in Restricted.

[1589]
In R KDDZEF, step 5 for bounds setting contains a wrong variable E, which has been corrected to E’.

[1585]
The pseudocode functions AArch64.SysInstrInputIsCapability() was incorrectly checking for DC IVAC using opl == 3 and crm
== 6, and has been corrected to check for opl == 0 and crm == 6.

[1584]
The ASL functions AArch64.MemSingle(), AArch64.CapabilityTag(), MemAtomicCompare AndSwapC(), and MemAtomicC()
are updated to correctly handle faulting due to the LC bit on Device memory.

[1582]
The text in section 2.5.1 describing how the Capability Bounds are decoded was corrected in order to match the related pseudocode
in section 5. The specific correction is in the decoding of T[15:14].

[1580]
The description for BLRS (pair of capabilities) is corrected in removing the suggestion that this instruction would perform a
switch to Restricted.

[1156]
In section 2.9, Compartment ID, the informational text state BYCZR is clarified to explain the intention with respect to how an
implementation might use this information.

Known issues

[635]
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The pseudo-instruction "MOV Cn,CZR", which maps to "MOV Xn, XZR", is not described in the instruction set.

[626]

The <extend> specifier on the following instructions is shown as a mandatory part of the syntax.
* ADD (extended register),

* Load/Store with a offset register.

This does not match the syntax for the equivalent instructions in the base architecture
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About this book

This book is the Arm® Architecture Reference Manual Supplement Morello for A-profile Architecture. This book
describes only the architectural changes that are introduced by Morello to the Armv8-A architecture. Therefore,
this supplement must be read in conjunction with the specific version of Arm® Architecture Reference Manual,
Armv8-A, for Armv8-A architecture profile listed in the Additional reading section of this supplement. Together, the
manual and this supplement provide a full description of the Armv8-A architecture, including Morello functionality.
For details about the base Armv8-A architecture, the Arm® Architecture Reference Manual is the definitive source
of information.

It is assumed that the reader is familiar with the Armv8-A architecture.
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Conventions

Typographical conventions
The typographical conventions are:
italic
Introduces special terminology, and denotes citations.
bold
Denotes signal names, and is used for terms in descriptive lists, where appropriate.
monospace
Used for assembler syntax descriptions, pseudocode, and source code examples.

Also used in the main text for instruction mnemonics and for references to other items appearing in
assembler syntax descriptions, pseudocode, and source code examples.

SMALL CAPITALS

Used for some common terms such as IMPLEMENTATION DEFINED.

Used for a few terms that have specific technical meanings, and are included in the Glossary.
Colored text

Indicates a link. This can be:

* A URL, for example http://developer.arm.com

* A cross-reference to another location within the document

* A link, to a chapter or appendix, or to a glossary entry, or to the section of the document that
defines the colored term.

{and }
Braces, { and }, have two distinct uses:
Optional items

In syntax descriptions braces enclose optional items. In the following example they indicate
that the <shift> parameter is optional:

ADD <Wd|WSP>, <Wn|WSP>, #<imm>{, <shift>}

Similarly they can be used in generalized field descriptions, for example TCR_ELx.{I}PS
refers to a field in the TCR_ELXx registers that is called either IPS or PS.

Sets of items

Braces can be used to enclose sets. For example, HCR_EL2.{E2H, TGE} refers to a set of
two register fields, HCR_EL2.E2H and HCR_EL2.TGE

Notes

Notes are formatted as:

XXX
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Note

This is a note.

In this Manual, Notes are used only to provide additional information, usually to help understanding
of the text. While a Note may repeat architectural information given elsewhere in the Manual, a Note
never provides any part of the definition of the architecture.

Signals

In general this specification does not define hardware signals, but it does include some signal examples and
recommendations. The signal conventions are:

Signal level

The level of an asserted signal depends on whether the signal is active-HIGH or active-LOW. Asserted
means:

» HIGH for active-HIGH signals.
* LOW for active-LOW signals.
Lower-case n

At the start or end of a signal name denotes an active-LOW signal.
Numbers
Numbers are normally written in decimal. Binary numbers are preceded by ob, and hexadecimal numbers by ox.
In both cases, the prefix and the associated value are written in a monospace font, for example oxrrrroooo. To

improve readability, long numbers can be written with an underscore separator between every four characters, for
example oxrrrr_0000_0000_0000. Ignore any underscores when interpreting the value of a number.

Pseudocode descriptions

This book uses a form of pseudocode to provide precise descriptions of the specified functionality. This pseudocode
is written in a monospace font. The pseudocode language is described in the Arm Architecture Reference Manual.

Assembler syntax descriptions

This book contains numerous syntax descriptions for assembler instructions and for components of assembler
instructions. These are shown in a monospace font.
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Rules-based writing

Identifiers

Examples

U

n

This specification consists of a set of individual rules. Each rule is clearly identified by the letter R.

Rules must not be read in isolation, and where more than one rule relating to a particular feature exists, individual
rules are grouped into sections and subsections to provide the proper context. Where appropriate, these sections
contain a short introduction to aid the reader. An implementation which is compliant with the architecture must
conform to all of the rules in this specification.

Some architecture rules are accompanied by rationale statements which explain why the architecture was specified
as it was. Rationale statements are identified by the letter X.

Some sections contain additional information and guidance that do not constitute rules. This information and
guidance is provided purely as an aid to understanding the architecture. Information statements are clearly
identified by the letter 1.

Implementation notes are identified by the letter U.
Software usage descriptions are identified by the letter S.

Arm strongly recommends that implementers read all chapters and sections of this document to ensure that an
implementation is compliant.

Rules, rationale statements, information statements, implementation notes and software usage statements are
collectively referred to as content items.

Each content item may have an associated identifier which is unique within the context of this specification.
When the document is prior to beta status:

» Content items are assigned numerical identifiers, in ascending order through the document (0001, 0002, ...).
* Identifiers are volatile: the identifier for a given content item may change between versions of the document.

After the document reaches beta status:

» Content items are assigned random alphabetical identifiers (HJ/QS, PZWL, ...).
* Identifiers are preserved: a given content item has the same identifier across versions of the document.

Below are examples showing the appearance of each type of content item.
This is a rule statement.

This is a rule statement.

This is an information statement.

This is a rationale statement.

This is an implementation note.

This is a software usage description.
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Additional reading

This section lists publications by Arm and by third parties.

See Arm Developer http://developer.arm.com for access to Arm documentation.

Arm publications

o Arm® Architecture Reference Manual, Armv8-A, for Armv8-A architecture profile (ARM DDI 0487 F.c).
o Arm® Embedded Trace Macrocell Architecture Specification, ETMv4.0 to ETMv4.5 (ARM THI 0064 G.b).

Other publications

* Robert N. M. Watson, Peter G. Neumann, Jonathan Woodruff, Michael Roe, Hesham Almatary, Jonathan
Anderson, John Baldwin, Graeme Barnes, David Chisnall, Jessica Clarke, Brooks Davis, Lee Eisen, Nathaniel
Wesley Filardo, Richard Grisenthwaite, Alexandre Joannou, Ben Laurie, A. Theodore Markettos, Simon
W. Moore, Steven J. Murdoch, Kyndylan Nienhuis, Robert Norton, Alexander Richardson, Peter Rugg,
Peter Sewell, Stacey Son, and Hongyan Xia. Technical Report Number 951, Hardware Enhanced RISC
Instructions: CHERI Instruction- Set Architecture (Version 8) , the University of Cambridge, Computer
Laboratory, September 2020.
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Feedback

Arm welcomes feedback on its documentation.

Feedback on this book

If you have comments on the content of this book, send your feedback using the Support Portal. Alternatively,
send an e-mail to support-morello@arm.com. For us to address your comments accurately, provide the following
information:

* The title (Arm® Architecture Reference Manual Supplement Morello for A-profile Architecture).
¢ The number (DDI0606 A.k).

* The page numbers to which your comments apply.

* The rule identifiers to which your comments apply, if applicable.

* A concise explanation of your comments.

Arm also welcomes general suggestions for additions and improvements.

Note

Arm tests PDFs only in Adobe Acrobat and Acrobat Reader, and cannot guarantee the appearance or behavior
of any document when viewed with any other PDF reader.
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Progressive terminology commitment

Arm values inclusive communities. Arm recognizes that we and our industry have used terms that can be offensive.
Arm strives to lead the industry and create change.

We believe that this document contains no offensive terms. If you find offensive terms in this document, please
contact terms @arm.com.
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Chapter 1
Introduction

1.1 About the Morello architecture
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The Morello architecture aims to improve the robustness and security of systems using the following design goals:

* Fine-grained memory protection leading to increased memory safety.
* Scalable compartmentalization.

To achieve these goals, the Morello architecture introduces the principles defined in the Technical Report Number
951, Hardware Enhanced RISC Instructions: CHERI Instruction- Set Architecture (Version 8) , including the
principles of least privilege and intentional use. The Morello architecture is backwards compatible with and
complementary to the existing Armv8-A architecture.

The CHERI model introduces architectural capabilities. Capabilities are tokens of authority that are unforgeable
and delegable. In the CHERI model, they are integer values that have been extended with metadata to protect their
integrity, limit how they are manipulated, and control their use.

This introduction summarizes the concept of capabilities by extracting content from Technical Report Number
951, Hardware Enhanced RISC Instructions: CHERI Instruction- Set Architecture (Version 8) . It also illustrates
how the existing system incorporates the addition of capabilities, in order to benefit from the security features
provided. The subsequent chapters expand this introduction in broadly two parts: the first part provides definition a
conceptual of a new data type, the capability; the second part delineates expected hardware behavior in the context
of the Armv8-A system. A list of registers that are changed by or added to the Morello architecture is added,
followed by A64 and C64 instruction sets, as well as pseudocode for the functional description.

Arm acknowledges the contribution of the following named individuals and institutions in the derivation of the
concepts within this architecture: Robert N. M. Watson, Peter G. Neumann, Jonathan Woodruff, Michael Roe,
Hesham Almatary, Jonathan Anderson, John Baldwin, David Chisnall, Jessica Clarke, Brooks Davis, Nathaniel
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Wesley Filardo, Alexandre Joannou, Ben Laurie, A. Theodore Markettos, Simon W. Moore, Steven Murdoch,
Kyndylan Nienhuis, Robert Norton, Alex Richardson, Peter Rugg, Peter Sewell, Stacey Son, and Hongyan Xia,
the University of Cambridge, and SRI International.

The Morello architecture is based on concepts first described and developed in the Technical Report Number
927, Hardware Enhanced RISC Instructions: CHERI Instruction- Set Architecture , developed by the University
of Cambridge and SRI International, with support from DARPA. In this supplement, some material from the
Technical Report Number 927, Hardware Enhanced RISC Instructions: CHERI Instruction- Set Architecture has
been extracted and modified. The incorporation of these concepts in Morello is in accordance with an existing
agreement between Arm Limited and the Department of Computer Science and Technology, the University of
Cambridge.
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1.2 The CHERI protection model
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A capability in the CHERI model consists of a value and the following additional metadata:

* Validity Tag: Providing integrity protection.

* Permissions: Limiting operations that can be performed.

* Bounds: Limiting how the value can be used, for example, for memory access.
* An object type: Supporting higher-level software encapsulation.

The CHERI model enforces several important security properties on changes to capability metadata:

» Provenance validity: Valid capabilities can only be constructed by instructions that do so explicitly, for
example, from other valid capabilities.

 Capability monotonicity: Instructions cannot exceed the permissions and bounds of the original capability
when creating valid capabilities, other than in controlled non-monotonicity, such as exception entry.

and a number of important security properties on sets of capabilities:

» Reachable capability monotonicity: In any execution of arbitrary code, until execution is yielded to another
domain, the set of accessible capabilities cannot increase.

* Controlled non-monotonicity: Enables access to more capabilities on a control-flow transfer to a protected
entry point.

Capabilities can be held in registers or in memory, and are accessed, manipulated, loaded, stored, and used as
memory addresses by instructions that expect capability operands rather than integer values. The CHERI model
adds new instructions to perform the following operations:

* Retrieving capability fields: Retrieves properties defined by capabilities, for example, a lower bound.

* Manipulating capability fields: Sets or modifies capability fields within the constraints of monotonicity.

» Loading or storing using capabilities: Loads or stores integer, capability, or other values using a suitably
authorized capability.

* Controlling execution flow: Performs a branch or branch-and-link-register to a capability destination.

* Non-monotonic execution flow: Transferring control to a domain with a different set of accessible capabilities.

See also:

* Technical Report Number 951, Hardware Enhanced RISC Instructions: CHERI Instruction-Set Architecture
(Version 8) listed in Other publications.
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1.3 The Morello architecture in the Armv8-A profile

The Morello architecture extends the Armv8.2-A profile with features that implement the CHERI protection model.
It implements 129-bit CHERI capabilities, simplified as capabilities in this supplement, with compressed bounds
which provide a compromise between memory consumption and bounds precision.

The Morello architecture inherits the rules for architectural features and extensions from Armv8.2-A. This
supplement describes changes to those rules, and defines any new features added.

The Morello Architecture is only supported in AArch64 state. An implementation supporting Morello does not

support AArch32. To support the properties of the Morello architecture, some existing definitions of terms are
modified.

See also:

* 2.3 Changes to Armv8 terminology

1.3.1 Capability registers and memory

General-purpose registers, certain System registers, and certain Special-purpose registers are extended to 129
bits to hold capabilities. A Program Counter Capability(PCC) extends the existing Program Counter(PC) to be a
capability, providing validity, permission, bounds, and other checks on instruction fetch, along with some ambient
permissions on certain classes of instructions.

1.3.2 Capability tagged memory

1.3.3

ISA

To prevent forgery, when a Capability is stored in memory, bit 128 of a capability, containing the Capability Tag, is
stored in a separate location that is not accessible by normal load and store instructions. The other 128 bits of the
capability are stored in regular memory locations.

See also:

e 2.2 Capability registers

The Morello Architecture is supported in AArch64 state. The A64 ISA is extended with instructions to manipulate,
copy, and retrieve fields from capabilities. To a limited extent, the A64 ISA also allows using capabilities for
instruction fetch and memory access. A variant of the A64 ISA, C64, is added to provide a richer set of instructions
to use capabilities, at the expense of instructions using 64-bit values as address to access memory.

See also:

* Chapter 4 Instruction definitions

1.3.4 Controlled non-monotonicity

DDI0606
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The Morello architecture provides the following methods for controlled non-monotonicity:

» Exception handling: The addition of capability exception handling registers enables access to new sets of
capabilities via capability exception entry.
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» Executive/Restricted: The PE can switch between two states, Executive and Restricted, on a capability branch
or return. This option provides controlled access to a selection of capability registers within an Exception
level.

* Unsealing operations: The operations allowing sealed capabilities to be unsealed for different purposes as
defined by the Capability ObjectType field. Unsealing operations include the following operations:

Unseal pair of capabilities and branch.
Unseal using an unsealing capability.
Unseal, Load pair of capabilities and branch.
Check subset and unseal.

Unseal and branch.

See also:

* 2.6.2 Controlled non-monotonic manipulation

1.3.5 Capability memory protection

The Morello architecture provides an additional layer of memory protection, requiring that any access using a
virtual address is checked implicitly or explicitly against a capability. Instructions using a capability as an address
check every location accessed against that capability. Instructions not using a capability as an address, check every
location accessed against the capability in a Default Data Capability (DDC).

For instruction fetch, and loads relative to the PC, the memory protection is provided by the capability in PCC.

See also:
e 2.7.2 Capability memory protection
1.3.6 Capability protection for System registers and instructions
Particularly at higher Exception levels, access to System registers and System instructions gives significant privilege.

The Morello architecture provides a capability System permission which, when absent from the capability in PCC,
prevents access to most System registers and System instructions.

See also:

e 2.7.1 System permission

1.3.7 Capability memory relocation

The Morello architecture adds controls to support a degree of relocation of capability-unaware code, and its access
to data, within an address space, facilitating compartmentalization of that code.

See also:

* 2.8 Capability memory relocation
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1.3.8 Recursive immutability

The Morello architecture introduces a capability mutability permission which, when absent from a capability used

to load other capabilities, removes both write and mutability permission from any valid unsealed capability that is
loaded.

This feature provides a recursive property on capabilities such that any memory reachable from an initial capability,
other than via controlled non-monotonicity, can be made read-only.

See also:

e 2.7.4 Recursive immutability

1.3.9 The Virtual Memory System Architecture

The Morello architecture extends the virtual memory system with new permissions in page table entries to control
access to capabilities in memory, and also to track the writing of capabilities to memory.

See also:

e 2.14 The Virtual Memory System Architecture

1.3.10 Debug and trace

The external debug architecture is extended to allow both capability-aware and capability-unaware debuggers.
Performance monitoring events are added monitor Morello specific architectural and micro-architectural behavior.
The Statistical Profiling Extension is extended to track loads and stores of capabilities.

See also:

e 2.16 The Embedded Trace Macrocell architecture
e 2.17 Performance Monitoring Unit
e 2.19 External debug
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The Morello architecture is an extension to the Armv8-A architecture version Armv8.2-A.

An implementation of the Morello architecture includes all of the mandatory Armv8.2-A features, and the following
optional features:

* FEAT_FP16, Half-precision floating-point data processing.

e FEAT_DotProd, SIMD Dot Product.

* FEAT_HPDS?2, Translation table page-based hardware attributes.
e FEAT_LVA, Large VA support.

* FEAT_IESB, Implicit error synchronization event.

* FEAT_EVT, Enhanced Virtualization Traps.

In addition to the Armv8.2-A extension, a Morello implementation includes the following additional features:

 The Statistical Profiling Extension.
* FEAT_LRCPC, Load-acquire RCpc instructions.
* FEAT_SSBS, Speculative Store Bypass Safe.

Other features defined in the Arm architecture after Armv8.2-A are not supported in the Morello architecture.
An implementation of the Morello architecture does not support the following:

* The AArch32 state.
¢ Mixed-endian at any Exception level.
* Fixed big-endian. The architecture only supports fixed little-endian.

The feature names have been changed in the Arm® Architecture Reference Manual, Armv8-A and this document
uses the feature names updated in the Arm® Architecture Reference Manual, ArmvS-A listed in Arm publications.
A mapping between the legacy feature names and new names has been provided.

See also:

* Appendix K13, Legacy Feature Naming Convention, Arm® Architecture Reference Manual, Armv8-A:
Mapping of the legacy feature names for the Armv8.x extensions.
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2.1 Capabilities

Reesxn A capability is a composite data type with the following fields:
Name Description
Value Provides values used in capability-based operations.
Bounds Limits how the Capability Value can be used.
Permissions Limits how the capability can be used.
ObjectType Determines whether a capability is sealed and, for a sealed capability, how the capability is sealed.
Global Restricts the locations where a capability can be stored.
Executive Controls banking of certain System registers.
Flags Holds unrestricted user data.
Tag Defines the validity of a capability.

Rernx The Capability Value is 64 bits.

Ryurg The Capability Value can be accessed as one of the following:

¢ An absolute value.
* An offset from the bounds base defined by the Capability Bounds.
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Turnxs The Capability Bounds define a 65-bit upper and 64-bit lower bound, depending on how a capability is used.
Rysep The Capability Tag defines the validity of a capability in one of the following ways:

* If the Capability Tag is 1, the capability is valid.
» If the Capability Tag is O, the capability is invalid.

RKFRAT The Capability Permissions contain all of the following permission controls:
Name Permission
Load Load from memory
Store Store to memory
Execute Execute instructions
LoadCap Load a valid capabilty to a Capability register
StoreCap Store a valid capabilty from a Capability register
StoreLocalCap Store a Local capability to memory
Seal Seal an unsealed capability
Unseal Unseal a sealed capability
System Access System registers and instructions
BranchSealedPair Use in an unsealing branch
CompartmentID Use as a compartment ID
MutableLoad Load to a Capability register with mutable permissions
User[N] Software defined permissions

Ryyowt A capability is either sealed or unsealed.

Rryrpy The ObjectType of a capability determines if that capability is sealed:

* If the ObjectType of a capability is O, the capability is unsealed.
« If the ObjectType of a capability is nonzero, the capability is sealed.
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2.2 Capability registers

RpvaJs The Morello architecture introduces the term “Capability register” to define a register that can hold a capability.
Rywpac Capability registers are 129 bits.
Ryx1pL When Morello is implemented, general-purpose registers, some System registers, and some Special-purpose

registers, are extended to be Capability registers.
Remry Capability registers can have the following access views:

¢ 129-bit: the Capability access view.

* 64-bit.
e 32-bit.
Roxwcs The following table provides an overview of general-purpose registers when the Morello architecture is
implemented:
Register names based
General-purpose register name (n=0-30) Access view provided (bits) on access view (n=0-30)
Rn 64 Xn
32 Wn
129 Cn

In a general-purpose register field, the value 31 represents either the current stack pointer or the zero register,
depending on the instruction and the operand position, as summarized in the following tables:

Access view provided (bits) Register names based on access view
64 SP
32 WSP
129 CSp
Register size (bits) Register names based on size accessed
64 XZR
32 WZR
129 CZR
Trsper The Morello architecture adds a set of Default Data Capability registers:

« DDC_ELO.

« DDC_ELIL.

« DDC_EL2.

 DDC_ELS3.

« RDDC_ELO.

The mnemonic DDC is used as an accessor to refer to the current (R)DDC_ELXx register based on other contexts
and settings.
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T ixBKy The Program Counter (PC) is extended to be a Program Counter Capability register (PCC).
Rygsve No explicit synchronization is required between accessing a System register using different access views.
Rrucxn When writing to a register using an access view narrower than the maximum access view, the upper bits, including

the Capability Tag, of the register are set to 0.

See also:

* Chapter B1.2, Registers in AArch64 Execution state, Arm® Architecture Reference Manual, Armv8-A: more
details about Armv8-A registers.

* Chapter C5.1.5, op0==0b11, Moves to and from Special-purpose registers, Arm® Architecture Reference
Manual, Armv8-A: more details about special-purpose registers.
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2.3 Changes to Armv8 terminology

Rrruty If an UNPREDICTABLE operation writes a capability register, the write does not increase the set of reachable
capabilities.
Ryt If an UNKNOWN value is written to a capability register or to capability-tagged memory, the write does not increase

the Capability defined rights available to software.
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2.4 Capabilities in memory

RHPUL‘,L
Rrpks

Rpsepr

Rprcpe
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The Morello architecture introduces capability tag locations, separate to byte locations.
A capability-tagged location is a byte location associated with a capability tag location.

The set of 16 contiguous capability-tagged locations starting at a 16-byte aligned address is associated with the
same distinct Capability Tag.

In a system implementing the Morello architecture extension, all byte locations in general-purpose memory are
capability-tagged locations.

The lower 128 bits of a capability in memory are in little-endian byte order.
A capability store to a 16-byte aligned address, N, atomically stores the following:

* The lower 128 bits of the capability to the 16 byte locations starting at N.
* The Capability Tag to the capability tag location associated with those byte locations.

A capability load from a 16-byte aligned address, N, atomically loads the following:

» The lower 128 bits of the capability from the 16 byte locations starting at N.
* The Capability Tag from the capability tag location associated with those byte locations.

If a capability store is not to a 16-byte aligned address, the store generates an alignment fault.
If a capability load is not from a 16-byte aligned address, the load generates an alignment fault.

A non-capability store to a capability-tagged location atomically writes the capability tag location associated with
that capability-tagged location to 0.

If a capability is written to a non-capability-tagged location, it is IMPLEMENTATION DEFINED which of the
following applies:

* The byte locations are written and the Capability Tag is ignored.
* The byte locations become UNKNOWN and the Capability Tag is ignored.
* An External abort is generated.

If a capability is read from a non-capability-tagged location, it is IMPLEMENTATION DEFINED which one of the
following applies:

* The byte locations are read and the Capability Tag is read as 0.
* The destination Capability register becomes UNKNOWN.
* An External abort is generated.

For a non-capability atomic operation writing to a byte location associated with a capability tag location, if the
operation does not change the value in the byte location, it is IMPLEMENTATION DEFINED whether the capability
tag location is written to 0.

See also:
* Chapter B2.3.1 Basic definitions, Arm® Architecture Reference Manual: Definition of byte location.

e Chapter B2.3 Definition of the Armv8 memory model, Arm® Architecture Reference Manual: Introduction to
the concept of locations in Armv8-A architecture.
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2.5 Capability encoding

Tromko The Morello Capability format is similar but not identical to the CHERI-concentrate format.
RurvBo A Capability value comprises the following fields:

¢ Value: 64 bits.

e Bounds: 87 bits.

* Flags: 8 bits.

* ObjectType: 15 bits.
¢ Permissions: 16 bits.
e Tag: 1 bit.

¢ Global: 1 bit.

¢ Executive: 1 bit.

The Flags and the lower 56 bits of the Capability Bounds share encoding with the Capability Value.

Rziyer
Capability Tag [0] Executive [1] Global [0]
Permissions [17:2] ObjectType [14:0] Value [63:0]
128 1 - 109 QLMB SO/ 5163 0
For the encoding of a capability, the following fields are encoded together:

e Global [0].

* Executive [1].

e Permissions [17:2]

The Permissions field [17:2] is encoded as the following:
Bits Permission
17 Load
16 Store
15 Execute
14 LoadCap
13 StoreCap
12 StoreLocalCap
11 Seal
10 Unseal
9 System
8 BranchSealedPair
7 CompartmentID
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Bits Permission
6 MutableLoad
5:2 User[4]

See also:

e CHERI Instruction-Set Architecture.

2.5.1 Morello Bounds format

Ipurey The 87 bits of Capability Bounds can be accessed as one of the following:

¢ A base, b, and limit, t.
* A base and length, 1.

For the base, limit, and length of bounds, all of the following are true:

* Base is a 64-bit quantity.
* Limit is a 65-bit quantity.
* Length is a 65-bit quantity.

RyxvDF The Bounds field encodes the following 5 values used to encode and decode the base and limit of a capability:
Element Description
Bottom(B) 16-bit quantity used to derive the base.
The Internal Exponent(IE) The value of IE determines if E is encoded in the bounds or treated as 0:

e When IE is O: E is treated as 0.
* When IE is 1: E is encoded in the lower bits of T and B.
This bit is stored inverted.

Top(T) A 16-bit quantity used to derive the limit. T[15:14] are encoded using B, IE, and the
other bits of T.

The Exponent(E) A 6-bit quantity that determines the position at which B and T are inserted into A to
recover base and limit. E is stored inverted.
A A 66-bit value used to define the base and limit when E<48. Bits [55:0] are encoded in

Bounds, the other bits are derived from A[55] or are set to 0.
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Value [63:0]

94 64
95 93 63

~IE[0]

o exponent: _

‘ A[55:0]

63

~IE[0] ~E[5:3] ~E[2:0]

iernal expenent: _ L ARl
63

82 80 55

Rsrrzu A, B, T, E, and IE are decoded in the following ways:
* A is derived using the following:
Al65:64] =0
A[63 : 0] = SignExtend(Value[55 : 0], 64)
¢ IE is derived using the following:
IE = ~Bounds[80]
* E is derived using the following:
B 0= {(iBounds[M : 72] : ~Bounds[58 : 56, ii j:g ==1
* The T and B values are decoded as follows:
B[15 : 3] = Bounds|[71 : 59]
B2 0] = {iound8[58 : 56], gg Z 1
T[13 : 3] = Bounds[85 : 75]

Bounds[74 : 72], ifIE ==
T[2:0]= {0 I

T[15:14] is decoded as follows:

B[15: 14], if (T[13:0] > B[13:0)) A(IE ==0)
T5: 14] = B[15:14]+1, if(T[13:0] < B[13:0])) A (IE == 0)
| B[15:14] +1, if(T[13:3] > B[13:3])) A (IE == 1)
B[15:14]+2, if(T[13:3] < B[13:3]))AN(IE ==1)
Rpgzow A, B, T, E, and IE are encoded into the Capability Bounds field as the following:
Bounds[86] = ~ IE
Bounds[85 : 75] = T[13 : 3]
T2 : if |[E ==
Bounds[t4:72) = 4 L2301 0
~E[5:3], ifIE==1
Bounds[71 : 59] = BJ[15 : 3]
Bounds[58 : 56] = B[2: 0], %f [E==0
~FE[2:0], iflE==
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Bounds[55 : 0] = A[55 : 0]

Ickzpc The Capability Bounds are valid or invalid.
Rppznm If any of the following is true, the Capability Bounds are valid:
* The value of the Exponent equals to 63.
 The value of the Exponent is less than 51.
Otherwise, the Capability Bounds are invalid.
Decoding Bounds
Rezvkg 1. The Capability Bounds field is decoded to the Capability Base, base, and the Capability Limit, limit. Base
and limit are derived from A, B, T, and E. Base is a 64-bit value. Limit is a 65-bit value.
e fE==063:
* base =0
o limit = 2%
¢ The Capability Bounds are valid.
e If51 <E<62:
* base =0
o limit = 2%
¢ The Capability Bounds are invalid.
* IfE<51:
* base[65 : 0] = (A[65: (F +16)] + Cyp) : B[15: 0] : Zeros(E)
o limit[65 : 0] = (A[65 : (E 4+ 16)] + Cy) : T[15: 0] : Zeros(E)
* The Capability Bounds are valid.
limit: A[65:(E+16)] + ¢, 0000...0000
0<E<50 and bounds are aligned to 2°
The upper regions of base and limit (those derived from A) are subject to a correction factor
of +/- 1, where C,, and C; are derived using the following:
A3 =A[E+15: E 4 13]
DDI0606 Copyright © 2019-2022 Arm Limited or its affiliates. All rights reserved. 52

Ak Non-confidential



Chapter 2. Capability architecture rules
2.5. Capability encoding

DDI0606
Ak

B3 = B[15: 13
T3 =T[15 : 13
R3 = B3 — 0b001

. 1, if A3 <R3
aHi = )
0, otherwise

b — 1, if B3 < R3
0, otherwise

. 1, ifT3 < R3
tHi = )
0, otherwise

Cy,=0Hi—aH:i
Cy =tHi— aHi
2. The base and limit are generated as follows:
basel65 : 0] = (A[65: (E 4+ 16)] + Cy) : B[15: 0] : Zeros(E)
limit[65 : 0] = (A[65 : (F +16)] + C}) : T[15: 0] : Zeros(E)
Setting and encoding Bounds

Bounds setting uses a Capability Value, Value, and an Exponent, oE, to derive a requested base, nb, along with a
requested length, nl, to derive a requested limit, nt. The requested base and limit are used to generate A, B, T, E,
and IE fields, to be encoded in a Capability Bounds field.

The encoded A, B, T, E, and IE are generated as follows:
1. Calculate the requested base, nb:
nb[65 : 64] =0

w1 [ 0 0. 0 <
2. Calculate the requested limit, nt:
nt[65 : 0] = nb[65 : 0] + 0 : nl[64 : 0]
3. Calculate A:
A = SignExtend(Value[55 : 0], 66)
4. Calculate a candidate exponent, E’:
E’' =50 — CountLeadingZeroes(nl[64 : 15])
Lengths less than 2! are encoded with B/ == 0

5. Calculate IE:

. ;L L
1B - 0, if(E == ) A (nl[14] == 0)
1, otherwise

6. Calculate a candidate Bottom, B_ne, and a candidate Top, T_ne, for the no internal exponent encoding:
B_ne[15 : 0] = nb[15 : 0]
T_ne[15 : 0] = nt[15 : 0]

7. Calculate a candidate Bottom, B_ie, and a candidate Top, T_ie, for the internal exponent encoding:
B_ie[15 : 0] = nb[E’' + 15 : E’ + 3] : 000
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8. Calculate rounded base and rounded limit to check whether rounding is required on the new base and limit in
the internal exponent encoding, and a new candidate top that is rounded up, not down:

rounded_base = nb[E’ +2: 0] # 0
rounded_limit = nt[E’' +2:0] #0
., T _ ie+ 8, if rounded_limit
T e/ = . .
T _ie, otherwise

9. Calculate a new candidate exponent, E”, for the internal exponent encoding, increased by 1 if the candidate
Top has the top bit set:

adjust_E = T_ie/ — B_ie > 215
B E' +1, ifadjust_E
E, otherwise

10. Calculate a new candidate Top, T_ie”, a new candidate Bottom, B_ie’, rounded_base, and rounded_limit,
based on whether E was adjusted. Again ensure that the candidate Top is rounded up, not down:

T e nt[E"” +15: E" + 3] : 000, if adjust_E
1 =
B T_ i€, otherwise

B e — nb[E" +15: E” 4+ 3] : 000, if adjust_FE
- B_ie, otherwise

True, if (adjust_E) A (B_ie[3] == 1)

rounded_base’ = )
rounded_base, otherwise

True, if (adjust_E) A (T_ie'[3] == 1)

rounded_limit’ = o ]
rounded_limit, otherwise

T e — T_ie” +8, if (adjust_E) A (rounded_limit')
T ie”, otherwise

11. Select the appropriate candidate T, B, and E:

B E", ifIE ==
| E', otherwise

- {T_ie”’, if 1B ==1

T_ne, otherwise
B B_ie¢/, ifIE :.:
B_ne, otherwise

12. Calculate whether the Capability Bounds were encoded exactly:

. rounded_base’ V rounded_limit’, if [E ==1
inexact = .
False, otherwise
A, T, B, E, and IE are then encoded in a Capability Bounds field as described in Rpjzpw.
Rstony If any of the following are true, the Bounds are considered invalid:

* The request was for exact bounds and the encoded bounds are inexact.
* The requested base is lower than the original base.
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* The requested limit is above the original limit.

ToKCRL If all of the following are true, the bounds are guaranteed to be exactly representable:

* (nb)AND (NOT nlMask)== 0: Where nb is the requested base and nlMask is the value returned by the rrmask
instruction when passed the requested length, nl, as its source.

* n1 == rn1: Where nl is the requested length and Rnl is the value returned by the rrien instruction when
passed the requested length, nl, as its source.

2.5.2 Representability checks

Reymzg Not all combinations of Capability base, limit, and Value are representable. When modifying a Capability
Value field, an operation may cause the Capability Bounds to change, and the encode base and limit to become
unrepresentable. If the modification causes the base and limit to become unrepresentable, the Capability Tag is set
to 0.

The concept of the representability of capabilities:

T representable
region

limit

base

Multiple of s = 2E+16

The representable region covers the range of values that are between 12.5% below the base and 25% above the
limit.
Note: Not all capabilities with large bounds have a contiguous representable region.

RIxuKF A representability check is applied when manipulating a Capability Value.

Rycenn If modifying a Capability Value causes the base or limit to change, a representabilty check fails. Some versions of
the check may fail in additional cases.
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Rrmxss If the Capability Value is modified, the encoding of the capability allows the Capability Value to change within the
representable region, otherwise the base and limit may become unrepresentable.

Reyi If modifying a capability causes a representability check to fail, the Capability Tag on the generated capability is
set to 0.

Tomvzr The Representable check has two versions: “full” and “fast”. The full check confirms that the Capability Bounds

are unchanged by a change in Capability Value. The fast check determines whether incrementing the Capability
Value leads to it being unrepresentable. In some cases the fast check returns a false negative result, but never
returns a false positive result.

Rsvevi None of following operations can make Capability Bounds unrepresentable:

* Modifying the Capability Flags field directly.
* Modifying the Capability Flags field indirectly by modifying the Capability Value.

Fast Representability Check
Rygvpe The Fast representability check uses the following elements:

* An increment, I, modified by sign extending from bit 55
* The E field encoded in the Capability Bounds.
e The A field encoded in the Capability Bounds.

The Fast representability check comprises the following tests:
1. BigExp:
If the Exponent is large enough, the Capability Value is not used to reconstruct base and limit:
BigExp == FE > 48
2. InRange:

If the absolute value of the increment is larger than the Representable range, s, the result is not
representable.

InRange = (I[63 : E 4 16] == —1) V (I[63 : E + 16] == 0)
3. InLimit:

A Representable limit, R, is defined as the following:

R[15:13] = B[15:13] -1

R[12:0] =0

Then a comparison is made depending on sign of the increment, as follows:

InLimit — I[E4+15:E] < R[15:0— A[E+15: E] -1, if I >0
| U[E+15:E]>R[15:0] —A[E+15: E]) A (R[15: 0] # A[E 4+ 15: E]), otherwise

4. FixedMsBVal:
If E < 48, A is used to form the base and A must not change sign:
FizedM SBVal = (A[55] == (A + I)[55])
The Fast Representability check combines the four tests as:

FastRep = (InRange A InLimit A FizedM SBVal) vV BigExp
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2.6 Manipulating capabilities

Ryrp1s Manipulating a capability is defined as copying a capability, possibly changing the value of capability fields of the
copy.
Reroor A valid capability can only be created by one of the following:

* Monotonic manipulation.
* Controlled non-monotonic manipulation.

RrixBs Monotonic manipulation includes the following operations:

* Modifying the Capability Value.

* Reducing the Capability Bounds.

* Reducing the Capability Permissions.
* Modifying the Capability Flags

* Sealing operations.

Ryzsve Controlled non-monotonic manipulation includes the following operations:

» Unsealing a capability using an unsealing operation.
 Using a permitted, privileged capability creating instruction to mark a register or memory location as holding
a valid capability.

Rpxicp When a capability is manipulated, any of the following clears the Capability Tag:

* If the capability is sealed, an attempt to manipulate the capability other than using an unsealing operation.
e An attempt to increase the Capability Bounds.

Rycspx Sealing and then unsealing a capability does not increase the rights granted by that capability.

2.6.1 Monotonic manipulation: sealing operations

RurMky Sealing a capability restricts its use to compatible unsealing operations.
Rynox A valid unsealed capability can be sealed by one of the following instructions:
» Sealing with a sealing capability:

— SEAL (capability), Seal capability.
— CSEAL, Conditionally Seal capability.

* Sealing with a branch with link instruction.
 Sealing without a capability:
— SEAL (immediate), Seal capability (immediate).

Rraonpz For a sealing instruction that is not CSEAL, if any of conditions in a sealing operation fails, the Capability Tag of
the source capability is cleared.

For CSEAL instruction, if any of conditions in a sealing operation fails, the source capability is written to the
destination capability unchanged.

RprTIx If all of the following are true, SEAL (capability) and CSEAL generate a valid sealed capability:
¢ The unsealed capability is valid.
* For the sealing capability, all of the following are true:

— The capability is valid.
— The capability is unsealed.
— The capability has the Seal permission.
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Rospus

— The Capability Value is within the Capability Bounds.
— The Capability Value is within the range of Capability ObjectType values.

If a capability is sealed by SEAL (capability) or CSEAL, the ObjectType of the capability to be sealed is set to the
sealing Capability Value.

If a branch with link instruction generates a sealed capability in C30, the sealed capability ObjectType is set to 1.
If all of the following are true, SEAL (immediate) generates a valid sealed capability:

* The capability to be sealed is unsealed.
* The capability to be sealed is valid.

If a capability is sealed by SEAL (immediate), the sealed capability ObjectType is set to the value of the form field
in the instruction encoding.

2.6.2 Controlled non-monotonic manipulation

R[TEX?’L
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Privileged capability creation:
A privileged capability creating instruction is one of the following:

* Set the Capability Tag of a register: SCTAG.
* Store Capability Tags to memory: STCT.

If CSCR_EL3.SETTAG is 0 and the PE is in an Exception level that is lower than EL3, a privileged capability
creating instruction can not create a valid capability.

If CHCR_EL2.SETTAG is 0 and the PE is in an Exception level that is lower than EL2, a privileged capability
creating instruction can not create a valid capability.

A privileged capability creating instruction is not permitted to create capabilities in ELO: the instruction is
UNDEFINED in ELOQ.

See also:
e 2.4 Capabilities in memory
Unsealing operations
A valid sealed capability can only be used in a capability unsealing operation.
A permitted unsealing operation on a valid sealed capability generates a valid unsealed capability.
A non-permitted unsealing operation does one of the following:

* Clears the Capability Tag of the generated capability.
» Leaves the generated capability sealed.

All of the following are unsealing operations:

* Unsealing with an unsealing capability, UNSEAL.

» Unsealing with a check subset, setting flags and conditionally unseal instruction, CHKSSU.
* A branch or return with a capability register as the target.

* A load capability pair and branch, LDPBR, using C29.

* A load and branch, BR (memory indirect), using C29.

¢ A branch to sealed capability pair.

If all of the following are true, unsealing with an unsealing capability is a permitted unsealing operation:
* For the capability being unsealed, all of the following are true:

— The capability is valid.
— The capability is sealed.
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* For the unsealing capability, all of the following are true:

The capability is valid.

The capability is unsealed.

The capability has the Unseal permission.

The Capability Value is within the Capability Bounds.

The Capability Value is within the range of Capability ObjectType values.

The Capability Value is equal to the ObjectType of the capability to be unsealed.

RyzrTy If the ObjectType of a capability is 1, the following are permitted unsealing operations:

* A branch operation using that capability as a target.
A return to that capability.

Rr1nx: If all of the following are true, unsealing a sealed capability using a testing capability by a Check Subset, setting
flags and conditionally unseal instruction, CHKSSU, is a permitted unsealing operation:

* The sealed capability is valid.

* The testing capability is valid.

* The testing capability is unsealed.

» The Capability Bounds of the sealed capability are a subset of Capability Bounds of the testing capability.

e The Capability Permissions of the sealed capability are a subset of the Capability Permissions of the testing
capability.

Rpxkps If all of the following are true, unsealing a capability using a Load Pair of capabilities and Branch instruction,
LDPBR, is a permitted unsealing operation:

* The capability is valid.

* The capability is sealed.

* The capability ObjectType is 2.

* The destination capability register of the instruction is C29.

RrumnR If all of the following are true, unsealing a capability using an Unseal load and branch (immediate) instruction,
BR (memory indirect), is a permitted unsealing operation:

* The capability is valid.

* The capability is sealed.

* The capability ObjectType is 3.

* The base capability register of the load and branch is C29.

Rozry If all of the following are true, branch to sealed capability pair instruction with a first and a second capability is a
permitted unsealing operation:

* The first and second capabilities are valid sealed capabilities.

* The first and second capabilities have BranchSealedPair permission.
¢ The first capability ObjectType is greater than 3.

* The ObjectType of the first and the second capabilities are the same.
* The first capability has Execute permission.

* The second capability does not have Execute permission.

Executive/Restricted banking
Ryngs. The Executive permission in PCC determines whether the PE is in Executive or Restricted:

¢ 0: The PE is in Restricted.
¢ 1: The PE is in Executive.

RuxeDJ The combination of the Executive permission in PCC, PSTATE.SP, and the current Exception level, ELx, determines
the registers selected to be accessed, as outlined in the following table:

DDI0606 Copyright © 2019-2022 Arm Limited or its affiliates. All rights reserved. 59
Ak Non-confidential



Chapter 2. Capability architecture rules
2.6. Manipulating capabilities

Register Executive, Executive, Restricted,

mnemonic when PSTATE.SP is 1 when PSTATE.SP is O PSTATE.SP is treated as O
DDC DDC_ELx DDC_ELO RDDC_ELO

SP SP_ElLx SP_ELO RSP_ELO

TPIDR_ELx TPIDR_ELx TPIDR_ELx RTPIDR_ELO

R‘v NLZE
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When a register is accessible using the register mnemonic listed in the register mnemonic column in the table
above, accessing that register using other register mnemonics is UNDEFINED.

In Restricted, accessing the Executive registers is UNDEFINED.
Transition from Executive to Restricted is only permitted in one of the following ways:

¢ A branch (restricted) instruction, BRR, BLRR.

* A Return from subroutine with possible switch to Restricted, RETR.
» Capability exception return.

 Capability exception entry.

When the PE is in Restricted, branch (restricted) instructions are UNDEFINED.
If a transition from Executive to Restricted is not permitted, the Capability Tag of PCC is cleared.
Transition from Restricted to Executive is only permitted in one of the following ways:

* A branch instruction that meets all of the following conditions:

— The target of the instruction is a capability.
— The instruction is not a branch (restricted) instruction.

 Capability exception return.

 Capability exception entry.
For a PE in Restricted, RDDC_ELO is used as the current DDC for loads and stores.
For a PE in Restricted, SPSel is RAZ/WI.

For a PE in Executive in ELx, if PSTATE.SP is 1, DDC_ELX is used as the current DDC for loads and stores in
ELXx.

For a PE in Executive in ELx, if PSTATE.SP is 0, DDC_ELO is used as the current DDC for loads and stores.
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2.7 Using capabilities

R VBOMJ

R\ HEG

Using a capability is defined as performing an operation that relies on the rights granted by that capability.
A capability-restricted resource is one of the following:

* A virtual memory location.
* A System register.
* A System instruction.

2.7.1 System permission

RcrykT

RT;TVWT’S
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The System permission bit in PCC determines whether access to capability-restricted System registers and
instructions is permitted:

* When the System permission of PCC is 1, System permission is enabled.

e When the System permission bit of PCC is 0, System permission is disabled and the vrs and wvsr instruction
access to System registers is limited in the following ways:

— 64-bit vrs and usr instruction access to System registers is limited to the following register mnemonics
only:

+* TPIDR_ELX.
* RTPIDR_ELO.
+ TPIDRRO_ELO.
* DCZID_ELDO.
% CTR_ELO.
* CNTVCT_ELO, unless CCTLR_ELx.PERMVCT for the current Exception level is 0.

— Capability MRS and MSR instruction access to System registers is limited to the following register
mnemonics only:

% CTPIDR_ELx.

# RCTPIDR_ELO.

+x CTPIDRRO_ELO.

+ CID_ELO.

If urs and usr instructions are used to access System registers without the required System permission, a trap is
generated based on the access view used:

e For 64-bit MRS and MSR instructions, the access generates a Trapped wmsr, mrs, or System instruction
execution in AArch64 state exception.

* For capability MRS and MSR instructions, the access generates a Trapped capability usr or vrs instruction
execution exception.

Access to Special-purpose registers is not restricted by System permission.

If the System permission of PCC is 0, it is IMPLEMENTATION DEFINED which IMPLEMENTATION DEFINED
System registers and System instructions are trapped.

In the condition mentioned in Rygjpy, it is expected that most, if not all, IMPLEMENTATION DEFINED System
registers and instructions are trapped.

If the System permission of PCC is 0, any of the following generate a Trapped wmsr, Mrs, or System instruction
execution in AArch64 state exception:

 Data cache operations, other than operations by VA.
* Instruction cache operations, other than operations by VA.
* TLBI operations.
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T puxp

* AT operations.
If the System permission of PCC is 0, all of the following are true:

e ERET causes the Capability Tag on the capability written to PCC to be cleared.
* SCTAG does not set the Capability Tag on the destination register.
e STCT treats the Capability Value in the transfer register as 0.

The behavior of SVC, HVC, and SMC are not affected by System permission.

2.7.2 Capability memory protection

Rou

MYF'J

Rerpax

I NRTCV

DDI0606
Ak

Every access to a memory location using a VA is restricted by a capability.
If a load, store, or cache maintenance by VA instruction uses a capability base register, all of the following are true:

* The instruction uses the Capability Value of that capability base register as the base address for the operation.
* Memory locations accessed by the instruction are restricted by that capability base register.

Following Ry ppux, the full 64 bits of the Capability Value, including the Capability Flags, is used as the base
address. To avoid an address size fault, software must ensure one of the following:

* The Capability Flags are canonicalized before using these bits in a memory access instruction.
* The MMU is configured to ignore bits [63:56] of the address.

For a load, store, or cache maintenance by VA instruction using a 64-bit base register, memory locations accessed
by the instruction are restricted by the capability in the current DDC.

For the purpose of Capability memory protection, the STCT instruction is treated as a store of capabilities.
For the purpose of Capability memory protection, the LDCT instruction is treated as a load of capabilities.
For Load (literal), LDR, memory locations accessed by the instruction are restricted by the capability in PCC.
Memory locations accessed by instruction fetch are restricted by the capability in PCC.

For a cache maintenance by VA instruction, the required Capability Permissions are as follows:

e 1c 1vau: Load permission.
* pc c(1)va+: Load permission.
* pc 1vac: Store permission.

For a cache maintenance by VA operation, the input capability provides an address that is contained in a contiguous
set of memory locations. This set of memory locations is required to be within the bounds of that capability, with
the alignment and number of memory locations in the set defined by the following fields:

e 1c+: CTR_ELO.IminLine.
* D+, except oc 1vax: CTR_ELO.DminLine.
e pc va+: CTR_ELO.CWG

The requirement in Rerepr means that, for a cache clean operation or a cache clean and invalidate operation that
uses a capability as an input, if the capability used does not describe all bytes of the cache line being cleaned in the
Capability Bounds, the operation is not permitted by the Morello architecture.

Software must ensure that cache clean operations, and cache clean and invalidate operations, meet this requirement.
See also:

* Chapter D13.2.33 CTR_ELO, Cache Type Register, Arm® Architecture Reference Manual.
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Load, store, and cache maintenance by VA instructions

If a load, store, or cache maintenance by VA instruction uses an invalid capability, the instruction generates a
synchronous Data Abort with a capability tag fault.

If a load, store, or cache maintenance by VA instruction uses a valid sealed capability, but the instruction is a
non-permitted unsealing operation, the instruction generates a synchronous Data Abort with a capability sealed
fault.

If a load instruction with an unsealing operation uses a valid sealed capability, but the sealed capability has the
wrong ObjectType for the instruction, the instruction generates a synchronous Data Abort with a capability sealed
fault.

An atomic memory access instruction always performs a load and a store operation from the perspective of
capability Store, Load, StoreCap, and LoadCap permission checking.

A Load, store, or cache maintenance by VA instruction uses the Capability Bounds as an upper and lower limit on
the memory locations that can be accessed.

If a load, store, or cache maintenance by VA instruction accesses any location at a VA outside of the Capability
Bounds, the instruction generates a synchronous Data Abort with a capability bounds fault.

If all of the following are true, a store of a valid capability to memory generates a synchronous Data Abort with a
capability permission fault:

* The source Capability Global bit is set to O.
* The StoreLocalCap permission of the capability used for the store is set to 0.

If the LoadCap permission of the capability used is set to 0, a load to a Capability register clears the Capability
Tag of the loaded capability.

If the StoreCap permission of the capability used is set to 0, a store of a valid capability generates a synchronous
Data Abort with a capability permission fault.

If the Load permission of the capability used is set to 0, a load generates a synchronous Data Abort with a capability
permission fault.

For a cache maintenance by VA which requires read access permission, if the Load permission of the capability
used is set to O, the instruction generates a synchronous Data Abort with a capability permission fault.

If the Store permission of the capability used is set to 0, a store generates a synchronous Data Abort with a
capability permission fault.

For a cache maintenance by VA which requires write access permission, if the Store permission of the capability
used is set to O, the instruction generates a synchronous Data Abort with a capability permission fault.

If a load or store instruction generates a synchronous Data Abort with one of the following, the faulting address is
one of the locations accessed by the instruction:

* A capability tag fault.

* A capability sealed fault.

* A capability bounds fault.

* A capability permission fault.

An instruction that both uses a capability and modifies the Capability Value of that capability has two sets of
checks:

* The capability checks on using the capability.
* The representability check on modifying the Capability Value.

The capability checks are performed before the representability check.
An instruction that both uses a sealed capability and modifies that sealed capability has two sets of checks:
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* The capability checks on using the capability.
* The sealed capability check on modifying the capability.

The capability checks are performed before the sealed capability check.

If a cache maintenance by VA instruction or a data cache zero by VA instruction generates a synchronous Data
Abort with one of the following, the faulting address is the address specified in the register argument of the
instruction:

¢ A capability tag fault.

* A capability sealed fault.

* A capability bounds fault.

* A capability permission fault.

Instruction fetch

If the capability in PCC is invalid, instruction fetch generates a synchronous Instruction Abort with a capability tag
fault.

If the capability in PCC does not have Execute permission, instruction fetch generates a synchronous Instruction
Abort with a capability permission fault.

If an instruction fetch accesses any location at a VA outside of the Capability Bounds in PCC, the access generates
a synchronous Instruction Abort with a capability bounds fault.

If the capability in PCC is sealed, instruction fetch generates a synchronous Instruction Abort with a capability
sealed fault.

IMPLEMENTATION DEFINED behavior

If an atomic operation with a conditional store does not perform a store, it is IMPLEMENTATION DEFINED whether
that operation performs a required capability Store, StoreCap, or StoreLocalCap permission check.

If a cache maintenance by VA instruction is implemented as a NOP, it is IMPLEMENTATION DEFINED whether
capability memory protection is applied to that operation.

For a memory access, cache maintenance operation, or instruction fetch operation, if any of the following conditions
are true, it is IMPLEMENTATION DEFINED whether the operation can cause a capability tag fault, capability sealed
fault, capability bounds fault, or capability permission fault.

» Stage 1 translation is enabled and the operation is to an address outside the maximum VA range or VA
subranges for that stage of translation.
 Stage | translation is disabled and the operation is to an address larger than the implemented PA size.

If an LDCT or STCT instruction accesses a Non-cacheable location, it is IMPLEMENTATION DEFINED whether the
access generates a Data Abort caused by a LDCT/STCT to Non-cacheable memory.

See also:

« Chapter D1.13.5, Taking an interrupt or other exception during a multi-access load or store, Arm® Architec-
ture Reference Manual.
e 2.13 Exception model

2.7.4 Recursive immutability
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If a valid unsealed capability is loaded using a capability without MutableLoad permission, the MutableLoad,
Store, StoreCap, and StoreLocalCap permissions of the loaded capability are cleared.
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For a branch instruction variant using a 64-bit target address, and for return instructions returning to a 64-bit return
address, if CCTLR_ELx.PCCBO is 1 and the PE is in ELx, the capability base in PCC is added to the address
written to the PC.

For branch with link instructions writing a 64-bit return address to X30, if CCTLR_ELx.PCCBO is I and the PE is
in ELx, the instructions subtract the PCC base from the PC used to generate the link address.

For a PC-relative address calculation instruction writing a 64-bit address to a destination register, if
CCTLR_ELx.PCCBO is 1 and the PE is in ELXx, the instruction subtracts the PCC base from the PC used
to generate the address.

For load and store, cache maintenance by VA, and prefetch instructions using a 64-bit base address, if
CCTLR_ELx.DDCBO is 1 and the PE is executing in ELx, the instructions add the DDC base to the address used
to perform the access.

For a cvrp« instruction writing a 64-bit value to a destination register, if CCTLR_ELx.DDCBO is 1 and the PE is
executing in ELX, the instruction subtracts the DDC base from the value written.

If CCTLR_ELx.DDCBO is 1 and the PE is executing in ELX, cvT (f1ag setting) subtracts the base of the second
source register from the 64-bit value written to the destination register.

Software must be aware of Rzzszp to ensure that a suitable capability is written to the second source register for
CVT (flag setting). If CCTLR_ELx.DDCBO is 1 and the PE is executing in ELx, the DDC used by the subtraction
is the one in the same context as the instruction.

For a cvr () (z) instruction writing a capability to a destination register, if CCTLR_ELx.DDCBO is 1 and the PE is
executing in ELx, the instruction adds the DDC base to the Capability Value.

For a cvre instruction writing a 64-bit value to a destination register, if CCTLR_ELx.PCCBO is 1 and the PE is
executing in ELx, the instruction subtracts the PCC base from the value written.

For a cvre (z) instruction writing a capability to a destination register, if CCTLR_ELx.PCCBO is 1 and the PE
executes in ELx, the instruction adds the PCC base to the Capability Value.
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The CompartmentID permission does not have an architecturally observable effect. The intent is to provide an
unforgeable value that is distinct from other capability and non-capability values which hardware can use to
partition the behavior of execution prediction resources to reduce the opportunity for side-channel attacks.

The Morello architecture defines a compartment context ID as a value that can be used by hardware to partition the
behavior of execution prediction resources to reduce the opportunity for side-channel attacks.

A compartment context ID is a capability.

If all of the following are true for a capability, it represents a compartment context ID that is distinct from a
compartment context ID defined by a capability where any of the following are not true, or where the Capability
Value is different:

* The capability is valid.

* The capability is unsealed.

e The value is within the Capability Bounds.

* The capability has CompartmentID permission.

The capability in CID_ELO is the current compartment context ID.

The current compartment context ID may be used by an implementation as part of the execution context of an
execution prediction resource.

If the current compartment context ID is part of the execution context of an execution prediction resource, any
predictions made by the execution prediction resource cannot be based on information gathered from an execution
with a compartment context ID that is distinct from the current compartment context ID.

See also:

* 2.5 Capability encoding: information about modifications which can make a capability non-representable.
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Instruction set selection

PSTATE.C64 determines the current instruction set:

e PSTATE.C64 is 0: The current instruction set is A64.
e PSTATE.C64 is 1: The current instruction set is C64.

If executing an instruction, PSTATE.C64 is updated by any of the following:

* The Capability Value[0] of a branch with a capability target.
+ ABX #4.

When a branch with link instruction writes a capability to C30, PSTATE.C64 is copied to the Capability Value[0]
in C30.

If PSTATE.C64 is 0, all of the following are true:

* A branch and link instruction writes the link address to X30.

e A PC-relative address generation instruction writes an address to Xd.

* A Cache maintenance by VA instruction uses the 64-bit address in Xn, with capability memory relocation
applied.

If PSTATE.C64 is 1, all of the following are true:

* A branch and link instruction writes the link address to C30.
* A PC-relative address generation instruction writes an address to Cd.
* A Cache maintenance by VA instruction uses Capability address in Cn.

In Morello instruction forms are encoded the same in A64 and C64 but with a different interpretation of the
operands depending on the state of PSTATE.C64.

In particular, memory access instructions encoded in A64 to use a 64-bit base register, use a Capability base
register in C64, and vice versa.

See also:

e 4.1 The instruction sets: information about the A64 and C64 instruction sets.
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Ryrmmy CMAX is a capability with all of the following:

* Maximum Capability Bounds: the base is oxo and the limit is 2°64.
* Maximum Capability Permissions.

» Executive is 1.

* ObjectType is 0.

e Tagis 1.

ReamrL On a reset, the following state is defined:
e PCC:

— The Capability Value of PCC is determined by RVBAR_ELx for the highest implemented Exception
level.
— The rest of PCC is set to CMAX.

e All DDC_ELXx:

— The Capability Value of DDC_ELXx is 0.
— The rest of DDC_ELX is set to CMAX.

PSTATE.C64 is set to 0.
e CPTR_EL3.EC s set to 0.

* All other Capability registers are UNKNOWN.
Rirsen On a reset, the state of caches is IMPLEMENTATION DEFINED.
Regxik On a reset, the sequence of operations to invalidate capabilities from caches is IMPLEMENTATION DEFINED.
Icpovk On a system reset, the state of system memory and system caches is IMPLEMENTATION DEFINED.

TyNusE On a system reset, the sequence of operations to invalidate capabilities from system memory and system caches is
IMPLEMENTATION DEFINED.

See also:

* Chapter D1.9.1, PE state on reset to AArch64 state, Arm® Architecture Reference Manual, Armv8-A: more
details about PE state on reset.

» Chapter D4.4.5, Behavior of caches at reset, Arm® Architecture Reference Manual, Armv8-A: more details
about caches on reset.
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Access to the Morello architecture can be trapped at each Exception level.

If access to the Morello architecture is trapped at an Exception level, ELx, access to the Morello architecture at all
Exception levels lower than ELx is also trapped.

Access to the Morello architecture is controlled by the following:

* CPACR_ELI.CEN.
* CPTR_EL2.TC.

* CPTR_EL2.CEN.
* CPTR_EL3.EC.

If access to the Morello architecture is trapped at ELx and when the PE executes in ELx, all of the following are
true:

e Access to any CCTLR_ELy is trapped unless it is UNDEFINED in ELx.
* If executing at EL.2, CHCR_EL?2 is trapped.

* If executing at EL3, CSCR_EL3 and CHCR_EL?2 are trapped.

¢ Instructions added to A64 by the Morello architecture are trapped.

If access to the Morello architecture is trapped at ELX, the architecture has no effect on the following:

¢ The effects of controls in CCTLR_ELX.
¢ The effects of PCC.

¢ The effects of DDC.

 Capability memory relocation.

¢ The effect of PSTATE.C64.

If access to the Morello architecture is trapped, accessing the Morello architecture causes a synchronous exception.

A synchronous exception due to an access to the Morello architecture being trapped is reported with an
Exception class of Access to the Morello architecture trapped as a result of CPACR_EL1.CEN, CPTR_EL2.TC,
CPTR_EL2.CEN, or CPTR_EL3.EC.

For an instruction that is UNPREDICTABLE in an Exception level due to access to the Morello architecture being
disabled, it is IMPLEMENTATION DEFINED whether that instruction can cause a capability exception.
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The Morello architecture provides the following Exception model variants:

* If access to the Morello architecture is trapped at ELx, a non-capability exception entry to ELx, and return
from ELx.

* If access to the Morello architecture is not trapped at ELx, a capability exception entry to ELx, and return
from ELx.

The following registers determine which variant of an exception entry or return is configured:

* CPACR_ELI.CEN.
* CPTR_EL2.TC.

* CPTR_EL2.CEN.
 CPTR_EL3.EC.

For the Morello architecture, the exception vectors used when taking an exception are the same as described in
Arm® Architecture Reference Manual, Armv8-A apart from Rgxnxg-

If the PE is in Restricted and an exception is taken from the current Exception level, exception entry uses the same
exception vector as an exception taken from the current Exception level with SP_ELO.

On an illegal exception return from ELXx, the effect on PSTATE.C64 is one of the following:

* If a non-capability exception return from ELx is configured, it is set to 0.
* If a capability exception return from ELx is configured, it is unchanged.

Non-capability exception entry or return

If a non-capability exception entry to ELx is configured, on exception entry to ELx, the Morello architecture
changes the following aspects in the existing Armv8-A architecture:

e PSTATE.C64 is set to 0.
* The Capability Value of PCC is set to VBAR_ELx, with VBAR_ELx[10:0] treated as zero, plus the vector
offset.

If a non-capability exception return from ELx is configured, on exception return from ELx, the Morello architecture
changes the following aspects of the existing Armv8-A architecture:

* ELR_ELx[63:0] is copied to the Capability Value in PCC.
* PSTATE.C64 is set to 0.

Capability exception entry and return

The following registers are extended to 129-bit to support capability exception handling:

Register mnemonic Description

SP_ELx Stack Pointer registers
ELR_ELx Exception Link Registers
VBAR_ELx Vector Base Address Registers

If capability exception entry and return are configured, the preferred exception return capability generated on an
exception is a capability with the Capability Value set to the preferred return address for the exception.
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Ryuswi If capability exception entry is configured for ELx, on exception entry to ELx, the Morello architecture changes
the existing Armv8-A architecture in all of the following aspects:

* ELR_ELXx is set to the preferred exception return capability.
e PSTATE.C64 is set to CCTLR_ELx.C64E.
* PCC is set to the capability in VBAR_ELx, with VBAR_ELx[10:0] treated as zero, plus the vector offset.

RypMLJ If capability exception return is configured for ELX, on exception return from ELx, the Morello Architecture
changes the existing Armv8-A architecture in all of the following aspects:

e ELR_ELXx is copied to PCC.

* If the exception return is to an Exception level where access to the Morello architecture is not trapped,
SPSR_ELx.C64 is copied to PSTATE.C64.

* If the exception return is to an Exception level where access to the Morello architecture is trapped,
PSTATE.C64 is set to 0.

IsrTMS If capability exception return is configured, and the value in ELR_ELx[1:0] is not 0, a subsequent instruction fetch
using PCC generates a PC alignment fault.

Rennesn If capability exception return is configured for ELx and the Capability Bounds to be written to PCC are invalid, on
an exception return from ELx the Capability Tag of the capability written to PCC is cleared.

See also:

* Chapter E1.2.4 Process state, PSTATE, Arm® Architecture Reference Manual, ArmvS-A.
s Chapter D1.10 Exception entry, Arm® Architecture Reference Manual, ArmvS-A.
* 2.5.1 Morello Bounds format: information about valid and invalid Capability Bounds.

2.13.3 Exception types

Tymaop The Morello architecture introduces new types of exception reported using both existing Exception classes and
new Exception classes:

Name of the fault Exception class Section for more information
Alignment fault Data Abort 2.4 Capabilities in memory
Capability access fault due to SC and LC bits in ~ Synchronous Data Abort 2.14.1 Translation table

the translation table descriptors

Capability bounds fault on data access Synchronous Data Abort 2.7.3 Capability memory

protection exceptions

Capability bounds fault on instruction fetch Synchronous Instruction Abort 2.7.3 Capability memory
protection exceptions

Capability permission fault on data access Synchronous Data Abort 2.7.3 Capability memory
protection exceptions

Capability permission fault on instruction fetch ~ Synchronous Instruction Abort 2.7.3 Capability memory
protection exceptions

Capability sealed fault on data access Synchronous Data Abort 2.7.3 Capability memory
protection exceptions
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Name of the fault Exception class Section for more information
Capability sealed fault on instruction fetch Synchronous Instruction Abort 2.7.3 Capability memory
protection exceptions
Capability tag fault on data access Synchronous Data Abort 2.7.3 Capability memory
protection exceptions
Capability tag fault on instruction fetch Synchronous Instruction Abort 2.7.3 Capability memory
protection exceptions
Trap due to any of the following: Access to the Morello architecture ~ 2.12 Access to the Morello
¢ CPACR_ELI.CEN. trapped as a result of any of the architecture
« CPTR_EL2.TC. following:
* CPTR_EL2.CEN. * CPACR_ELI1.CEN.
* CPTR_EL3.EC. * CPTR_EL2.TC.
* CPTR_EL2.CEN.
* CPTR_EL3.EC.
Trapped 64-bit urs, usr due to System Trapped wmsg, mrs, or System 2.7.1 System permission
permission instruction execution in AArch64
state exception
Trapped capability urs, usr due to System Trapped capability usr or urs 2.7.1 System permission
permission instruction execution exception
RusLee On a stage 2 fault that is caused by the access of a capability, ESR_EL2.ISV is 0.
See also:

* Chapter G1.16.8, Data Abort exception, Arm® Architecture Reference Manual, Armv§-A.

2.13.4 Exception routing

Rrvipy

Ryroxc

Bounds in a capability is called a capability exception.

* Capability tag fault.

* Capability sealed fault.
 Capability permission fault.
 Capability bounds fault.

The Morello architecture defines the following capability exceptions:

* Trapped capability urs, usr due to System permission.
 Trapped 64-bit urs, usr due to System permission.

An exception caused by use of the Capability Tag, Capability ObjectType, Capability Permissions, or Capability

Rk1rDW If a capability exception targets an Exception level where access to the Morello architecture is trapped, it is routed
to the lowest Exception level where access to the Morello architecture is not trapped. If access to the Morello
architecture is trapped at all Exception levels, the exception is routed to the highest implemented Exception level.

2.13.5 Exception priorities
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Tvgewo This section outlines the priority of the exceptions introduced by the Morello architecture regarding the synchronous
exception prioritization list in Chapter D1.12.4 Synchronous exception prioritization for exceptions taken to
AArch64 state, Arm® Architecture Reference Manual, ArmvS8-A.

RanLce The following table introduces the prioritization of Morello faults and exceptions within existing exception
prioritization in the base architecture, where 1 is the highest priority. The base priority refers to the specific issue
of Arm® Architecture Reference Manual, Armv8-A indicated in Arm publications section of this document.

Base Sub-

Name of the fault Reporting mechanism priority  priority
Capability tag fault Synchronous Instruction Abort 6.5 1
Capability sealed fault Synchronous Instruction Abort 6.5 2
Capability permission fault Synchronous Instruction Abort 6.5 3
Capability bounds fault Synchronous Instruction Abort 6.5 4
Executive/Restricted banking Attempting to execute an instruction that 13 -

1S UNDEFINED
Trapped capability mrs, usr due to System permission  Trapped capability MSR or MRS 13.5 -

instruction execution exception
Trapped 64-bit vrs, usr due to System permission Trapped MSR, MRS, or System 13.5 -

instruction execution in AArch64 state

exception
Trap due to CPACR_EL1 Access to the Morello architecture 14 -

trapped as a result of CPACR_EL1.CEN,

CPTR_EL2.CEN, CPTR_EL2.TC, or

CPTR_EL3.EC
Trap due to CPTR_EL2 Access to the Morello architecture 16 -

trapped as a result of CPACR_EL1.CEN,

CPTR_EL2.CEN, CPTR_EL2.TC, or

CPTR_EL3.EC
Trap due to CPTR_EL3 Access to the Morello architecture 23 -

trapped as a result of CPACR_EL1.CEN,

CPTR_EL2.CEN, CPTR_EL2.TC, or

CPTR_EL3.EC
Capability tag fault Synchronous Data Abort 28.5 1
Capability sealed fault Synchronous Data Abort 28.5 2
Capability permission fault Synchronous Data Abort 28.5 3
Capability bounds fault Synchronous Data Abort 28.5 4
Alignment fault caused by LDCT/STCT to Synchronous Data Abort 29 27.5
Non-cacheable memory
Capability access fault - SC stage 1 Synchronous Data Abort 30.5 1
Capability access fault - SC stage 2 Synchronous Data Abort 30.5 2
Capability access fault - LC on an access to Device Synchronous Data Abort 30.5 3
memory
Capability access fault - LC on an Atomic access Synchronous Data Abort 30.5* 3
Capability access fault - LC on an access to Normal ~ Synchronous Data Abort 32 -
memory
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* It is IMPLEMENTATION DEFINED whether Capability access fault - LC on an Atomic access is prioritized at 30.5
or 32.

The Morello architecture does not allow synchronous External aborts to be prioritized at 29.

A 0.5 increment in the base priority indicates that the Morello exception is located in between two exception
priorities of the base architecture.

A decimal number in the subpriority indicates that the base architecture has sublists and the Morello exception is
inserted into the sublist.

In the base architecture, exceptions due to attempting to execute an instruction that is defined to be inaccessible at
the current Exception level, regardless of any enables or traps, are in priority 13. The Morello architecture clarifies
that this also includes instructions which are not accessible due to the current Security state.

For capability exceptions reported as a Synchronous Data Abort, if an instruction results in more than one
single-copy atomic memory access, the prioritization between synchronous exceptions generated on each of those
different memory accesses is not defined by the architecture.

See also:

» Chapter D1.12.4, Synchronous exception prioritization for exceptions taken to AArch64 state, Arm® Architec-
ture Reference Manual, Armv8-A: Main prioritization of exceptions for the base architecture.

» Chapter D5.8.3, AArch64 state prioritization of synchronous aborts from a single stage of address translation,
Arm® Architecture Reference Manual, Armv8-A: Sublist for some Synchronous Data Abort.
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This section requires understanding of the Armv8 Virtual Memory System Architecture (VMSA).

A group of Translation Table Base Registers, TTBRy_ELX, and Capability Control Registers, CCTLR_ELXx, are
used, and the value of x and y depends on the relevant translation stage and the translation table.

In this section, the variable y is used to indicate the address range and therefore the relevant TTBRy_ELx. The
combination of x and y in TTBRy_ELx correlates to the combination used in the Page table tag generation bit in
CCTLR_ELx.TGENYy, which controls whether to fault a load of a valid capability.

MMU capability access controls

When the Morello architecture is implemented, MMU capability access controls provide control of access to valid
capabilities in memory.

For the purpose of MMU capability access controls, an atomic access is treated as both loading and storing a
capability.

MMU faulting of stores of valid capabilities
A memory location can be marked as faulting stores of valid capabilities.

If a location is marked as faulting stores of valid capabilities, a store of a valid capability to that location causes a
capability access fault, and the write to the location does not occur.

Each stage of translation for a translation regime can mark a location as faulting stores of valid capabilities.

Stage 1 faulting of stores of valid capabilities to a location in a translation regime is controlled by the SC and
CDBM bits in the stage 1 translation table entry block and page descriptor for that location.

Stage 2 faulting of stores of valid capabilities to a location in a translation regime is controlled by the SC and
CDBM bits in the stage 2 translation table entry block and page descriptor for that location.

If a location is marked as faulting stores of valid capabilities, and an atomic operation with a conditional store
of a valid capability to that location does not perform the store, it is IMPLEMENTATION DEFINED whether that
operation causes a Capability access fault.

If a stage of translation for a translation regime is disabled, that stage of translation does not cause a Capability
access fault due to a store of a valid capability.

If an exception due to a Capability access fault on a store of a valid capability is taken to ELx, the lowest faulting
address is recorded in FAR_ELXx.

If an exception is taken to ELx due to a Capability access fault on a store of a valid capability as part of an atomic
access, the exception is reported as a write in ESR_ELx.WnR.

For the purpose of faulting stores of valid capabilities, a STCT instruction is treated as storing capabilities.

If an instruction stores more than one capability, and at least one of the stores causes a capability access fault, it is
CONSTRAINED UNPREDICTABLE whether any capability stored by the instruction which does not cause a fault is
stored to memory.

MMU tracking of capability stores of valid capabilities
A memory location can be marked as tracking stores of valid capabilities.

If a location is marked as tracking stores of valid capabilities, and if a valid capability is stored to that location,
that location is marked as Capability dirty, instead of generating a Capability access fault.

If an instruction stores more than one capability to memory, each store of a valid capability is tracked independently.
Each stage of translation can independently mark a location as tracking stores of valid capabilities.

Each stage of translation can independently mark a location as Capability dirty.
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Stage 1 tracking of stores of valid capabilities to a location in a translation regime is controlled by the CDBM bit
in the stage 1 translation table entry block and page descriptor for that location.

Stage 2 tracking of stores of valid capabilities to a location in a translation regime is controlled by the CDBM bit
in the stage 2 translation table entry block and page descriptor for that location.

Stage 1 Capability dirty state for a location in a translation regime is recorded by setting the SC bit to 1 in the stage
1 translation table entry block and page descriptor for that location.

Stage 2 Capability dirty state for a location in a translation regime is recorded setting the SC bit to 1 in the stage 2
translation table entry block and page descriptor for that location.

Tracking of capability writes follows the same principles as Hardware management of dirty state as defined in
Chapter D5.4.11, Hardware management of the Access flag and dirty state, Arm® Architecture Reference Manual,
ArmvS8-A.

If a location is marked as tracking stores of valid capabilities, and an atomic operation with a conditional store of a
valid capability to that location does not perform the store, it is IMPLEMENTATION DEFINED whether the store is
tracked.

If a stage of translation for a translation regime is disabled, that stage of translation does not track stores of valid
capabilities.

For the purpose of tracking stores of valid capabilities, a STCT instruction is treated as storing capabilities.
MMU faulting of loads of valid capabilities
A memory location can be marked as faulting loads of valid capabilities.

If a location is marked as faulting loads of valid capabilities, a load of a valid capability from that location causes a
Capability access fault.

If a location is marked as Device and as faulting loads of valid capabilities, a load of a capability from that location
causes a Capability access fault, and the location is not read.

The stage 1 translation for a translation regime can mark a location as faulting loads of valid capabilities.

Stage 1 faulting of loads of valid capabilities from a location in the translation regime for ELx is controlled by the
LC bit in the stage 1 translation table entry block and page descriptor, and the CCTLR_ELx.TGENYy field, for that
location.

If a stage of translation for a translation regime is disabled, that stage of translation cannot cause a Capability
access fault due to a load of a valid capability.

If an exception is taken to ELx due to a Capability access fault on a load of a valid capability, the lowest faulting
address is recorded in FAR_ELXx.

If a location is marked as faulting loads of valid capabilities, and an atomic operation to that location causes a
Capability access fault, the location is not written.

If a location is marked as faulting loads of valid capabilities, an atomic operation to that location which would read
a valid capability from that location causes a Capability access fault.

If a location is marked as faulting loads of valid capabilities, and an atomic operation to that location would read an
invalid capability from that location, it is IMPLEMENTATION DEFINED whether the operation causes a Capability
access fault.

For the purpose of faulting loads of valid capabilities, a LDCT instruction is treated as loading capabilities.

If an instruction loads more than one capability, and at least one of the loads causes a capability access fault, it is
CONSTRAINED UNPREDICTABLE whether any capability loaded by the instruction that does not cause a fault is
read from memory.

MMU zeroing of Capability Tags when loading capabilities

A memory location can be marked as zeroing Capability Tags on loads of capabilities
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Rpsspy If a location is marked as zeroing Capability Tags on loads of capabilities, the Capability tag on a capability loaded
from that memory is set to zero.

RowGTB Each stage of translation for a translation regime can mark a location as zeroing Capability Tags on loads of
capabilities.

Ruopzx Stage 1 zeroing of Capability Tags on capabilities loaded from a location in a translation regime is controlled by

the LC bit in stage 1 translation table entry block and page descriptor for that location.

Rrryme Stage 2 zeroing of Capability Tags on capabilities loaded from a location in a translation regime is controlled by
the LC bit in stage 2 translation table entry block and page descriptor for that location.

Ryvrvv If a location is marked as zeroing Capability Tags on loads by Stage 2, a capability loaded from the location is
treated as invalid for the purpose of faulting of loads of valid capabilities.

Reymer, If a stage of translation for a translation regime is disabled, that stage of translation does not cause zeroing of
Capability Tags on loaded capabilities.

RruTrv For the purpose of MMU zeroing of Capability Tags when loading capabilities, a LDCT instruction is treated as
loading capabilities.

Revrrs If a memory location is marked as zeroing Capability Tags on loads of capabilities, the zeroing is applied before
the application of faulting of loads of valid capabilities from that location.

Ryrcry If an instruction loads more than one capability, each capability is treated independently for the purpose of zeroing
of capability Tags on loading capabilities.

2.14.1 Translation table descriptors

Rutxut, For each stage of translation, the following registers contain hardware use control bits for the Block and Page
descriptor fields used by the Morello architecture.

If a Hardware Use control bit is 0, its corresponding bit in the Block and Page descriptor field is treated as O:

Corresponding Block and Page

Hardware use control bit Translation stage descriptor bit
TCR_ELx.HWU62 Stage 1 LC, bit 62
TCR_ELx.HWU61 Stage 1 LC, bit 61
TCR_ELx. HWU60 Stage 1 SC, bit 60
TCR_ELx.HWUS59 Stage 1 CDBM, bit 59
VTCR_EL2.HWU61 Stage 2 LC, bit 61
VTCR_EL2.HWU60 Stage 2 SC, bit 60
VTCR_EL2.HWUS59 Stage 2 CDBM, bit 59
RisrNG The table below outlines the stage 1 Block and Page descriptor fields, which are part of the PBHA bits:
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Name Field Description

LC 62:61 Control of loads of capabilities from memory:

* opoo: Zero Capability Tags.

* ono1: No effect.

* ov10: If CCTLR_ELx.TGENYy is 1, fault loads of valid capabilities; otherwise no effect.
The value of x and y is determined by the translation table base register TTBRy_ELx
used for the access.

* op11: If CCTLR_ELX.TGENY is 0, fault loads of valid capabilities; otherwise no effect.
The value of x and y is determined by the translation table base register TTBRy_ELx
used for the access.

SC 60 Control of stores of valid capabilities to memory:
* ono: If CDBM is 0, fault stores of valid capabilities, otherwise no effect.
e op1: No effect.

CDBM 59 Control tracking of stores of valid capabilities:
* opo: No effect
* op1: Track stores of valid capabilities.

Rkppe The stage 2 Block and Page descriptors are extended to control access to capabilities in capability-tagged memory.

The table below outlines the stage 2 Block and Page descriptor fields, which are part of the PBHA bits:

Name Field Description

LC 61 Control of loads capabilities from memory:
* opoo: Zero Capability tags
* ono1: No effect

SC 60 Control of stores of valid capabilities to memory:
* ono: If CDBM is 0, fault stores of valid capabilities , otherwise no effect.
* ob1: No effect.

CDBM 59 Control tracking of stores of valid capabilities:
* o»0: No effect.
* op1: Track stores of valid capabilities.

See also:

* Chapter D5.3.3, Memory attribute fields in the VMSAv8-64 translation table format descriptors, Arm®
Architecture Reference Manual, Armv§-A.
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2.15 Self-hosted debug

2.15.1 Watchpoints

Regazw For the purpose of watchpoint checking, the following instructions are treated as accessing four capabilities:

e STCT.
* LDCT.

Ruxvzs For the purpose of watchpoint checking, the following instructions are treated as accessing an entire cacheline:

» STXP.
e STLXP.

See also:

* Chapter D2, AArch64 Self-hosted Debug, Arm® Architecture Reference Manual, ArmvS-A.
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2.16 The Embedded Trace Macrocell architecture

2.16.1 Exception instruction trace element

Rrexzx The Embedded Trace Macrocell architecture groups exceptions into different types. For the exceptions added by
the Morello architecture, the exception types used in the Embedded Trace Macrocell are the following:

The Morello architecture exception types Exception type

Trap due to any of the following: Trap
* CPACR_ELI1.CEN.
* CPTR_EL2.TC.
* CPTR_EL2.CEN.
* CPTR_EL3.EC.

Trapped capability urs, usr due to System permission Trap
Trapped 64-bit vrs, usr due to System permission Trap
Capability permission fault on instruction fetch Inst Fault
Capability sealed fault on instruction fetch Inst Fault
Capability bounds fault on instruction fetch Inst Fault
Capability access fault due to SC and LC bits in the translation table Data Fault
Capability bounds fault on data access Data Fault
Capability permission fault on data access Data Fault
Capability sealed fault on data access Data Fault
Capability tag fault on data access Data Fault
See also:

» Chapter 5.2.7, Exception instruction trace element, Arm® Embedded Trace Macrocell Architecture Specifica-
tion.

2.16.2 Address and Context tracing packets

T xMsXD The instruction set can be decoded by the state of the SF bit and the header byte of an Address packet.

Rygwnk The instruction set is indicated by the combination of the SF bit and the header byte of an Address packet, as the
following table shows:
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SF bit value Instruction set Alignment ISA in use
1 IS1 Halfword-aligned Co4
1 IS0 Word-aligned A64
I xMupR The table in Ryywnk only includes information for when SF bit is 1, because the Morello architecture does not

support the instruction sets A32 and T32, which are indicated by the SF bit being 0.
Rxuome The Embedded Trace Macrocell architecture groups instructions into different types.

For the instructions added by the Morello architecture, the instructions categorized as direct branches by the
Embedded Trace Macrocell are the following:

Link?
BX Branch Exchange No No

Instruction Description Return from exception?

For the instructions added by the Morello architecture, the instructions categorized as indirect branches by the

Embedded Trace Macrocell are the following:

Instruction Description Link?  Return from
exception?
BLR (indirect) Branch with Link to capability Register Yes No
BLR (memory Unseal load, branch and link Yes No
indirect)
BLRR Branch with Link to capability Register with possible switchto  Yes No
Restricted
BLRS (capability) Branch with Link to sealed capability Yes No
BLRS (pair of Branch with Link to sealed capability Register with possible Yes No
capabilities) switch to Restricted
BR (indirect) Branch to capability Register No No
BR (memory indirect)  Unseal load and branch No No
BRR Branch to capability Register with possible switch to Restricted ~ No No
BRS (capability) Branch to sealed capability No No
BRS (pair of Branch to sealed capability pair No No
capabilities)
LDPBLR Load Pair of capabilities and Branch with Link Yes No
LDPBR Load Pair of capabilities and Branch No No
RET Return from subroutine No No
RETR Return from subroutine with possible switch to Restricted No No
RETS (capability) Return to sealed capability No No
RETS (pair of Return to sealed capability pair No No
capabilities)
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See also:

» Chapter D3, AArch64 Self-hosted Trace, Arm® Architecture Reference Manual, ArmvS-A.

* Chapter 6.4.12, Address and Context tracing packets, Arm® Embedded Trace Macrocell Architecture Specifi-
cation.

* Chapter F.1.1, A64 Instruction set, Arm® Embedded Trace Macrocell Architecture Specification.
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The Morello architecture adds the following performance events, using the IMPLEMENTATION DEFINED events
space defined for an Armv8 implementation, 0x00c0-0x03FF.

Events added by the Morello architecture are in the range 0x0200-0x03FF.
Morello PMU events

0x0200, BR_MIS_PRED_RS Branch mispredict restricted.
The counter counts each correction to the predicted program flow that occurs because of a misprediction or
no prediction, and relates to switches between Restricted and Executive.
0x0201, BR_MIS_PRED_C64 Branch mispredict C64.
The counter counts each correction to the predicted program flow that occurs because of a misprediction or
no prediction, and relates to switches between A64 and C64.
0x0202, BR_MIS_PRED_SYS Branch mispredict system permission.
The counter counts each correction to the predicted program flow that occurs because of a misprediction or
no prediction, and relates to System permission.
0x0203, PCCRF_FULL PCC register file full.
The counter counts every cycle counted by the CPU_CYCLES event on which no operation was issued
because the PCC write tracking register file was full.
0x0204, EXECUTIVE_ENTRY Entry to Executive, Operations Speculatively Executed.
The counter counts speculatively executed operations that cause an entry into Executive.
0x0205, EXECUTIVE_EXIT Exit from Executive, Operations Speculatively Executed.
The counter counts speculatively executed operations that cause an exit from Executive.
0x0206, INST_SPEC_A64 Instructions in A64, Operations Speculatively Executed.
The counter counts speculatively executed operations due to all instructions in A64.
0x0207, INST_SPEC_C64 Instructions in C64, Operations Speculatively Executed.
The counter counts speculatively executed operations due to all instructions in C64.
0x0208, CID_ELO_WRITE_RETIRED Instruction architecturally executed, Write to CID_ELO.
The counter counts architecturally executed instructions which write to the Compartment ID Register.
0x0209, DDC_WRITE_RETIRED Instruction architecturally executed, Write to DDC_ELx, RDDC_ELO.
The counter counts architecturally executed instructions which write to any Default Data Capability.
0x020A, DDC_READ_SPEC Read from DDC_ELx, RDDC_ELO, Operations Speculatively Executed.
The counter counts speculatively executed operations which read from any Default Data Capability.
0x020B, INST_SPEC_CVTD CVTD Instructions, Operations Speculatively Executed.
The counter counts speculatively executed operations due to the following instructions:

¢ CVTD (not flag setting): Convert pointer to capability offset from DDC.
e CVTD (flag setting): Convert capability to pointer offset from DDC, setting flags.
* CVTDZ: Convert pointer to capability offset from DDC, with null capability from zero semantics.

0x020E, INST_SPEC_SCBNDS_NONEXACT SCBNDS or SCBNDSE Instructions which do not set exact
bounds, Operations Speculatively Executed.
The counter counts speculatively executed operations due to any of the following instructions not succeeding
in setting the requested bounds exactly:

* SCBNDS (register): Set Bounds (register).
¢ SCBNDS (immediate): Set Bounds (immediate).
* SCBNDSE: Set Bounds Exact.

0x020F, CDBM_SET_SC SC set due to CDBM.

The counter counts each setting of the permission bit to write Capability Tags to memory in a translation
table entry which is due to the CDBM bit being set.

0x0210, CAP_LD_SPEC Capability Load Instructions, Operations Speculatively Executed.

The counter counts speculatively executed operations due to Capability load instructions.

Copyright © 2019-2022 Arm Limited or its affiliates. All rights reserved. 83
Non-confidential



Chapter 2. Capability architecture rules
2.17. Performance Monitoring Unit

DDI0606
Ak

0x0211, CAP_ST _SPEC Capability Store Instructions, Operations Speculatively Executed.
The counter counts speculatively executed operations due to Capability store instructions.

0x0212, CAP_ALT_LD_SPEC Alternate Base Capability Load Instructions, Operations Speculatively
Executed.

The counter counts speculatively executed operations due to Alternate Base Capability load instructions.

0x0213, CAP_ALT_ST_SPEC Alternate Base Capability Store Instructions, Operations Speculatively
Executed.

The counter counts speculatively executed operations due to Alternate Base Capability store instructions.
0x0214, ALT_LD_SPEC Alternate Base Load Instructions, Operations Speculatively Executed.

The counter counts speculatively executed operations due to Alternate Base load instructions.
0x0215, ALT_ST_SPEC Alternate Base Store Instructions, Operations Speculatively Executed.

The counter counts speculatively executed operations due to Alternate Base store instructions.
0x0216, LDCT_SPEC LDCT Instructions, Operations Speculatively Executed.

The counter counts speculatively executed operations due to Load Tags instructions.

0x0217, LDCT_NO_CAP_SPEC LDCT Instructions When Capability Tags are Zero, Operations Speculatively
Executed.

The counter counts speculatively executed operations due to Load Capability Tags instructions where the
Capability Tags to be loaded are all zero.

0x0218, DC_ZVA_RET Data Cache Zero.
The counter counts architecturally executed DC ZVA instructions.
0x021A, LDCT_REFILL Data cache refill due to LDCT, Operations Speculatively Executed.

The counter counts each access counted by L1D_CACHE that causes a demand refill of any cache due to
execution of an LDCT instruction.

0x021B, STCT_REFILL Data cache refill due to STCT, Operations Speculatively Executed.

The counter counts each access counted by L1D_CACHE that causes a demand refill of any cache due to
execution of an STCT instruction.

0x021cC, L1D_CACHE_RD_CTAG Attributable Level 1 data cache access, read, valid capability.
The counter counts each access counted by L1ID_CACHE_RD which loaded a valid capability.

0x021D, L1D_CACHE_WR_CTAG Attributable Level 1 data cache access, write, valid capability.
The counter counts each access counted by L1D_CACHE_WR which stored a valid capability.

0x021E, L1D_CACHE_WB_CTAG Attributable Level 1 data cache write-back, valid capability.

The counter counts each access counted by L1ID_CACHE_WB where at least one valid capability was present
in the cache line.

0x021F, L1D_CACHE_REFILL_RD_CTAG Attributable Level 1 data cache refill, capability.

The counter counts each access counted by L1D_CACHE_REFILL_RD where at least one valid capability
was present in the cache line.

0x0220, L1D_CACHE_REFILL_WR_CTAG Attributable Level 1 data cache refill, capability.

The counter counts each access counted by L1D_CACHE_REFILL_WR where at least one valid capability
was present in the cache line.
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0x0221, L1D_CACHE_REFILL_INNER_CTAG Attributable Level 1 data cache refill, inner, valid capability.

The counter counts each access counted by L1D_CACHE_REFILL_INNER where at least one valid capability
was present in the cache line.

0x0222, L1D_CACHE_REFILL_OUTER_CTAG Attributable Level 1 data cache refill, outer, valid
capability.
The counter counts each access counted by L1D_CACHE_REFILL_OUTER where at least one valid
capability was present in the cache line.

0x0223, L1D_CACHE_WB_VICTIM_CTAG Attributable Level 1 data cache Write-Back, victim, valid
capability.

The counter counts each access counted by L1D_CACHE_WB_VICTIM where at least one valid capability
was present in the cache line.

0x0224, L1D_CACHE_WB_CLEAN_CTAG Attributable Level 1 data cache Write-Back, cleaning, and
coherency, valid capability.

The counter counts each access counted by L1D_CACHE_WB_CLEAN where at least one valid capability
was present in the cache line.

0x0226, L2D_CACHE_RD_CTAG Attributable Level 2 data cache access, read, valid capability.
The counter counts each access counted by L2D_CACHE_RD which loaded a valid Capability.

0x0227, L.2D_CACHE_WR_CTAG Attributable Level 2 data cache access, write, valid capability.
The counter counts each access counted by L2D_CACHE_WR which stored a valid Capability.

0x0228, L.2D_CACHE_REFILL_RD_CTAG Attributable Level 2 data cache refill, valid capability.

The counter counts each access counted by L2D_CACHE_REFILL_RD where at least one valid capability
was present in the cache line.

0x022A, L2D_CACHE_WB_VICTIM_CTAG Attributable Level 2 data cache Write-Back, victim, valid
capability.

The counter counts each access counted by L2D_CACHE_WB_VICTIM where at least one valid capability
was present in the cache line.

0x022B, L2D_CACHE_WB_CLEAN_CTAG Attributable Level 2 data cache Write-Back, cleaning and
coherency, valid capability.

The counter counts each access counted by L2D_CACHE_WB_CLEAN where at least one valid capability
was present in the cache line.

0x022C, L2D_CACHE_INVAL_CTAG Attributable Level 2 data cache invalidate, valid capability.

The counter counts each access counted by L2D_CACHE_INVAL where at least one valid capability was
present in the cache line.

0x022D, BUS_ACCESS_RD_CTAG Bus access, read, valid capability.

The counter counts each access counted by BUS_ACCESS_RD where a Capability Tag was set in at least
one beat of the access.

0x022E, BUS_ACCESS_WR_CTAG Bus access, write, valid capability.

The counter counts each access counted by BUS_ACCESS_WR where a Capability Tag was set in at least
one beat of the access.

0x022F, CNT_ST_ZERO_BYTE Store of zeros.
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In combination with the CNT_ST_ZERO_16TH_BYTE, the counter counts the number of bytes written
by architecturally executed store instructions, not including DC ZVA where only zeros are stored and not
including stores which store 16 bytes of zero.

0x0230, CNT_ST_ZERO_16_BYTES Store of zeros, 16 byte stores.
The counter counts when 16 bytes of zero are written by an architecturally executed store instruction.
0x0233, MEM_ACCESS_RD_CTAG Data memory access, read, valid capability.

The counter counts each access counted by MEM_ACCESS_RD where a Capability Tag was set in at least
one part of the access.

0x0234, MEM_ACCESS_WR_CTAG Data memory access, write, valid capability.

The counter counts each access counted by MEM_ACCESS_WR where a Capability Tag was set in at least
one part of the access.

0x0235, CAP_MEM_ACCESS_RD Data memory access, read, capability.

The counter counts each access counted by MEM_ACCESS_RD due to an instruction which loads a capability.
It is not sensitive to the validity of the capability.

0x0236, CAP_MEM_ACCESS_WR Data memory access, write, capability.

The counter counts each access counted by MEM_ACCESS_WR due to an instruction which stores a
capability. It is not sensitive to the validity of the capability.

0x0237,INST_SPEC_RESTRICTED Instructions in Restricted, Operations Speculatively Executed.
The counter counts speculatively executed operations due to all instructions in Restricted.
0x0238, LD_CAP_PERM_CLR_CTAG Load permission cleared, Operations Speculatively Executed.

The counter counts speculatively executed operations due to load instructions where the capability tag is
cleared due to the operation having been performed without LoadCap permission.

See also:

e Chapter D7.11.2 The PMU event number space and common events, Arm® Architecture Reference Manual,
Armv8-A.
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2.18 Statistical profiling extension

Rexnmm For the purpose of Statistical profiling, an LDCT instruction is treated as a load of capabilities.
RyckaL For the purpose of Statistical profiling, an STCT instruction is treated as a store of capabilities.
R

IXRI For the purpose of Statistical profiling, it is IMPLEMENTATION DEFINED whether LDPBR, LDPBLR,
BR (memory indirect), and BLR (memory indirect) are treated as one of the following:

* A load of capabilities or a branch.
* A load of capabilities and a branch.

2.18.1 The Statistical Profiling Buffer

Ryxco The writes to the Profiling Buffer are checked against DDC_ELXx for the controlling Exception level, after capability
memory relocation is applied.

Torves Ryyxcq means that the Profiling Buffer is associated with Executive state in the controlling Exception level.

Repwim The DDC_ELx base is added to the Profiling Buffer address defined by PMBPTR_ELI1.

Rpxpv For a VA with capability memory relocation applied, the Address packet payload ADDR contains the
post-relocation VA.

Rppryc For a VA with capability memory relocation applied, the buffer pointer value is relocated.

Ryspvs The Profiling Buffer full condition is determined using an unrelocated value derived from PMBPTR_EL1 and a
value taken from PMBLIMITR_EL1.

Rpopsz Faults due to capability memory protection on buffer writes are reported in PMBPTR_ELI.

Iyrnco Synchronous faults on writes to the Profiling Buffer are prioritized as described in Exception priorities section.
See also:

* Chapter D9.7.1 Restrictions on the current write pointer, Arm® Architecture Reference Manual, ArmvS-A.
e Chapter D10.2.1 Address packet, Arm® Architecture Reference Manual, ArmvS-A.

2.18.2 Statistical profiling extension packets

RprrLY The following Operation Type packet payload (load/store) bit assignments are defined for subclasses:
SUBCLASS Description Bit assignments are same as
060010000x A load/store targeting 129-bit general-purpose registers General-purpose load/store
0b001xxx1x An atomic operation, load-acquire, store-release, or exclusive An extended load/store

targeting 129-bit general-purpose registers

Ryemg For the Address packet type, if the INDEX field is oxoooo1, branch target address, the Address packet payload
ADDR[0] is always zero.

See also:

* Chapter D10.2.7 Operation Type packet, Arm® Architecture Reference Manual, ArmvS-A.
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2.19 External debug

2.19.1 Entering Debug state

Rxrags On entry to Debug state, all of the following apply:

* PCC is copied to CDLR_ELO with the Capability Value set to the preferred restart address for the debug
event.

* PSTATE.C64 is copied to DSPSR_EL0.C64.

* PSTATE.C64 is set to 0.

All other behavior is as described in the Arm® Architecture Reference Manual, ArmvS-A.
See also:

* Chapter H2.3 Entering Debug state, Arm® Architecture Reference Manual, ArmvS-A.

2.19.2 Exiting Debug state

Ry JBHN On exit from Debug state in ELX, if non-capability exception return from ELx is configured, the Morello architecture
changes the following aspects of the existing Armv8-A architecture:

» PCC is set to the Capability in CDLR_ELDO.
* PSTATE.C64 is set to 0.

Rigpex On exit from Debug state in ELXx, if capability exception return from ELx is configured, the Morello architecture
changes the existing Armv8-A architecture in all of the following aspects:

* PCC is set to the Capability in CDLR_ELDO.

« If the Debug state exit is an illegal exception return, PSTATE.C64 is left unchanged.

« If the Debug state exit is not an illegal exception return, and is to an Exception level where access to the
Morello architecture is not trapped, DSPSR_EL0.C64 is copied to PSTATE.C64.

* If the Debug state exit is not an illegal exception return, and is to an Exception level where access to the
Morello architecture is trapped, PSTATE.C64 is set to 0.

See also:

* Chapter H2.5 Exiting Debug state, Arm® Architecture Reference Manual, Armv8-A.

2.19.3 Executing instructions in Debug state

Rurcoo If the PE is in Debug state, all of the following are true:

¢ The PE is treated as if in Executive.
¢ System permission of PCC is treated as 1.
e PCC is UNKNOWN.

Roucre A write to DLR_ELO writes to bits [63:0] of CDLR_ELO. It does not change CDLR_ELO [128:64].

Tynpce The effect of a write to DLR_ELO on CDLR_ELO differs to a write to other System registers using a 64-bit access
view. This permits a Morello-unaware external debugger to correctly modify the return address without overwriting
the rest of the preserved PCC.

2.19.4 Instructions in Debug state

Instructions changed in Debug state
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On executing an instruction other than usr, where the Armv8-A architecture defines the behavior of the instruction
as setting DLR_ELO to an UNKNOWN value, this behavior is changed by the Morello architecture to preserve the
original value of DLR_ELQO.

The change described in Rqypgq applies in cases where executing an instruction in Debug state is described as
CONSTRAINED UNPREDICTABLE in the Armv8-A architecture. One or more of these permitted behaviors include
the setting of DLR_ELO to an UNKNOWN value. All other aspects of the permitted behaviors are as defined in the
Armv8-A architecture.

On executing a pcesx instruction, the Morello architecture changes the following aspects of the existing Armv8-A
architecture:

* CCTLR_ELx.C64E is copied to PSTATE.C64.
e DLR_ELO is left unchanged.

If non-capability exception return from ELx is configured, on executing a DRPS instruction in ELX, the Morello
architecture changes the following aspects of the existing Armv8-A architecture:

* PSTATE.C64 is set to 0.
e DLR_ELO is left unchanged.

If capability exception return is configured for ELx, on executing a DRPS instruction in ELx, the Morello
architecture changes the existing Armv8-A architecture in all of the following aspects:

* If the exception return is to an Exception level where access to the Morello architecture is not trapped,
SPSR_ELx.C64 is copied to PSTATE.C64.

* If the exception return is to an Exception level where access to the Morello architecture is trapped,
PSTATE.C64 is set to 0.

e DLR_ELO is left unchanged.

Instructions added in Debug state
The availability of existing instructions in Debug state is unchanged.
The following instructions added by Morello are available in Debug state:

¢ Add (immediate).

e Subtract (immediate).

* Move from Capability register to System register.

* Move from System register to Capability register.

* Move from Capability register to Special-purpose Capability register.

* Move from Special-purpose Capability register to Capability register.

* Load and store of all data types with and without alternate mode base, other than literal and non-exclusive
pair forms.

* Load and store of Capability Tags.

* All atomics.

* Copy From High.

» Copy To High.

* Set the Capability Tag field.

* Get the Tag field of a capability.

* Copy Capability register.

* Load and store of Capability single or exclusive, with or without acquire or release.

* Set Value field of a capability.

e Branch Exchange.

If an instruction added by the Morello architecture is not available in the Debug state, the instruction is CON-
STRAINED UNPREDICTABLE and behaves in one of the following ways:

e It is UNDEFINED.
¢ It executes as a NOP.
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* It has the same behavior as in Non-debug state with instructions that read the PC, PCC, or PSTATE fields
using an UNKNOWN value for those registers or fields.

The following instructions are defined in Debug state, and are UNDEFINED in Non-debug state:

* MRS Cd, CDLR_ELO.
* MRS Cd, CDBGDTR_ELO.
« MSR CDLR_ELO, Cn.
* MSR CDBGDTR_ELDO, Cn.

2.19.5 Debug Communications Channel (DCC) access
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Three 32-bit external Debug registers allow external debug to access the Morello architecture within the PE.
DCC and capabilities
In Debug state, software can transfer a capability to or from external debug by accessing CDBGDTR_ELO.

In Debug state, external debug can transfer a capability to or from software by accessing the following 32-bit
External Debug registers:

* DTRTX.
* DTRRX.
» DBGDTR2A.
« DBGDTR2B.
EDSCR2.

Memory access mode

If the PE is in Debug state and in Memory access mode, and when PSTATE.C64 is 0, memory access is subject to
capability memory relocation.

If the PE is in Debug state and in Memory access mode and when PSTATE.C64 is 1, the Morello architecture
changes all of the following from the base architecture:

* External reads from DBGDTRTX_ELO causes the equivalent of tor w1, (co1, #4 to be executed.
* External writes to DBGDTRRX_ELO causes the equivalent of str w1, (coj, #4 to be executed.

See also:

* Chapter H4.3.2, Memory access mode, Arm® Architecture Reference Manual, Armv8-A: behavior resulted
from an access by the external debug interface.

* 2.7.2 Capability memory protection

» 2.8 Capability memory relocation
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This chapter describes the following:

* The base architecture registers extended by the Morello architecture.
* The new registers added in the Morello architecture.

Registers described in this document
Be aware of the following when reading the descriptions of the registers for the base architecture in this supplement:
The register descriptions include references to AArch32, which do not apply in Morello.

Registers that are extended in the Morello architecture to be 129-bit include new accessor descriptions that use the
name prefixed with a ‘C’.

Effects of System permission

This chapter does not include detailed descriptions of registers defined in the base architecture where the only
change in the Morello architecture is the addition of access controls due to System permission.

For a register that can be accessed at ELO or EL1, the following code is added to the accessibility pseudocode:

if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions() == EL1 then
AArch64.SystemAccessTrap (EL1l, 0x18);
elsif TargetELForCapabilityExceptions ()
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);

== EL2 then

For a register that can be accessed at EL2, the following code is added to the accessibility pseudocode:
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&& !CapIsSystemAccessEnabled() && !Halted() then

For a register that can be accessed at EL3, the following code is added to the accessibility pseudocode:

1 if IsFeatureImplemented("Morello"

2 if TargetELForCapabilityExceptions() == EL2 then
3 AArch64.SystemAccessTrap (EL2, 0x18);

4 else

5 AArch64.SystemAccessTrap (EL3, 0x18);

1 if IsFeatureImplemented("Morello")

2 AArch64.SystemAccessTrap (EL3, 0x18);

3.1.1 AArch64 registers

&& !CapIsSystemAccessEnabled() && !Halted() then

Name Description

CCTLR_ELO Capability Control Register (ELO)
CCTLR_EL1 Capability Control Register (EL1)
CCTLR_EL2 Capability Control Register (EL2)
CCTLR_EL3 Capability Control Register (EL3)

CDBGDTR_ELO

CDLR_ELO
CHCR_EL2
CID_ELO

CNTVCT_ELO

CPACR_ELI1
CPTR_EL2
CPTR_EL3
DDC_ELO
DDC_EL1
DDC_EL2
DDC_EL3
DSPSR_ELO
ELR_EL1
ELR_EL2
ELR_EL3
ESR_EL1
ESR_EL2
ESR_EL3
FAR_ELI
FAR_EL2
FAR_EL3

ID_AA64PFR1_ELI

Capability Debug Data Transfer Register, half-duplex
Capability Debug Link Register

Capability Hypervisor Configuration Register
Compartment ID Register

Counter-timer Virtual Count register
Architectural Feature Access Control Register
Architectural Feature Trap Register (EL2)
Architectural Feature Trap Register (EL3)
Default Data Capability (ELO)

Default Data Capability (EL1)

Default Data Capability (EL2)

Default Data Capability (EL3)

Debug Saved Program Status Register
Exception Link Register (EL1)

Exception Link Register (EL2)

Exception Link Register (EL3)

Exception Syndrome Register (EL1)
Exception Syndrome Register (EL2)
Exception Syndrome Register (EL3)

Fault Address Register (EL1)

Fault Address Register (EL2)

Fault Address Register (EL3)

AArch64 Processor Feature Register 1
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Name Description

PMBSR_ELI Profiling Buffer Status/syndrome Register
RDDC_ELO Restricted Default Data Capability

RSP _ELO Restricted Stack Pointer

RTPIDR_ELO Restricted Read/Write Software Thread ID Register
SP_ELO Stack Pointer (ELO)

SP_EL1 Stack Pointer (ELO)

SP_EL2 Stack Pointer (ELO)

SP_EL3 Stack Pointer (ELO)

SPSR_ELI Saved Program Status Register (EL1)
SPSR_EL2 Saved Program Status Register (EL2)
SPSR_EL3 Saved Program Status Register (EL3)
TPIDR_ELO ELO Read/Write Software Thread ID Register
TPIDR_EL1 EL1 Software Thread ID Register
TPIDR_EL2 EL2 Software Thread ID Register
TPIDR_EL3 EL3 Software Thread ID Register

TPIDRRO_ELO

VBAR_EL1
VBAR_EL2
VBAR_EL3

ELO Read-Only Software Thread ID Register
Vector Base Address Register (EL1)
Vector Base Address Register (EL2)
Vector Base Address Register (EL3)

3.1.2 Changes to existing registers
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Name Description
CNTVCT_ELO Counter-timer Virtual Count register
CPACR_ELI1 Architectural Feature Access Control Register
CPTR_EL2 Architectural Feature Trap Register (EL2)
CPTR_EL3 Architectural Feature Trap Register (EL3)
DSPSR_ELO Debug Saved Program Status Register
ELR_EL1 Exception Link Register (EL1)
ELR_EL2 Exception Link Register (EL2)
ELR_EL3 Exception Link Register (EL3)
ESR_EL1 Exception Syndrome Register (EL1)
ESR_EL2 Exception Syndrome Register (EL2)
ESR_EL3 Exception Syndrome Register (EL3)
FAR_ELI1 Fault Address Register (EL1)
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Name Description

FAR_EL2 Fault Address Register (EL2)

FAR_EL3 Fault Address Register (EL3)
ID_AA64PFR1_EL1 AArch64 Processor Feature Register 1
PMBSR_ELI Profiling Buffer Status/syndrome Register
SP_ELO Stack Pointer (ELO)

SP_EL1 Stack Pointer (ELO)

SP_EL2 Stack Pointer (ELO)

SP_EL3 Stack Pointer (ELO)

SPSR_ELI Saved Program Status Register (EL1)
SPSR_EL2 Saved Program Status Register (EL2)
SPSR_EL3 Saved Program Status Register (EL3)
TPIDR_ELO ELO Read/Write Software Thread ID Register
TPIDR_EL1 EL1 Software Thread ID Register
TPIDR_EL2 EL2 Software Thread ID Register
TPIDR_EL3 EL3 Software Thread ID Register
TPIDRRO_ELO ELO Read-Only Software Thread ID Register
VBAR_ELI1 Vector Base Address Register (EL1)
VBAR_EL2 Vector Base Address Register (EL2)
VBAR_EL3 Vector Base Address Register (EL3)

3.1.3 New registers added by Morello
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Name Description

CCTLR_ELO Capability Control Register (ELO)
CCTLR_EL1 Capability Control Register (EL1)
CCTLR_EL2 Capability Control Register (EL2)
CCTLR_EL3 Capability Control Register (EL3)

CDBGDTR_ELO

Non-confidential

Capability Debug Data Transfer Register, half-duplex

CDLR_ELO Capability Debug Link Register
CHCR_EL2 Capability Hypervisor Configuration Register
CID_ELO Compartment ID Register
DDC_ELO Default Data Capability (ELO)
DDC_ELI Default Data Capability (EL1)
DDC_EL2 Default Data Capability (EL2)
DDC_EL3 Default Data Capability (EL3)
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Name

Description

RDDC_ELO
RSP_ELO
RTPIDR_ELO

Restricted Default Data Capability
Restricted Stack Pointer

Restricted Read/Write Software Thread ID Register

3.1.4 External registers

Name

Description

DBGDTR2A Debug Data Transfer Register 2A
DBGDTR2B Debug Data Transfer Register 2B

EDSCR2

External Debug Status and Control Register 2

3.2 Alphabetical list of registers
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3.2.1 CCTLR_ELO, Capability Control Register (ELO)

The CCTLR_ELDO characteristics are:
Purpose
Provides control of capability-related functionality at ELO.
Attributes
CCTLR_ELDO is a 64-bit register.
Configuration

This register is present only when Morello is implemented. Otherwise, direct accesses to CCTLR_ELO
are UNDEFINED.

Field descriptions

The CCTLR_ELO bit assignments are:

63 32 .
RESO
. 31 8 7 654,32 1 0
RESO 0 RESO
sL Lbpceo
PERMVCT PCCBO
ADRDPB

Bits [63:8]
Reserved, RESO.
SBL, bit [7]

Controls whether branch-and-link instructions at ELO seal the capability generated in C30.
Controls whether the following instructions at ELO require a target capability with ObjectType set to 1:
BLRR, BLRS (capability), BRR, BRS (capability), RETR, RETS (capability).

Value Meaning

060 Branch-and-link instructions which generate a capability in C30 do
not seal the capability.
The specified instructions do not require a target capability with
ObjectType set to 1.

Obl Branch-and-link instructions which generate a capability in C30 seal
the generated capability with ObjectType set to 1.
The specified instructions require a target capability with ObjectType
setto 1.

This field resets to an architecturally UNKNOWN value.
PERMVCT, bit [6]

Permits access to CNTVCT_ELO without PCC System permission at ELO
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Value Meaning
0b0 Access to CNTVCT_ELO at ELO requires PCC System permission
Obl This field has no effect

This field resets to an architecturally UNKNOWN value.

Bit [5]

Reserved, RESO.

ADRDPB, bit [4]

ADRDP instruction base register selection at ELO

Value Meaning
0b0 ADRDP uses DDC as a base register
0b1 ADRDP uses C28 as a base register

This field resets to an architecturally UNKNOWN value.

PCCBO, bit [3]

PCC base offset enable for A64 instructions writing PC or generating a PC derived 64-bit value at ELO

Value Meaning

0b0 Accesses do not add PCC base to the address written to PC, and do
not subtract PCC base from the address read from PCC.

0b1l Accesses add PCC base to the address written to PC, and subtract
PCC base from the address read from PCC.

Note: this affects the following instructions:
* BR Xn
* RET Xn
e BL imm (the value written to LR)
¢ BLR Xn (both the Xn and LR values)
* ADR(P) Xd, label

This field resets to an architecturally UNKNOWN value.
DDCBO, bit [2]

DDC base offset enable for accesses using a 64-bit base register at ELO
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Value Meaning
0b0 Accesses do not add or subtract DDC base from the accessed address.
0b1l Accesses add or subtract DDC base from the accessed address,

depending on the instruction.

This field resets to an architecturally UNKNOWN value.

Bits [1:0]

Reserved, RESO.

Accessing the CCTLR_ELO

Read using name CCTLR_ELO

The assembler syntax is:
MRS <Xt>, CCTLR_ELO

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
0Obll 0b011 0b0001 0b0010 0b010
Accessibility:
if PSTATE.EL == ELO then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions() == EL1 then
AArch64.SystemAccessTrap (EL1l, 0x18);
elsif TargetELForCapabilityExceptions() == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else

AArch64.SystemAccessTrap (EL3, 0x18);

elsif !ELUsingAArch32(EL1l) && ! (EL2Enabled() && HCR_EL2.<E2H,TGE> == '11') && CPACR_EL1.CEN != '11"'
~—then
if EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.TGE == 'l' then
AArch64.SystemAccessTrap (EL2, 0x29);
else
AArch64.SystemAccessTrap (EL1, 0x29);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.<E2H,TGE> == 'l1l' && CPTR_EL2.CEN != 'l11' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif EL2Enabled() && !ELUsingAArch32 (EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == '1' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
AArch64.SystemAccessTrap (EL3, 0x29);
else
return CCTLR_ELO;
elsif PSTATE.EL == ELl then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions() == EL1 then
AArch64.SystemAccessTrap (EL1l, 0x18);
elsif TargetELForCapabilityExceptions() == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif CPACR_EL1.CEN == 'x0' then
AArch64.SystemAccessTrap (EL1, 0x29);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == 'l' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
AArché4.SystemAccessTrap (EL2, 0x29);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
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AArch64.SystemAccessTrap (EL3, 0x29);

else
return CCTLR_ELO;

elsif PSTATE.EL == EL2 then

if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then

if TargetELForCapabilityExceptions () == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);

elsif HCR_EL2.E2H == '0' && CPTR_EL2.TC == 'l1' then
AArch64.SystemAccessTrap (EL2, 0x29);

elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x(0' then
AArch64.SystemAccessTrap (EL2, 0x29);

elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
AArch64.SystemAccessTrap (EL3, 0x29);

else
return CCTLR_ELO;

elsif PSTATE.EL == EL3 then

if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
AArch64.SystemAccessTrap (EL3, 0x18);

elsif CPTR_EL3.EC == '0O' then
AArch64.SystemAccessTrap (EL3, 0x29);

else
return CCTLR_ELO;

Write using name CCTLR_ELO

The assembler syntax is:
MSR CCTLR_ELO, <Xt>

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
0Obl1 0b011 0b0001 0b0010 0b010
Accessibility:
if PSTATE.EL == ELO then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions() == EL1 then
AArch64.SystemAccessTrap (EL1l, 0x18);
elsif TargetELForCapabilityExceptions() == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif !ELUsingAArch32(ELl) && ! (EL2Enabled() && HCR_EL2.<E2H,TGE> == '11') && CPACR_EL1.CEN != '11"'
~—then
if EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.TGE == 'l' then
AArch64.SystemAccessTrap (EL2, 0x29);
else
AArch64.SystemAccessTrap (EL1, 0x29);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.<E2H,TGE> == 'll' && CPTR_EL2.CEN != 'l11' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == '1' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
AArch64.SystemAccessTrap (EL3, 0x29);
else
CCTLR_ELO = X[t];
elsif PSTATE.EL == ELl then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions() == EL1 then
AArch64.SystemAccessTrap (EL1l, 0x18);
elsif TargetELForCapabilityExceptions() == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif CPACR_EL1.CEN == 'x0' then
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AArch64.SystemAccessTrap (EL1, 0x29);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC ==
AArch64.SystemAccessTrap (EL2, 0x29);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l1' && CPTR_EL2.CEN ==
AArch64.SystemAccessTrap (EL2, 0x29);

elsif HaveEL (EL3) && !ELUsingAArch32 (EL3) && CPTR_EL3.EC == '0O' then
AArché4.SystemAccessTrap (EL3, 0x29);

else
CCTLR_ELO = X[t];

elsif PSTATE.EL == EL2 then

if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then

if TargetELForCapabilityExceptions() == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);

elsif HCR_EL2.E2H == '0O' && CPTR_EL2.TC == 'l' then
AArch64.SystemAccessTrap (EL2, 0x29);

elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
AArch64.SystemAccessTrap (EL2, 0x29);

elsif HaveEL (EL3) && !ELUsingAArch32 (EL3) && CPTR_EL3.EC == '0O' then
AArché4.SystemAccessTrap (EL3, 0x29);

else
CCTLR_ELO = X[t];

elsif PSTATE.EL == EL3 then

if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
AArché4.SystemAccessTrap (EL3, 0x18);

elsif CPTR_EL3.EC == '0' then
AArch64.SystemAccessTrap (EL3, 0x29);

else
CCTLR_ELO = X[t];
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3.2.2 CCTLR_EL1, Capability Control Register (EL1)

The CCTLR_EL1 characteristics are:
Purpose
Provides control of capability-related functionality at EL1.
Attributes
CCTLR_ELI is a 64-bit register.
Configuration

This register is present only when Morello is implemented. Otherwise, direct accesses to CCTLR_EL1
are UNDEFINED.

Field descriptions

The CCTLR_ELI bit assignments are:

163 32,
RESO “

31 8,7,6,5,4,3,2;,1,0

RESO
seL_ L tcEN®
PERMVCT TGEN1
DDCBO

C64E
ADRDPB PCCBO

Bits [63:8]
Reserved, RESO.
SBL, bit [7]

Controls whether branch-and-link instructions at EL1 seal the capability generated in C30.
Controls whether the following instructions at EL1 require a target capability with ObjectType set to 1:
BLRR, BLRS (capability), BRR, BRS (capability), RETR, RETS (capability).

Value Meaning

0b0 Branch-and-link instructions which generate a capability in C30 do
not seal the capability.
The specified instructions do not require a target capability with
ObjectType set to 1.

0bl Branch-and-link instructions which generate a capability in C30 seal
the generated capability with ObjectType set to 1.
The specified instructions require a target capability with ObjectType
setto 1.

This field resets to an architecturally UNKNOWN value.

PERMVCT, bit [6]

Permits access to CNTVCT_ELO without PCC System permission at EL1
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Value Meaning
0b0 Access to CNTVCT_ELO at EL1 requires PCC System permission
Obl This field has no effect

This field resets to an architecturally UNKNOWN value.

C64E, bit [5]

Capability mode on exception entry to EL1

Value Meaning
0b0 On exception entry PSTATE.C64 is set to 0.
0b1 On exception entry PSTATE.C64 is set to 1.

This field resets to ovo.

ADRDPB, bit [4]

ADRDP instruction base register selection at EL1

Value Meaning
000 ADRDP uses DDC as a base register
Ob1 ADRDP uses C28 as a base register

This field resets to an architecturally UNKNOWN value.
PCCBO, bit [3]

PCC base offset enable for A64 instructions writing PC or generating a PC derived 64-bit value at EL1

Value Meaning

0b0 Accesses do not add PCC base to the address written to PC, and do
not subtract PCC base from the address read from PCC.

0b1l Accesses add PCC base to the address written to PC, and subtract
PCC base from the address read from PCC.

Note: this affects the following instructions:
* BR Xn
* RET Xn
¢ BL imm (the value written to LR)
¢ BLR Xn (both the Xn and LR values)
* ADR(P) Xd, label
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This field resets to an architecturally UNKNOWN value.
DDCBGO, bit [2]

DDC base offset enable for accesses using a 64-bit base register at EL.1

Value Meaning
0b0 Accesses do not add or subtract DDC base from the accessed address.
0bl Accesses add or subtract DDC base from the accessed address,

depending on the instruction.

This field resets to an architecturally UNKNOWN value.

TGEN1, bit [1]

Tag generation bit for TTBR1_EL1 based memory accesses

Value Meaning

0b0 Generates a fault when loading a valid capability from memory
where the Block and Page descriptor LC field is Ob11.

Obl Generates a fault when loading a valid capability from memory

where the Block and Page descriptor LC field is Ob10.

This field resets to an architecturally UNKNOWN value.

TGENO, bit [0]

Tag generation bit for TTBRO_EL1 based memory accesses

Value Meaning

0b0 Generates a fault when loading a valid capability from memory
where the Block and Page descriptor LC field is Ob11.

Obl Generates a fault when loading a valid capability from memory

where the Block and Page descriptor LC field is Ob10.

This field resets to an architecturally UNKNOWN value.

Accessing the CCTLR_EL1

When HCR_EL2.E2H is 1, without explicit synchronization, access from EL3 using the mnemonic CCTLR_EL1
or CCTLR_EL12 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Read using name CCTLR_EL1

The assembler syntax is:
MRS <Xt>, CCTLR_EL1

The encoding for this is in the System instruction encoding space:
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op0 opl CRn CRm op2
0Obl1 0b000 0b0001 0b0010 0b010
Accessibility:

1 if PSTATE.EL == ELO then

2 UNDEFINED;

3 elsif PSTATE.EL == EL1 then

4 if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then

5 if TargetELForCapabilityExceptions() == ELl then

6 AArch64.SystemAccessTrap (EL1, 0x18);

7 elsif TargetELForCapabilityExceptions() == EL2 then

8 AArch64.SystemAccessTrap (EL2, 0x18);

9 else

10 AArch64.SystemAccessTrap (EL3, 0x18);

11 elsif CPACR_EL1.CEN == 'x0' then

12 AArch64.SystemAccessTrap (EL1, 0x29);

13 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == '1' then

14 AArch64.SystemAccessTrap (EL2, 0x29);

15 elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then

16 AArch64.SystemAccessTrap (EL2, 0x29);

17 elsif HaveEL (EL3) && !ELUsingAArch32 (EL3) && CPTR_EL3.EC == '0O' then

18 AArch64.SystemAccessTrap (EL3, 0x29);

19 else

20 return CCTLR_ELI1;

21 elsif PSTATE.EL == EL2 then

22 if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then

23 if TargetELForCapabilityExceptions() == EL2 then

24 AArch64.SystemAccessTrap (EL2, 0x18);

25 else

26 AArch64.SystemAccessTrap (EL3, 0x18);

27 elsif HCR_EL2.E2H == '0O' && CPTR_EL2.TC == 'l1' then

28 AArch64.SystemAccessTrap (EL2, 0x29);

29 elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then

30 AArch64.SystemAccessTrap (EL2, 0x29);

31 elsif HaveEL (EL3) && !ELUsingAArch32 (EL3) && CPTR_EL3.EC == '0O' then

32 AArch64.SystemAccessTrap (EL3, 0x29);

33 elsif HCR_EL2.E2H == 'l' then

34 return CCTLR_EL2;

35 else

36 return CCTLR_ELI1;

37 elsif PSTATE.EL == EL3 then

38 if IsFeatureImplemented("Morello") && !CapIlsSystemAccessEnabled() && !Halted() then

39 AArch64.SystemAccessTrap (EL3, 0x18);

40 elsif CPTR_EL3.EC == '0' then

41 AArch64.SystemAccessTrap (EL3, 0x29);

42 else

43 return CCTLR_ELI;

Write using name CCTLR_EL1

The assembler syntax is:

MSR CCTLR_EL1, <Xt>

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b000 0b0001 0b0010 0b010
Accessibility:
1 if PSTATE.EL == ELO then
2 UNDEFINED;
3 elsif PSTATE.EL == ELl then
4 if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then

DDI0606
Ak

Copyright © 2019-2022 Arm Limited or its affiliates. All rights reserved.

Non-confidential

104



Chapter 3. Register definitions
3.2. Alphabetical list of registers

5 if TargetELForCapabilityExceptions () == EL1 then
6 AArch64.SystemAccessTrap (EL1, 0x18);
7 elsif TargetELForCapabilityExceptions() == EL2 then
8 AArch64.SystemAccessTrap (EL2, 0x18);
9 else
10 AArch64.SystemAccessTrap (EL3, 0x18);
11 elsif CPACR_EL1.CEN == 'x0' then
12 AArch64.SystemAccessTrap (EL1, 0x29);
13 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == 'l' then
14 AArch64.SystemAccessTrap (EL2, 0x29);
15 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
16 AArch64.SystemAccessTrap (EL2, 0x29);
17 elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
18 AArch64.SystemAccessTrap (EL3, 0x29);
19 else
20 CCTLR_EL1 = X[t];
21 elsif PSTATE.EL == EL2 then
22 if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
23 if TargetELForCapabilityExceptions() == EL2 then
24 AArch64.SystemAccessTrap (EL2, 0x18);
25 else
26 AArch64.SystemAccessTrap (EL3, 0x18);
27 elsif HCR_EL2.E2H == '0' && CPTR_EL2.TC == 'l' then
28 AArch64.SystemAccessTrap (EL2, 0x29);
29 elsif HCR _EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
30 AArch64.SystemAccessTrap (EL2, 0x29);
31 elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
32 AArch64.SystemAccessTrap (EL3, 0x29);
33 elsif HCR_EL2.E2H == 'l' then
34 CCTLR_EL2 = X[t];
35 else
36 CCTLR_EL1 = X[t];
37 elsif PSTATE.EL == EL3 then
38 if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
39 AArch64.SystemAccessTrap (EL3, 0x18);
40 elsif CPTR_EL3.EC == '0' then
41 AArch64.SystemAccessTrap (EL3, 0x29);
42 else
43 CCTLR_EL1 = X[t];

Read using name CCTLR_EL12

The assembler syntax is:
MRS <Xt>, CCTLR_EL12

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b101 0b0001 0b0010 0b010
Accessibility:
1 if PSTATE.EL == ELO then
2 UNDEFINED;
3 elsif PSTATE.EL == EL1 then
4 UNDEFINED;
5 elsif PSTATE.EL == EL2 then
6 if HCR_EL2.E2H == '1' then
7 if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
8 if TargetELForCapabilityExceptions () == EL2 then
9 AArch64.SystemAccessTrap (EL2, 0x18);
10 else
11 AArch64.SystemAccessTrap (EL3, 0x18);
12 elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
13 AArch64.SystemAccessTrap (EL2, 0x29);
14 elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == 'O' then
15 AArch64.SystemAccessTrap (EL3, 0x29);
16 else
17 return CCTLR_EL1;
18 else
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UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
AArch64.SystemAccessTrap (EL3, 0x18);
elsif CPTR_EL3.EC == '0O' then
AArch64.SystemAccessTrap (EL3, 0x29);
else
return CCTLR_EL1;
else
UNDEFINED;
Write using name CCTLR_EL12
The assembler syntax is:
MSR CCTLR_EL12, <Xt>
The encoding for this is in the System instruction encoding space:
op0 opl CRn CRm op2
Obl1 0b101 0b0001 0b0010 0b010
Accessibility:
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR_EL2.E2H == 'l1' then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !'Halted() then
if TargetELForCapabilityExceptions () == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif HCR _EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
AArch64.SystemAccessTrap (EL3, 0x29);
else
CCTLR_EL1 = X[t];
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
AArch64.SystemAccessTrap (EL3, 0x18);
elsif CPTR_EL3.EC == '0O' then
AArch64.SystemAccessTrap (EL3, 0x29);
else
CCTLR_EL1 = X([t];
else
UNDEFINED;
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3.2.3 CCTLR_EL2, Capability Control Register (EL2)

The CCTLR_EL?2 characteristics are:
Purpose
Provides control of capability-related functionality at EL2.
Attributes
CCTLR_EL?2 is a 64-bit register.
Configuration
If EL2 is not implemented, this register is RESO from EL3.
This register has no effect if EL2 is not enabled in the current Security state.

This register is present only when Morello is implemented. Otherwise, direct accesses to CCTLR_EL2
are UNDEFINED.

Field descriptions

The CCTLR_EL2 bit assignments are:

1 63 321.
RESO “
. 31 87,6 ;5;4,;3,2,1,0
RESO
sL_ LTGEN®
PERMVCT TGEN1
C64E DDCBO
ADRDPB PCCBO

Bits [63:8]
Reserved, RESO.
SBL, bit [7]

Controls whether branch-and-link instructions at EL2 seal the capability generated in C30.
Controls whether the following instructions at EL2 require a target capability with ObjectType set to 1:
BLRR, BLRS (capability), BRR, BRS (capability), RETR, RETS (capability).

Value Meaning

000 Branch-and-link instructions which generate a capability in C30 do
not seal the capability.
The specified instructions do not require a target capability with
ObjectType set to 1.

0bl Branch-and-link instructions which generate a capability in C30 seal
the generated capability with ObjectType set to 1.
The specified instructions require a target capability with ObjectType
setto 1.
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This field resets to an architecturally UNKNOWN value.

PERMVCT, bit [6]

Permits access to CNTVCT_ELO without PCC System permission at EL.2

Value Meaning
0b0 Access to CNTVCT_ELO at EL2 requires PCC System permission
0bl This field has no effect

This field resets to an architecturally UNKNOWN value.

C64E, bit [5]

Capability mode on exception entry to EL2

Value Meaning
0b0 On exception entry PSTATE.C64 is set to 0.
Obl On exception entry PSTATE.C64 is set to 1.

This field resets to ovo.

ADRDPB, bit [4]

ADRDP instruction base register selection at EL.2

Value Meaning
000 ADRDP uses DDC as a base register
0bl ADRDP uses C28 as a base register

This field resets to an architecturally UNKNOWN value.

PCCBO, bit [3]

PCC base offset enable for A64 instructions writing PC or generating a PC derived 64-bit value at EL2

Value Meaning

0b0 Accesses do not add PCC base to the address written to PC, and do
not subtract PCC base from the address read from PCC.

0b1l Accesses add PCC base to the address written to PC, and subtract
PCC base from the address read from PCC.

Note: this affects the following instructions:

* BR Xn
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* RET Xn

¢ BL imm (the value written to LR)

¢ BLR Xn (both the Xn and LR values)
* ADR(P) Xd, label

This field resets to an architecturally UNKNOWN value.
DDCBO, bit [2]

DDC base offset enable for accesses using a 64-bit base register at EL2

Value Meaning
0b0 Accesses do not add or subtract DDC base from the accessed address.
0b1l Accesses add or subtract DDC base from the accessed address,

depending on the instruction.

This field resets to an architecturally UNKNOWN value.
TGENT1, bit [1]

When ARMvS.1-VHE is implemented and HCR_EL2.E2H == 1:
Tag generation bit for TTBR1_EL2 based accesses

Value Meaning

000 Generates a fault when loading a valid capability from memory
where the Block and Page descriptor LC field is Ob11.

Obl Generates a fault when loading a valid capability from memory
where the Block and Page descriptor LC field is Ob10.

This field resets to an architecturally UNKNOWN value.
Otherwise:
RESO

TGENO, bit [0]

Tag generation bit for TTBRO_EL2 based accesses

Value Meaning

0b0 Generates a fault when loading a valid capability from memory
where the Block and Page descriptor LC field is Ob11.

0bl Generates a fault when loading a valid capability from memory
where the Block and Page descriptor LC field is Ob10.
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This field resets to an architecturally UNKNOWN value.

Accessing the CCTLR_EL2

When HCR_EL2.E2H is 1, without explicit synchronization, access from EL2 using the mnemonic CCTLR_EL?2
or CCTLR_EL1 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Read using name CCTLR_EL2

The assembler syntax is:
MRS <Xt>, CCTLR_EL2

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b100 0b0001 0b0010 0b010
Accessibility:
1 if PSTATE.EL == ELO then
2 UNDEFINED;
3 elsif PSTATE.EL == ELl then
4 UNDEFINED;
5 elsif PSTATE.EL == EL2 then
6 if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
7 if TargetELForCapabilityExceptions () == EL2 then
8 AArch64.SystemAccessTrap (EL2, 0x18);
9 else
10 AArch64.SystemAccessTrap (EL3, 0x18);
11 elsif HCR_EL2.E2H == '0O' && CPTR_EL2.TC == 'l' then
12 AArch64.SystemAccessTrap (EL2, 0x29);
13 elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x(0' then
14 AArch64.SystemAccessTrap (EL2, 0x29);
15 elsif HaveEL (EL3) && !ELUsingAArch32 (EL3) && CPTR_EL3.EC == '0O' then
16 AArch64.SystemAccessTrap (EL3, 0x29);
17 else
18 return CCTLR_EL2;
19 elsif PSTATE.EL == EL3 then
20 if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
21 AArch64.SystemAccessTrap (EL3, 0x18);
22 elsif CPTR_EL3.EC == '0' then
23 AArch64.SystemAccessTrap (EL3, 0x29);
24 else
25 return CCTLR_EL2;
Write using name CCTLR_EL2
The assembler syntax is:
MSR CCTLR_EL2, <Xt>
The encoding for this is in the System instruction encoding space:
op0 opl CRn CRm op2
Obl1 0b100 0b0001 0b0010 0b010
Accessibility:
1 if PSTATE.EL == ELO then
2 UNDEFINED;
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3 elsif PSTATE.EL == EL1 then

4 UNDEFINED;

5 elsif PSTATE.EL == EL2 then

6 if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
7 if TargetELForCapabilityExceptions() == EL2 then

8 AArch64.SystemAccessTrap (EL2, 0x18);

9 else

10 AArch64.SystemAccessTrap (EL3, 0x18);

11 elsif HCR_EL2.E2H == '(Q' && CPTR_EL2.TC == 'l1' then

12 AArch64.SystemAccessTrap (EL2, 0x29);

13 elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then

14 AArch64.SystemAccessTrap (EL2, 0x29);

15 elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
16 AArch64.SystemAccessTrap (EL3, 0x29);

17 else

18 CCTLR_EL2 = X[t];

19 elsif PSTATE.EL == EL3 then

20 if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
21 AArch64.SystemAccessTrap (EL3, 0x18);

22 elsif CPTR_EL3.EC == '0' then

23 AArch64.SystemAccessTrap (EL3, 0x29);

24 else

25 CCTLR_EL2 = X[t];

Read using name CCTLR_EL1

The assembler syntax is:

MRS <Xt>, CCTLR_EL1

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
0Obl1 0b000 0b0001 0b0010 0b010
Accessibility:

1 if PSTATE.EL == ELO then

2 UNDEFINED;

3 elsif PSTATE.EL == EL1 then

4 if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then

5 if TargetELForCapabilityExceptions () == EL1 then

6 AArch64.SystemAccessTrap (EL1, 0x18);

7 elsif TargetELForCapabilityExceptions() == EL2 then

8 AArch64.SystemAccessTrap (EL2, 0x18);

9 else

10 AArch64.SystemAccessTrap (EL3, 0x18);

11 elsif CPACR_EL1.CEN == 'x0' then

12 AArch64.SystemAccessTrap (EL1, 0x29);

13 elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == 'l' then
14 AArch64.SystemAccessTrap (EL2, 0x29);

15 elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l1' && CPTR_EL2.CEN == 'x0' then
16 AArch64.SystemAccessTrap (EL2, 0x29);

17 elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0' then

18 AArch64.SystemAccessTrap (EL3, 0x29);

19 else
20 return CCTLR_ELI1;
21 elsif PSTATE.EL == EL2 then
22 if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
23 if TargetELForCapabilityExceptions() == EL2 then
24 AArch64.SystemAccessTrap (EL2, 0x18);
25 else
26 AArch64.SystemAccessTrap (EL3, 0x18);
27 elsif HCR_EL2.E2H == '(Q' && CPTR_EL2.TC == 'l1' then
28 AArch64.SystemAccessTrap (EL2, 0x29);
29 elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
30 AArch64.SystemAccessTrap (EL2, 0x29);
31 elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0' then
32 AArch64.SystemAccessTrap (EL3, 0x29);
33 elsif HCR_EL2.E2H == 'l1' then
34 return CCTLR_EL2;
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else

return CCTLR_EL1;
elsif PSTATE.EL == EL3 then

if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
AArch64.SystemAccessTrap (EL3, 0x18);

elsif CPTR_EL3.EC == '0O' then
AArché4.SystemAccessTrap (EL3, 0x29);

else
return CCTLR_EL1;

Write using name CCTLR_EL1

The assembler syntax is:
MSR CCTLR_EL1l, <Xt>

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2

Obl1 0b000 0b0001 0b0010 0b010

Accessibility:

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions () == EL1l then
AArch64.SystemAccessTrap (EL1, 0x18);
elsif TargetELForCapabilityExceptions() == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif CPACR_EL1.CEN == 'x0' then
AArch64.SystemAccessTrap (EL1, 0x29);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == 'l' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0' then
AArch64.SystemAccessTrap (EL3, 0x29);
else
CCTLR_EL1 = X[t];
elsif PSTATE.EL == EL2 then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions () == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif HCR_EL2.E2H == '0Q' && CPTR_EL2.TC == 'l1' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x(0' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0' then
AArch64.SystemAccessTrap (EL3, 0x29);
elsif HCR_EL2.E2H == '1l' then
CCTLR_EL2 = X[t];
else
CCTLR_EL1 = X[t];
elsif PSTATE.EL == EL3 then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
AArch64.SystemAccessTrap (EL3, 0x18);
elsif CPTR_EL3.EC == '0' then
AArch64.SystemAccessTrap (EL3, 0x29);
else
CCTLR_EL1 = X[t];
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3.24 CCTLR_ELS3, Capability Control Register (EL3)

The CCTLR_ELS3 characteristics are:
Purpose
Provides control of capability-related functionality at EL3.
Attributes
CCTLR_ELS3 is a 64-bit register.
Configuration

This register is present only when Morello is implemented and HaveEL(EL3). Otherwise, direct
accesses to CCTLR_EL3 are UNDEFINED.

Field descriptions

The CCTLR_EL3 bit assignments are:

163 32,
RESO “

NE! 8 7 ,6,5,4,;3,2,1,68
RESO 0

seL_ L L tcEN®
PERMVCT DDCBO
C64E

PCCBO
ADRDPB

Bits [63:8]
Reserved, RESO.
SBL, bit [7]

Controls whether branch-and-link instructions at EL3 seal the capability generated in C30.
Controls whether the following instructions at EL3 require a target capability with ObjectType set to 1:
BLRR, BLRS (capability), BRR, BRS (capability), RETR, RETS (capability).

Value Meaning

0b0 Branch-and-link instructions which generate a capability in C30 do
not seal the capability.
The specified instructions do not require a target capability with
ObjectType set to 1.

0bl Branch-and-link instructions which generate a capability in C30 seal
the generated capability with ObjectType set to 1.
The specified instructions require a target capability with ObjectType
setto 1.

This field resets to an architecturally UNKNOWN value.

PERMVCT, bit [6]

Permits access to CNTVCT_ELO without PCC System permission at EL3
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Value Meaning
0b0 Access to CNTVCT_ELO at EL3 requires PCC System permission
Obl This field has no effect

This field resets to an architecturally UNKNOWN value.

C64E, bit [5]

Capability mode on exception entry to EL3

Value Meaning
0b0 On exception entry PSTATE.C64 is set to 0.
0b1 On exception entry PSTATE.C64 is set to 1.

This field resets to ovo.

ADRDPB, bit [4]

ADRDP instruction base register selection at EL3

Value Meaning
000 ADRDP uses DDC as a base register
Ob1 ADRDP uses C28 as a base register

This field resets to an architecturally UNKNOWN value.
PCCBO, bit [3]

PCC base offset enable for A64 instructions writing PC or generating a PC derived 64-bit value at EL.3

Value Meaning

0b0 Accesses do not add PCC base to the address written to PC, and do
not subtract PCC base from the address read from PCC.

0b1l Accesses add PCC base to the address written to PC, and subtract
PCC base from the address read from PCC.

Note: this affects the following instructions:
* BR Xn
* RET Xn
¢ BL imm (the value written to LR)
¢ BLR Xn (both the Xn and LR values)
* ADR(P) Xd, label
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This field resets to an architecturally UNKNOWN value.
DDCBGO, bit [2]

DDC base offset enable for accesses using a 64-bit base register at EL3

Value Meaning
0b0 Accesses do not add or subtract DDC base from the accessed address.
0b1l Accesses add or subtract DDC base from the accessed address,

depending on the instruction.

This field resets to an architecturally UNKNOWN value.

Bit [1]

Reserved, RESO.
TGENO, bit [0]

Tag generation bit for TTBRO_EL3 based accesses

Value Meaning

0b0 Generates a fault when loading a valid capability from memory
where the Block and Page descriptor LC field is Ob11.

0bl Generates a fault when loading a valid capability from memory

where the Block and Page descriptor LC field is Ob10.

This field resets to an architecturally UNKNOWN value.

Accessing the CCTLR_EL3

Read using name CCTLR_EL3

The assembler syntax is:
MRS <Xt>, CCTLR_EL3

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b110 0b0001 0b0010 0b010
Accessibility:
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == ELl then
UNDEFINED;
elsif PSTATE.EL == EL2 then
UNDEFINED;
elsif PSTATE.EL == EL3 then

if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
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9 AArch64.SystemAccessTrap (EL3, 0x18);
10 elsif CPTR_EL3.EC == '0' then

11 AArch64.SystemAccessTrap (EL3, 0x29);
12 else

13 return CCTLR_EL3;

Write using name CCTLR_EL3

The assembler syntax is:
MSR CCTLR_EL3, <Xt>

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b110 0b0001 0b0010 0b010
Accessibility:

1 if PSTATE.EL == ELO then

2 UNDEFINED;

3 elsif PSTATE.EL == EL1l then

4 UNDEFINED;

5 elsif PSTATE.EL == EL2 then

6 UNDEFINED;

7 elsif PSTATE.EL == EL3 then

8 if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then

9 AArch64.SystemAccessTrap (EL3, 0x18);

10 elsif CPTR_EL3.EC == '0' then

11 AArch64.SystemAccessTrap (EL3, 0x29);

12 else

13 CCTLR_EL3 = X[t];
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3.2.5 CDBGDTR_ELO, Capability Debug Data Transfer Register, half-duplex

The CDBGDTR_ELQ characteristics are:

Purpose

Transfers 129 bits of data between the PE and an external debugger. Can transfer both ways using only

a single register.
Attributes
CDBGDTR_ELQO is a 129-bit register.

Configuration

AArch64 System register CDBGDTR_ELO[63:0] is architecturally mapped to AArch64 System register

DBGDTR_ELOQ[63:0].

AArch64 System register CDBGDTR_ELO[128] is architecturally mapped to External register

EDSCR2[0].

AArch64 System register COBGDTR_ELO[127:96] is architecturally mapped to External register

DBGDTR2B[31:0].

AArch64 System register CDBGDTR_ELO0[95:64] is architecturally mapped to External register

DBGDTR2A[31:0].

AArch64 System register CDBGDTR_ELO0[63:32] is architecturally mapped to AArch32 System

register DBGDTRRXint[31:0]when written.

AArch64 System register CDBGDTR_ELO0[63:32] is architecturally mapped to External register

DBGDTRRX_ELO[31:0]when written.

AArch64 System register CDBGDTR_ELO0[63:32] is architecturally mapped to AArch64 System

register DBGDTRRX_ELO[31:0]when written.

AArch64 System register COBGDTR_ELO[31:0] is architecturally mapped to AArch32 System register

DBGDTRTXint[31:0]when written.

AArch64 System register CDBGDTR_ELO[31:0] is architecturally mapped to External register

DBGDTRTX_ELO[31:0]when written.

AArch64 System register CDBGDTR_ELO[31:0] is architecturally mapped to AArch64 System register

DBGDTRTX_ELO[31:0]when written.

AArch64 System register CDBGDTR_ELO0[63:32] is architecturally mapped to AArch32 System

register DBGDTRTXint[31:0]when read.

AArch64 System register CDBGDTR_ELO0[63:32] is architecturally mapped to External register

DBGDTRTX_ELO[31:0]when read.

AArch64 System register CDBGDTR_ELO0[63:32] is architecturally mapped to AArch64 System

register DBGDTRTX_ELO[31:0]when read.

AArch64 System register CDBGDTR_ELO[31:0] is architecturally mapped to AArch32 System register

DBGDTRRXint[31:0]when read.

AArch64 System register CDBGDTR_ELO[31:0] is architecturally mapped to External register

DBGDTRRX_ELO[31:0]when read.

AArch64 System register CDBGDTR_ELO[31:0] is architecturally mapped to AArch64 System register

DBGDTRRX_ELO[31:0]when read.

This register is present only when Morello is implemented. Otherwise, direct accesses to

CDBGDTR_ELO are UNDEFINED.
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Field descriptions

The CDBGDTR_ELO bit assignments are:

128 .
[
g127 %),
= 64,
H = = H
3 0
Bits [128:0]

Writes to this register set:
* EDSCR2.DTRTAG to bit[128] of this field
e DTR2B to bits[127:96] of this field
¢ DTR2A to bits[95:64] of this field
* DTRRX to bits[63:32] of this field
* DTRTX to bits[31:0] of this field
e TXfullto 1
If RXfull is set to 1, reads of this register return:
* EDSCR2.DTRTAG in bit[128] of this field
DTR2B in bits[127:96] of this field
* DTR2A in bits[95:64] of this field
* DTRTX in bits[63:32] of this field
e DTRRX in bits[31:0] of this field

If RXfull is set to 0, reads of this register return an UNKNOWN value.

After the read, RXfull is cleared to 0.
Accessing the CDBGDTR_ELO

Read using name CDBGDTR_ELO

The assembler syntax is:
MRS <Ct>, CDBGDTR_ELO

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
0b10 0b011 0b0000 0b0100 0b000
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Accessibility:
1 if !'Halted() then
2 UNDEFINED;
3 elsif PSTATE.EL == ELO then
4 if !ELUsingAArch32(EL1) && ! (EL2Enabled() && HCR_EL2.<E2H,TGE> == 'l11') && CPACR_EL1.CEN !=
5 if EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.TGE == '1' then
6 AArch64.SystemAccessTrap (EL2, 0x29);
7 else
8 AArch64.SystemAccessTrap (EL1, 0x29);
9 elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.<E2H,TGE> == 'l1' && CPTR_EL2.CEN != '11'
10 AArch64.SystemAccessTrap (EL2, 0x29);
11 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
12 AArch64.SystemAccessTrap (EL2, 0x29);
13 elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == 'l' then
14 AArch64.SystemAccessTrap (EL2, 0x29);
15 elsif HaveEL (EL3) && !ELUsingAArch32 (EL3) && CPTR_EL3.EC == '0O' then
16 AArch64.SystemAccessTrap (EL3, 0x29);
17 else
18 return CDBGDTR_ELO;
19 elsif PSTATE.EL == EL1 then
20 if CPACR_EL1.CEN == 'x0' then
21 AArch64.SystemAccessTrap (EL1, 0x29);
22 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == 'l' then
23 AArch64.SystemAccessTrap (EL2, 0x29);
24 elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
25 AArch64.SystemAccessTrap (EL2, 0x29);
26 elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
27 AArch64.SystemAccessTrap (EL3, 0x29);
28 else
29 return CDBGDTR_ELO;
30 elsif PSTATE.EL == EL2 then
31 if HCR_EL2.E2H == '0' && CPTR_EL2.TC == '1' then
32 AArch64.SystemAccessTrap (EL2, 0x29);
33 elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
34 AArch64.SystemAccessTrap (EL2, 0x29);
35 elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
36 AArch64.SystemAccessTrap (EL3, 0x29);
37 else
38 return CDBGDTR_ELO;
39 elsif PSTATE.EL == EL3 then
40 if CPTR_EL3.EC == '0' then
41 AArch64.SystemAccessTrap (EL3, 0x29);
42 else
43 return CDBGDTR_ELO;
Write using name CDBGDTR_ELO
The assembler syntax is:
MSR CDBGDTR_ELO, <Ct>
The encoding for this is in the System instruction encoding space:
op0 opl CRn CRm op2
0b10 0bO11 0b0000 0b0100 0b000
Accessibility:
1 if !'Halted() then
2 UNDEFINED;
3 elsif PSTATE.EL == ELO then
4 if !ELUsingAArch32(EL1l) && ! (EL2Enabled() && HCR_EL2.<E2H,TGE> == 'l11') && CPACR_EL1.CEN !=
5 if EL2Enabled() && !ELUsingAArch32 (EL2) && HCR_EL2.TGE == 'l' then
6 AArch64.SystemAccessTrap (EL2, 0x29);
7 else
8 AArch64.SystemAccessTrap (EL1l, 0x29);
9 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.<E2H,TGE> == 'l1l' && CPTR_EL2.CEN !=
10 AArch64.SystemAccessTrap (EL2, 0x29);
11 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
12 AArch64.SystemAccessTrap (EL2, 0x29);
13 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == 'l' then
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14 AArch64.SystemAccessTrap (EL2, 0x29);

15 elsif HaveEL (EL3) && !ELUsingAArch32 (EL3) && CPTR_EL3.EC == '0O' then
16 AArch64.SystemAccessTrap (EL3, 0x29);

17 else

18 CDBGDTR_ELO = C[t];

19 elsif PSTATE.EL == ELl then

20 if CPACR_EL1.CEN == 'x0' then

21 AArch64.SystemAccessTrap (EL1, 0x29);

22 elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC ==
23 AArch64.SystemAccessTrap (EL2, 0x29);

24 elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN ==
25 AArch64.SystemAccessTrap (EL2, 0x29);

26 elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
27 AArch64.SystemAccessTrap (EL3, 0x29);

28 else

29 CDBGDTR_ELO = C[t];

30 elsif PSTATE.EL == EL2 then

31 if HCR_EL2.E2H == '0' && CPTR_EL2.TC == '1' then

32 AArch64.SystemAccessTrap (EL2, 0x29);

33 elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then

34 AArch64.SystemAccessTrap (EL2, 0x29);

35 elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
36 AArch64.SystemAccessTrap (EL3, 0x29);

37 else

38 CDBGDTR_ELO = C[t];

39 elsif PSTATE.EL == EL3 then

40 if CPTR_EL3.EC == '0' then

41 AArch64.SystemAccessTrap (EL3, 0x29);

42 else

43 CDBGDTR_ELO = C[t];
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3.2.6 CDLR_ELO, Capability Debug Link Register

The CDLR_ELOQ characteristics are:
Purpose
In Debug state, holds the capability to restart from.
Attributes
CDLR_ELO is a 129-bit register.
Configuration

AArch64 System register CDLR_ELO[31:0] is architecturally mapped to AArch32 System register
DLR[31:0].

AArch64 System register CDLR_ELO[63:0] is architecturally mapped to AArch64 System register
DLR_ELO0[63:0].

This register is present only when Morello is implemented. Otherwise, direct accesses to CDLR_ELO
are UNDEFINED.

Field descriptions

The CDLR_ELDO bit assignments are:

128

LRestart
capability
127 9%,
: Restart capability :
. 95 64
Restart capability
. 63 32
: Restart capability :
.31 0
Restart capability
Bits [128:0]
Restart capability.
Accessing the CDLR_ELO
Read using name CDLR_ELO
The assembler syntax is:
MRS <Ct>, CDLR_ELO
The encoding for this is in the System instruction encoding space:
op0 opl CRn CRm op2
Obl1 0bO011 0b0100 0b0101 0b001
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Accessibility:
1 if !'Halted() then
2 UNDEFINED;
3 elsif PSTATE.EL == ELO then
4 if !ELUsingAArch32(EL1) && ! (EL2Enabled() && HCR_EL2.<E2H,TGE> == 'l11') && CPACR_EL1.CEN !=
5 if EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.TGE == '1' then
6 AArch64.SystemAccessTrap (EL2, 0x29);
7 else
8 AArch64.SystemAccessTrap (EL1, 0x29);
9 elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.<E2H,TGE> == 'l1' && CPTR_EL2.CEN != '11'
10 AArch64.SystemAccessTrap (EL2, 0x29);
11 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
12 AArch64.SystemAccessTrap (EL2, 0x29);
13 elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == 'l' then
14 AArch64.SystemAccessTrap (EL2, 0x29);
15 elsif HaveEL (EL3) && !ELUsingAArch32 (EL3) && CPTR_EL3.EC == '0O' then
16 AArch64.SystemAccessTrap (EL3, 0x29);
17 else
18 return CDLR_ELO;
19 elsif PSTATE.EL == EL1 then
20 if CPACR_EL1.CEN == 'x0' then
21 AArch64.SystemAccessTrap (EL1, 0x29);
22 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == 'l' then
23 AArch64.SystemAccessTrap (EL2, 0x29);
24 elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
25 AArch64.SystemAccessTrap (EL2, 0x29);
26 elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
27 AArch64.SystemAccessTrap (EL3, 0x29);
28 else
29 return CDLR_ELO;
30 elsif PSTATE.EL == EL2 then
31 if HCR_EL2.E2H == '0' && CPTR_EL2.TC == '1' then
32 AArch64.SystemAccessTrap (EL2, 0x29);
33 elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
34 AArch64.SystemAccessTrap (EL2, 0x29);
35 elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
36 AArch64.SystemAccessTrap (EL3, 0x29);
37 else
38 return CDLR_ELO;
39 elsif PSTATE.EL == EL3 then
40 if CPTR_EL3.EC == '0' then
41 AArch64.SystemAccessTrap (EL3, 0x29);
42 else
43 return CDLR_ELO;
Write using name CDLR_ELO
The assembler syntax is:
MSR CDLR_ELO, <Ct>
The encoding for this is in the System instruction encoding space:
op0 opl CRn CRm op2
0Obl1 0bO11 0b0100 0b0101 0b001
Accessibility:
1 if !'Halted() then
2 UNDEFINED;
3 elsif PSTATE.EL == ELO then
4 if !ELUsingAArch32(EL1l) && ! (EL2Enabled() && HCR_EL2.<E2H,TGE> == 'l11') && CPACR_EL1.CEN !=
5 if EL2Enabled() && !ELUsingAArch32 (EL2) && HCR_EL2.TGE == 'l' then
6 AArch64.SystemAccessTrap (EL2, 0x29);
7 else
8 AArch64.SystemAccessTrap (EL1l, 0x29);
9 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.<E2H,TGE> == 'l1l' && CPTR_EL2.CEN !=
10 AArch64.SystemAccessTrap (EL2, 0x29);
11 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
12 AArch64.SystemAccessTrap (EL2, 0x29);
13 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == 'l' then
DDI0606 Copyright © 2019-2022 Arm Limited or its affiliates. All rights reserved.

Ak Non-confidential



Chapter 3. Register definitions
3.2. Alphabetical list of registers

DDI0606
Ak

AArch64.SystemAccessTrap (EL2, 0x29);

elsif HaveEL (EL3) && !ELUsingAArch32 (EL3) && CPTR_EL3.EC == '0O' then
AArch64.SystemAccessTrap (EL3, 0x29);
else
CDLR_ELO = C[t];
elsif PSTATE.EL == ELl then
if CPACR_EL1.CEN == 'x0' then
AArch64.SystemAccessTrap (EL1, 0x29);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC ==
AArch64.SystemAccessTrap (EL2, 0x29);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN ==
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
AArch64.SystemAccessTrap (EL3, 0x29);
else
CDLR_ELO = C[t];
elsif PSTATE.EL == EL2 then
if HCR_EL2.E2H == '0' && CPTR_EL2.TC == '1' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
AArché64.SystemAccessTrap (EL2, 0x29);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
AArch64.SystemAccessTrap (EL3, 0x29);
else
CDLR_ELO = C[t];
elsif PSTATE.EL == EL3 then
if CPTR_EL3.EC == '0' then
AArch64.SystemAccessTrap (EL3, 0x29);
else

CDLR_ELO = C[t];
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3.2.7 CHCR_ELZ2, Capability Hypervisor Configuration Register

The CHCR_EL?2 characteristics are:
Purpose
Provides control over privileged access to capabilities
Attributes
CHCR_EL2 is a 64-bit register.
Configuration
If EL2 is not implemented, this register is RESO from EL3.

The bits in this register behave as if they are O for all purposes other than direct reads of the register if
EL2 is not enabled in the current Security state.

This register is present only when Morello is implemented. Otherwise, direct accesses to CHCR_EL2
are UNDEFINED.

Field descriptions

The CHCR_EL?2 bit assignments are:

163 32

| RESO |
N 1,0,
| RESO | |
LseTTAG
Bits [63:1]
Reserved, RESO.
SETTAG, bit [0]
Access to privileged capability creating instructions, SCTAG and STCT.
Value Meaning
0b0 No effect.
0bl Privileged capability creating instructions clear the tag if executed at
EL1.
This field resets to an architecturally UNKNOWN value.
Accessing the CHCR_EL2
Read using name CHCR_EL2
The assembler syntax is:
MRS <Xt>, CHCR_EL2
The encoding for this is in the System instruction encoding space:
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op0 opl CRn CRm op2
Obl1 0b100 0b0001 0b0010 0b011
Accessibility:
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
UNDEFINED;
elsif PSTATE.EL == EL2 then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions() == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif HCR_EL2.E2H == '0' && CPTR_EL2.TC == 'l1l' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HCR _EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
AArché4.SystemAccessTrap (EL2, 0x29);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
AArch64.SystemAccessTrap (EL3, 0x29);
else
return CHCR_EL2;
elsif PSTATE.EL == EL3 then

if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
AArch64.SystemAccessTrap (EL3, 0x18);

elsif CPTR_EL3.EC == '0' then
AArch64.SystemAccessTrap (EL3, 0x29);

else
return CHCR_EL2;

Write using name CHCR_EL2

The assembler syntax is:
MSR CHCR_EL2, <Xt>

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b100 0b0001 0b0010 0b011
Accessibility:
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
UNDEFINED;
elsif PSTATE.EL == EL2 then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions() == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif HCR_EL2.E2H == '0O' && CPTR_EL2.TC == 'l1' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HaveEL (EL3) && !ELUsingAArch32 (EL3) && CPTR_EL3.EC == '0O' then
AArch64.SystemAccessTrap (EL3, 0x29);
else
CHCR_EL2 = X[t];
elsif PSTATE.EL == EL3 then

if IsFeatureImplemented ("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
AArch64.SystemAccessTrap (EL3, 0x18);
elsif CPTR_EL3.EC == '0' then
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23 AArch64.SystemAccessTrap (EL3, 0x29);
24 else
25 CHCR_EL2 = X[t];
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The CID_ELO characteristics are:

Purpose

Provides a number that can be used to separate out different context numbers with each Exception level.

Attributes
CID_ELO is a 129-bit register.

Configuration

This register is present only when Morello is implemented. Otherwise, direct accesses to CID_ELO are

UNDEFINED.

Field descriptions

The CID_ELO bit assignments are:

128

LCompa rtment
ID

127 9%,

I Compartment ID :

195 64,

I Compartment ID I

163 32,

I Compartment ID I

NS 0

I Compartment ID I
Bits [128:0]
Compartment ID
This field resets to an architecturally UNKNOWN value.
Accessing the CID_ELO
Read using name CID_ELO
The assembler syntax is:
MRS <Ct>, CID_ELO
The encoding for this is in the System instruction encoding space:

op0 opl CRn op2
Obl1 0b011 0Ob1101 Obl11
Accessibility:
if PSTATE.EL == ELO then
if !'ELUsingAArch32(ELl) && ! (EL2Enabled() && HCR_EL2.<E2H,TGE> == 'l1') && CPACR_EL1.CEN != '11' then
if EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.TGE == '1'
AArch64.SystemAccessTrap (EL2, 0x29);
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5 else
6 AArch64.SystemAccessTrap (EL1, 0x29);
7 elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.<E2H,TGE> == 'll' && CPTR_EL2.CEN != 'l11' then
8 AArch64.SystemAccessTrap (EL2, 0x29);
9 elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
10 AArch64.SystemAccessTrap (EL2, 0x29);
11 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == '1' then
12 AArch64.SystemAccessTrap (EL2, 0x29);
13 elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
14 AArch64.SystemAccessTrap (EL3, 0x29);
15 else
16 return CID_ELO;
17 elsif PSTATE.EL == ELl then
18 if CPACR_EL1.CEN == 'x0' then
19 AArch64.SystemAccessTrap (EL1, 0x29);
20 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == 'l1' then
21 AArch64.SystemAccessTrap (EL2, 0x29);
22 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
23 AArch64.SystemAccessTrap (EL2, 0x29);
24 elsif HaveEL (EL3) && !ELUsingAArch32 (EL3) && CPTR_EL3.EC == '0O' then
25 AArch64.SystemAccessTrap (EL3, 0x29);
26 else
27 return CID_ELO;
28 elsif PSTATE.EL == EL2 then
29 if HCR_EL2.E2H == '0' && CPTR_EL2.TC == '1l' then
30 AArch64.SystemAccessTrap (EL2, 0x29);
31 elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
32 AArch64.SystemAccessTrap (EL2, 0x29);
33 elsif HaveEL (EL3) && !ELUsingAArch32 (EL3) && CPTR_EL3.EC == '0O' then
34 AArch64.SystemAccessTrap (EL3, 0x29);
35 else
36 return CID_ELO;
37 elsif PSTATE.EL == EL3 then
38 if CPTR_EL3.EC == '0' then
39 AArch64.SystemAccessTrap (EL3, 0x29);
40 else
41 return CID_ELO;
Write using name CID_ELO
The assembler syntax is:
MSR CID_ELO, <Ct>
The encoding for this is in the System instruction encoding space:
op0 opl CRn CRm op2
0Obl1 0bO11 Ob1101 0b0000 Obl11
Accessibility:
1 if PSTATE.EL == ELO then
2 if !ELUsingAArch32(EL1l) && ! (EL2Enabled() && HCR_EL2.<E2H,TGE> == 'l11') && CPACR_EL1.CEN != 'l11' then
3 if EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.TGE == 'l' then
4 AArch64.SystemAccessTrap (EL2, 0x29);
5 else
6 AArch64.SystemAccessTrap (EL1, 0x29);
7 elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.<E2H,TGE> == 'll' && CPTR_EL2.CEN != 'l11' then
8 AArch64.SystemAccessTrap (EL2, 0x29);
9 elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
10 AArch64.SystemAccessTrap (EL2, 0x29);
11 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == 'l' then
12 AArch64.SystemAccessTrap (EL2, 0x29);
13 elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
14 AArch64.SystemAccessTrap (EL3, 0x29);
15 else
16 CID_ELO = C[t];
17 elsif PSTATE.EL == ELl then
18 if CPACR_EL1.CEN == 'x0' then
19 AArch64.SystemAccessTrap (EL1l, 0x29);
20 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == '1' then
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AArch64.SystemAccessTrap (EL2, 0x29);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
AArch64.SystemAccessTrap (EL3, 0x29);
else
CID_ELO = C[t];
elsif PSTATE.EL == EL2 then
if HCR_EL2.E2H == '(Q' && CPTR_EL2.TC == 'l1' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
AArch64.SystemAccessTrap (EL3, 0x29);
else
CID_ELO = C[t];
elsif PSTATE.EL == EL3 then
if CPTR_EL3.EC == '0' then

AArch64.

else
CID_ELO

SystemAccessTrap (EL3, 0x29);

= Cclt];
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3.2.9 CNTVCT_ELO, Counter-timer Virtual Count register

The CNTVCT_ELO characteristics are:
Purpose

Holds the 64-bit virtual count value. The virtual count value is equal to the physical count value minus
the virtual offset visible in CNTVOFF_EL2.

Attributes
CNTVCT_ELO is a 64-bit register.
Configuration
The value of this register is the same as the value of CNTPCT_ELQO in the following conditions:

* When EL2 is not implemented.

* When EL2 is implemented, HCR_EL2.E2H is 1, and this register is read from EL2.

* When EL2 is implemented and enabled in the current Security state, HCR_EL2.{E2H, TGE} is {1,
1}, and this register is read from ELO or EL2.

AArch64 System register CNTVCT_ELO0[63:0] is architecturally mapped to AArch32 System register
CNTVCT[63:0].

Field descriptions

The CNTVCT_ELDO bit assignments are:

63 32
Virtual count value

31 0
Virtual count value

Bits [63:0]
Virtual count value.
Accessing the CNTVCT_ELO

Read using name CNTVCT_ELO

The assembler syntax is:
MRS <Xt>, CNTVCT_ELO

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b011 Ob1110 0b0000 0b010
Accessibility:
1 if PSTATE.EL == ELO then
2 if IsFeatureImplemented("Morello") && CCTLR_ELO.PERMVCT == 'O' && !CapIsSystemAccessEnabled() &&
<~ !Halted() then
3 if TargetELForCapabilityExceptions() == EL1 then
4 AArch64.SystemAccessTrap (EL1, 0x18);
5 elsif TargetELForCapabilityExceptions() == EL2 then
6 AArch64.SystemAccessTrap (EL2, 0x18);
7 else
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8 AArch64.SystemAccessTrap (EL3, 0x18);

9 elsif !ELUsingAArch32(EL1l) && ! (EL2Enabled() && HCR_EL2.<E2H,TGE> == '11') && CNTKCTL_EL1.ELOVCTEN ==
<~ '0"' then

10 if EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.TGE == 'l' then

11 AArch64.SystemAccessTrap (EL2, 0x18);

12 else

13 AArch64.SystemAccessTrap (EL1, 0x18);

14 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.<E2H,TGE> == 'll' && CNTHCTL_EL2.ELOVCTEN == 'Q'
—then

15 AArch64.SystemAccessTrap (EL2, 0x18);

16 else

17 return CNTVCT_ELO;

18 elsif PSTATE.EL == ELl then

19 if IsFeatureImplemented("Morello") && CCTLR_EL1.PERMVCT == '0' && !CapIsSystemAccessEnabled() &&
<> !Halted () then

20 if TargetELForCapabilityExceptions() == EL1 then

21 AArch64.SystemAccessTrap (EL1, 0x18);

22 elsif TargetELForCapabilityExceptions() == EL2 then

23 AArch64.SystemAccessTrap (EL2, 0x18);

24 else

25 AArch64.SystemAccessTrap (EL3, 0x18);

26 else

27 return CNTVCT_ELO;

28 elsif PSTATE.EL == EL2 then

29 if IsFeatureImplemented("Morello") && CCTLR_EL2.PERMVCT == 'O' && !CapIsSystemAccessEnabled() &&
—!Halted () then

30 if TargetELForCapabilityExceptions () == EL2 then

31 AArch64.SystemAccessTrap (EL2, 0x18);

32 else

33 AArch64.SystemAccessTrap (EL3, 0x18);

34 else

35 return CNTVCT_ELO;

36 elsif PSTATE.EL == EL3 then

37 if IsFeatureImplemented("Morello") && CCTLR_EL3.PERMVCT == '0' && !CapIsSystemAccessEnabled() &&
<5 !Halted () then

38 AArch64.SystemAccessTrap (EL3, 0x18);

39 else

40 return CNTVCT_ELO;
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3.2.10 CPACR_ELA1, Architectural Feature Access Control Register

The CPACR_EL1 characteristics are:
Purpose
Controls access to trace, SVE, Advanced SIMD and floating-point, and the Morello architecture.
Attributes
CPACR_ELI is a 64-bit register.
Configuration

When HCR_EL2.{E2H, TGE} == {1, 1}, the fields in this register have no effect on execution at EL0
and EL1. In this case, the controls provided by CPTR_EL?2 are used.

AArch64 System register CPACR_EL1[31:0] is architecturally mapped to AArch32 System register
CPACR[31:0].

Field descriptions

The CPACR_EL1 bit assignments are:

] RESO |

.|31 29 28,27 22,21 20,19 18,17 16,15 0,
g] RESO RESO FPEN| CEN | ZEN RESO |

LTTA

Bits [63:29]

Reserved, RESO.
TTA, bit [28]
Traps ELO and EL1 System register accesses to all implemented trace registers to EL1, or to EL2 when it is

implemented and enabled for the current Security state and HCR_EL2.TGE is 1, from both Execution states as
follows:

* In AArch64 state, accesses to trace registers are trapped, reported using EC syndrome value 0x18.

* In AArch32 state, MRC and MCR accesses to trace registers are trapped, reported using EC syndrome value

0x05.
* In AArch32 state, MRRC and MCRR accesses to trace registers are trapped, reported using EC syndrome
value 0x0C.
Value Meaning
060 This control does not cause any instructions to be trapped.
0bl This control causes ELO and EL1 System register accesses to all

implemented trace registers to be trapped.

* The ETMv4 architecture does not permit ELO to access the trace registers. If the Armv8-A architecture
is implemented with an ETMv4 implementation, ELO accesses to the trace registers are UNDEFINED, and
any resulting exception is higher priority than an exception that would be generated because the value of
CPACR_EL1.TTA is 1.

e The Armv8-A architecture does not provide traps on trace register accesses through the optional
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memory-mapped interface.

System register accesses to the trace registers can have side-effects. When a System register access is trapped, any
side-effects that are normally associated with the access do not occur before the exception is taken.

If System register access to the trace functionality is not implemented, this bit is RESO.

This field resets to an architecturally UNKNOWN value.
Bits [27:22]

Reserved, RESO.

FPEN, bits [21:20]

Traps ELO and EL1 accesses to the SVE, Advanced SIMD, and floating-point registers to EL1, reported using EC
syndrome value 0x07, or to EL2 reported using EC syndrome value 0x00, when EL2 is implemented and enabled
for the current Security state and HCR_EL2.TGE is 1, from both Execution states as follows:

* In AArch64 state, accesses to FPCR, FPSR, any of the SIMD and floating-point registers V0-V31, including
their views as D0-D31 registers or SO-31 registers. See x‘The SIMD and floating-point registers, VO-V31°.

* FPSCR, and any of the SIMD and floating-point registers Q0-15, including their views as D0O-D31 registers
or S0-31 registers. See x‘Advanced SIMD and floating-point System registers’.

Value Meaning

0600 This control causes any instructions at ELO or EL1 that use the
registers associated with SVE, Advanced SIMD and floating-point
execution to be trapped, unless they are trapped by
CPACR_ELI1.ZEN.

0601 This control causes any instructions at ELO that use the registers
associated with SVE, Advanced SIMD and floating- point execution
to be trapped, unless they are trapped by CPACR_EL1.ZEN, but does
not cause any instruction at EL1 to be trapped.

0b10 This control causes any instructions at ELO or EL1 that use the
registers associated with SVE, Advanced SIMD and floating-point
execution to be trapped, unless they are trapped by
CPACR_ELI1.ZEN.

0b11l This control does not cause any instructions to be trapped.

Writes to MVFRO, MVFR1 and MVFR2 from EL1 or higher are CONSTRAINED UNPREDICTABLE and whether
these accesses can be trapped by this control depends on implemented CONSTRAINED UNPREDICTABLE behavior.

* Attempts to write to the FPSID count as use of the registers for accesses from EL1 or higher.

* Accesses from ELO to FPSID, MVFRO, MVFR1, MVFR2, and FPEXC are UNDEFINED, and any
resulting exception is higher priority than an exception that would be generated because the value of
CPACR_ELI1.FPEN is not Ob11.

This field resets to an architecturally UNKNOWN value.
CEN, bits [19:18]

When Morello is implemented:

Traps Morello instructions and instructions that access Morello System registers at ELO and EL1 to EL1, or to EL2
when it is implemented and enabled for the current Security state and HCR_EL2.TGE is 1.
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Value

Meaning

0b00

0b01

0b10

Obl1l

This control causes these instructions executed at ELO or EL1 to be
trapped.

This control causes these instructions executed at ELO to be trapped,
but does not cause any instructions at EL1 to be trapped.

This control causes these instructions executed at ELO or EL1 to be
trapped.

This control does not cause any instructions to be trapped.

This field resets to an architecturally UNKNOWN value.

Otherwise:
RESO

ZEN, bits [17:16]

When SVE is implemented:

Traps SVE instructions and instructions that access SVE System registers at ELO and EL1 to EL1, or to EL2 when
it is implemented and enabled for the current Security state and HCR_EL2.TGE is 1.

Value

Meaning

0b00

0b01

0b10

Obll

This control causes these instructions executed at ELO or EL1 to be
trapped.

This control causes these instructions executed at ELO to be trapped,
but does not cause any instruction at EL1 to be trapped.

This control causes these instructions executed at ELO or EL1 to be
trapped.

This control does not cause any instruction to be trapped.

If xSVEis not implemented, this field is RESO.

This field resets to an architecturally UNKNOWN value.

Otherwise:
RESO

Bits [15:0]

Reserved, RESO.

Accessing the CPACR_EL1

When HCR_EL2.E2H is 1, without explicit synchronization, access from EL3 using the mnemonic CPACR_EL1
or CPACR_EL 12 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Read using name CPACR_EL1

The assembler syntax is:

MRS <Xt>, CPACR_EL1l

Copyright © 2019-2022 Arm Limited or its affiliates. All rights reserved. 134

Non-confidential



Chapter 3. Register definitions
3.2. Alphabetical list of registers

DDI0606
Ak

——

O 0NN AW =

— OO0 XIN N BN =

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b000 0b0001 0b0000 0b010
Accessibility:
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions() == EL1l then
AArch64.SystemAccessTrap (EL1, 0x18);
elsif TargetELForCapabilityExceptions() == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && CPTR_EL2.TCPAC == 'l' then
AArch64.SystemAccessTrap (EL2, 0x18);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.TCPAC == 'l' then
AArch64.SystemAccessTrap (EL3, 0x18);
else
return CPACR_EL1;
elsif PSTATE.EL == EL2 then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions() == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.TCPAC == 'l' then
AArch64.SystemAccessTrap (EL3, 0x18);
elsif HCR_EL2.E2H == 'l' then
return CPTR_EL2;
else
return CPACR_EL1;
elsif PSTATE.EL == EL3 then

if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
AArch64.SystemAccessTrap (EL3, 0x18);

else
return CPACR_EL1;

Write using name CPACR_EL1

The assembler syntax is:
MSR CPACR_EL1, <Xt>

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b000 0b0001 0b0000 0b010
Accessibility:
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions () == EL1 then
AArch64.SystemAccessTrap (EL1l, 0x18);
elsif TargetELForCapabilityExceptions() == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && CPTR_EL2.TCPAC == 'l' then
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AArch64.SystemAccessTrap (EL2, 0x18);

elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.TCPAC == '1l' then
AArch64.SystemAccessTrap (EL3, 0x18);
else
CPACR_EL1 = X[t];
elsif PSTATE.EL == EL2 then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions() == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.TCPAC == 'l' then
AArch64.SystemAccessTrap (EL3, 0x18);
elsif HCR_EL2.E2H == 'l' then
CPTR_EL2 = X[t];
else
CPACR_EL1 = X[t];
elsif PSTATE.EL == EL3 then

if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
AArch64.SystemAccessTrap (EL3, 0x18);

else
CPACR_EL1 = X[t];

Read using name CPACR_EL12

The assembler syntax is:
MRS <Xt>, CPACR_EL12

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b101 0b0001 0b0000 0b010
Accessibility:
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1l then
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR_EL2.E2H == 'l1' then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions () == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.TCPAC == 'l' then
AArch64.SystemAccessTrap (EL3, 0x18);
else
return CPACR_EL1;
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' then

if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
AArch64.SystemAccessTrap (EL3, 0x18);
else
return CPACR_EL1;
else
UNDEFINED;

Write using name CPACR_EL12

The assembler syntax is:

MSR CPACR_EL12, <Xt>
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The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b101 0b0001 0b0000 0b010
Accessibility:
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR_EL2.E2H == 'l1' then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions() == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif HaveEL (EL3) && !ELUsingAArch32 (EL3) && CPTR_EL3.TCPAC == 'l1' then
AArch64.SystemAccessTrap (EL3, 0x18);
else
CPACR_EL1 = X[t];
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' then

if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
AArch64.SystemAccessTrap (EL3, 0x18);
else
CPACR_EL1 = X[t];
else
UNDEFINED;
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3.2.11 CPTR_EL2, Architectural Feature Trap Register (EL2)

The CPTR_EL2 characteristics are:
Purpose
Controls:

 Trapping to EL2 of access to CPACR, CPACR_EL1, trace functionality, SVE, Advanced SIMD
and floating-point functionality, and to the Morello architecture.

* EL2 access to trace functionality, SVE, Advanced SIMD and floating-point functionality, and to
the Morello architecture.

Attributes
CPTR_EL2 is a 64-bit register.
Configuration
If EL2 is not implemented, this register is RESO from EL3.
This register has no effect if EL2 is not enabled in the current Security state.
AArch64 System register CPTR_EL2[31:0] is architecturally mapped to AArch32 System register
HCPTR[31:0].

Field descriptions

The CPTR_EL2 bit assignments are:
When ARMv8.1-VHE is implemented and HCR_EL2.E2H == 1:

| RESO E

.|31 30 29,28,27 22,21 20,19 18,17 16,15 0,
=‘ 0 RESO FPEN| CEN | zEN RESO |

Tcpac LTTA
Bits [63:32]

Reserved, RESO.
TCPAC, bit [31]
When HCR_EL2.TGE is 0, traps EL1 accesses to CPACR_EL1 reported using EC syndrome value 0x18, and

accesses to CPACR reported using EC syndrome value 0x03, to EL2 when EL2 is enabled in the current Security
state.

Value Meaning
0b0 This control does not cause any instructions to be trapped.
0bl ELT1 accesses to CPACR_EL1 and CPACR are trapped to EL2 when

EL2 is enabled in the current Security state.

When HCR_EL2.TGE is 1, this control does not cause any instructions to be trapped.
CPACR_ELI and CPACR are not accessible at ELO.
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This field resets to an architecturally UNKNOWN value.

Bit [30:29]

Reserved, RESO.

TTA, bit [28]

Traps System register accesses to all implemented trace registers to EL2 when EL2 is enabled in the current
Security state, from both Execution states, as follows:

* In AArch64 state, accesses to trace registers with op0=2, opl=1 are trapped to EL2, reported using EC
syndrome value 0x18.

* In AArch32 state, MRC or MCR accesses to trace registers with cpnum=14, opcl=1, are trapped to EL2,
reported using EC syndrome value 0x05.

* In AArch32 state, MRRC or MCRR accesses to trace registers with cpnum=14, opcl=1, are trapped to EL2,
reported using EC syndrome value 0x0C.

Value Meaning
0b0 This control does not cause any instructions to be trapped.
Obl Any attempt at ELO, EL1 or EL2, to execute a System register access

to an implemented trace register is trapped to EL2 when EL2 is
enabled in the current Security state, unless HCR_EL2.TGE is 0 and
it is trapped by CPACR.NSTRCDIS or CPACR_EL1.TTA.

When HCR_EL2.TGE is 1, any attempt at ELO or EL2 to execute a
System register access to an implemented trace register is trapped to
EL2 when EL2 is enabled in the current Security state.

e The ETMv4 architecture does not permit ELO to access the trace registers. If the Armv8-A architecture
is implemented with an ETMv4 implementation, ELO accesses to the trace registers are UNDEFINED, and
any resulting exception is higher priority than an exception that would be generated because the value of
CPTR_EL2.TTA is 1.

* EL2 does not provide traps on trace register accesses through the optional memory-mapped interface.

System register accesses to the trace registers can have side-effects. When a System register access is trapped, any
side-effects that are normally associated with the access do not occur before the exception is taken.

If System register access to the trace functionality is not supported, this bit is RESO.

This field resets to an architecturally UNKNOWN value.
Bits [27:22]

Reserved, RESO.
FPEN, bits [21:20]

Traps ELO, EL2 and, when HCR_EL2.TGE is 0, EL1 accesses to the SVE, Advanced SIMD and floating-point
registers to EL2 when EL2 is enabled in the current Security state, from both Execution states.

DDI0606 Copyright © 2019-2022 Arm Limited or its affiliates. All rights reserved. 139
Ak Non-confidential



Chapter 3. Register definitions
3.2. Alphabetical list of registers

Value Meaning

0b00 This control causes any instructions at ELO, EL1, or EL2 that use the
registers associated with SVE, Advanced SIMD and floating-point
execution to be trapped, subject to the exception prioritization rules,
unless they are trapped by CPTR_EL2.ZEN.

0b01 When HCR_EL2.TGE is 0, this control does not cause any
instructions to be trapped.
When HCR_EL2.TGE is 1, this control causes instructions at ELO
that use the registers associated with SVE, Advanced SIMD and
floating-point execution to be trapped, unless they are trapped by
CPTR_EL2.ZEN, but does not cause any instruction at EL2 to be
trapped.

0b10 This control causes any instructions at ELO, EL1, or EL2 that use the
registers associated with SVE, Advanced SIMD and floating-point
execution to be trapped, subject to the exception prioritization rules,
unless they are trapped by CPTR_EL2.ZEN.

0b11 This control does not cause any instructions to be trapped.

Writes to MVFRO, MVFR1, and MVFR2 from EL1 or higher are CONSTRAINED UNPREDICTABLE and whether
these accesses can be trapped by this control depends on implemented CONSTRAINED UNPREDICTABLE behavior.

* Attempts to write to the FPSID count as use of the registers for accesses from EL1 or higher.

* Accesses from ELO to FPSID, MVFRO, MVFR1, MVFR2, and FPEXC are UNDEFINED, and any resulting
exception is higher priority than an exception that would be generated because the value of CPTR_EL2.FPEN
is not Ob11.

This field resets to an architecturally UNKNOWN value.
CEN, bits [19:18]

When Morello is implemented:

Traps execution at EL2, EL1, and ELO of Morello instructions or instructions that access Morello System registers
to EL2 when EL2 is enabled in the current Security state.

Value Meaning

0b00 This control causes execution at EL2, EL.1, and ELO of Morello
instructions to be trapped, subject to the exception prioritization rules.

0b01 When HCR_EL2.TGE is 0, this control does not cause any

instructions to be trapped.

When HCR_EL2.TGE is 1, this control causes these instructions
executed at ELO to be trapped, but does not cause any instructions at
EL2 to be trapped.

0b10 This control causes execution at EL2, EL1, and ELO of these
instructions to be trapped, subject to the exception prioritization rules.

0b11 This control does not cause any instructions to be trapped.

This field resets to an architecturally UNKNOWN value.

Otherwise:
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RESO

ZEN, bits [17:16]

When SVE is implemented:

Traps execution at EL2, EL1, and ELO of SVE instructions or instructions that access SVE System registers to
EL2 when EL2 is enabled in the current Security state.

Value Meaning

0b00 This control causes execution at EL2, EL1, and ELO of these
instructions to be trapped, subject to the exception prioritization rules.

0b01 When HCR_EL2.TGE is 0, this control does not cause any

instruction to be trapped.

When HCR_EL2.TGE is 1, this control causes these instructions
executed at ELO to be trapped, but does not cause any instruction at
EL2 to be trapped.

0b10 This control causes execution at EL2, EL1, and ELO of these
instructions to be trapped, subject to the exception prioritization rules.

Ob11 This control does not cause any instruction to be trapped.

This field resets to an architecturally UNKNOWN value.
Otherwise:
RESO

Bits [15:0]

Reserved, RESO.

Otherwise:

| RESO |

(131,30 21,2019 14,13 12,11,10,9 ;8 | 7 0,
‘ 0 RESO RES1| 0 TC|{TZ RES1 |

Ltcpac LTa Lrep

This format applies in all Armv8.0 implementations.

Bits [63:32]

Reserved, RESO.
TCPAC, bit [31]

Traps EL1 accesses to CPACR_ELI, reported using EC syndrome value 0x18 and accesses to CPACR, reported
using EC syndrome value 0x03, to EL2 when EL2 is enabled in the current Security state.

Value Meaning
060 This control does not cause any instructions to be trapped.
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Value Meaning

Obl EL1 accesses to CPACR_EL1 and CPACR are trapped to EL2 when
EL2 is enabled in the current Security state.

When HCR_EL2.TGE is 1, this control does not cause any instructions to be trapped.
CPACR_ELI and CPACR are not accessible at ELO.
This field resets to an architecturally UNKNOWN value.

Bit [30:21]

Reserved, RESO.

TTA, bit [20]

Traps System register accesses to all implemented trace registers to EL2 when EL2 is enabled in the current
Security state, from both Execution states as follows:

* In AArch64 state, accesses to trace registers with op0=2, opl=1 are trapped to EL2, reported using EC
syndrome value 0x18.

* In AArch32 state, MRC or MCR accesses to trace registers with cpnum=14, opcl=1 are trapped to EL2,
reported using EC syndrome value 0x05.

* In AArch32 state, MRRC or MCRR accesses to trace registers with cpnum=14, opcl1=1 are trapped to EL2,
reported using EC syndrome value 0x0C.

Value Meaning
000 This control does not cause any instructions to be trapped.
0bl Any attempt at ELO, EL1, or EL2, to execute a System register access

to an implemented trace register is trapped to EL2 when EL2 is
enabled in the current Security state, unless it is trapped by
CPACR.TRCDIS or CPACR_EL1.TTA.

* The ETMv4 architecture does not permit ELO to access the trace registers. If the Armv8-A architecture
is implemented with an ETMv4 implementation, ELO accesses to the trace registers are UNDEFINED, and
any resulting exception is higher priority than an exception that would be generated because the value of
CPTR_EL2.TTA is 1.

» EL2 does not provide traps on trace register accesses through the optional memory-mapped interface.

System register accesses to the trace registers can have side-effects. When a System register access is trapped, any
side-effects that are normally associated with the access do not occur before the exception is taken.

If System register access to the trace functionality is not supported, this bit is RESO.

This field resets to an architecturally UNKNOWN value.
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Bits [19:14]

Reserved, RESO.

Bits [13:12]

Reserved, RES1.

Bit [11]

Reserved, RESO.
TFP, bit [10]

Traps accesses to SVE, Advanced SIMD and floating-point functionality to EL2 when EL?2 is enabled in the current
Security state, from both Execution states, as follows:

* In AArch64 state, accesses to the following registers are trapped to EL2, reported using EC syndrome value
0x07:

— FPCR, FPSR, FPEXC32_FEL2, any of the SIMD and floating-point registers VO-V31, including their
views as D0O-D31 registers or SO-31 registers. See x‘The SIMD and floating-point registers, VO-V31°.

* In AArch32 state, accesses to the following registers are trapped to EL2, reported using EC syndrome value
0x07:

— MVFRO0, MVFR1, MVFR2, FPSCR, FPEXC, and any of the SIMD and floating-point registers QO-15,
including their views as D0-D31 registers or S0-31 registers. See x ‘Advanced SIMD and floating-point
System registers’. For the purposes of this trap, the architecture defines a VMSR access to FPSID from
EL1 or higher as an access to a SIMD and floating point register. Otherwise, permitted VMSR accesses
to FPSID are ignored.

Value Meaning
000 This control does not cause any instructions to be trapped.
0b1l Any attempt at ELO, EL1 or EL2, to execute an instruction that uses

the registers associated with SVE, Advanced SIMD and
floating-point execution is trapped to EL2 when EL2 is enabled in the
current Security state, subject to the exception prioritization rules,
unless it is trapped by CPTR_EL2.TZ.

FPEXC32_EL2 is not accessible from ELO using AArch64.
FPSID, MRFRO, MVFR1, and FPEXC are not accessible from ELO using AArch32.

This field resets to an architecturally UNKNOWN value.
TC, bit [9]

When Morello is implemented:

Traps execution at EL2, EL1, or ELO of Morello instructions and instructions that access Morello System registers
to EL2 when EL2 is enabled in the current Security state.

Value Meaning
000 Does not cause Morello instructions to be trapped.
0bl Causes Morello instructions to be trapped.
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This field resets to an architecturally UNKNOWN value.
Otherwise:
RES1

TZ, bit [8]

When SVE is implemented:

Traps execution at EL2, EL1, or ELO of SVE instructions and instructions that access SVE System registers to
EL2 when EL2 is enabled in the current Security state.

Value Meaning
0b0 This control does not cause any instruction to be trapped.
0b1 This control causes these instructions to be trapped, subject to the

exception prioritization rules.

This field resets to an architecturally UNKNOWN value.
Otherwise:
RES1

Bits [7:0]

Reserved, RES1.

Accessing the CPTR_EL2

Read using name CPTR_EL2

The assembler syntax is:
MRS <Xt>, CPTR_EL2

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2

Obl1 0b100 0b0001 0b0001 0b010

Accessibility:

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
UNDEFINED;
elsif PSTATE.EL == EL2 then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions () == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.TCPAC == 'l1l' then
AArché64.SystemAccessTrap (EL3, 0x18);
else
return CPTR_EL2;
elsif PSTATE.EL == EL3 then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
AArché64.SystemAccessTrap (EL3, 0x18);
else
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return CPTR_EL2;

Write using name CPTR_EL2

The assembler syntax is:
MSR CPTR_EL2, <Xt>

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b100 0b0001 0b0001 0b010
Accessibility:
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == ELl then
UNDEFINED;
elsif PSTATE.EL == EL2 then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions() == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.TCPAC == 'l' then
AArch64.SystemAccessTrap (EL3, 0x18);
else
CPTR_EL2 = X[t];
elsif PSTATE.EL == EL3 then

if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
AArch64.SystemAccessTrap (EL3, 0x18);

else
CPTR_EL2 = X[t];

Read using name CPACR_EL1

The assembler syntax is:
MRS <Xt>, CPACR_EL1l

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b000 0b0001 0b0000 0b010
Accessibility:
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == ELl then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions () == EL1 then
AArch64.SystemAccessTrap (EL1l, 0x18);
elsif TargetELForCapabilityExceptions() == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && CPTR_EL2.TCPAC == 'l' then

AArch64.SystemAccessTrap (EL2, 0x18);
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elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.TCPAC == '1' then
AArché4.SystemAccessTrap (EL3, 0x18);
else
return CPACR_ELI;
elsif PSTATE.EL == EL2 then
if IsFeatureImplemented ("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions() == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.TCPAC == 'l' then
AArch64.SystemAccessTrap (EL3, 0x18);
elsif HCR_EL2.E2H == 'l1' then
return CPTR_EL2;
else
return CPACR_EL1;
elsif PSTATE.EL == EL3 then

if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
AArch64.SystemAccessTrap (EL3, 0x18);

else
return CPACR_EL1;

Write using name CPACR_EL1

The assembler syntax is:
MSR CPACR_EL1, <Xt>

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b000 0b0001 0b0000 0b010
Accessibility:
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions() == EL1 then
AArch64.SystemAccessTrap (EL1l, 0x18);
elsif TargetELForCapabilityExceptions() == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR_EL2.TCPAC == 'l' then
AArché64.SystemAccessTrap (EL2, 0x18);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.TCPAC == 'l' then
AArch64.SystemAccessTrap (EL3, 0x18);
else
CPACR_EL1 = X[t];
elsif PSTATE.EL == EL2 then
if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
if TargetELForCapabilityExceptions() == EL2 then
AArch64.SystemAccessTrap (EL2, 0x18);
else
AArch64.SystemAccessTrap (EL3, 0x18);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.TCPAC == 'l' then
AArch64.SystemAccessTrap (EL3, 0x18);
elsif HCR_FEL2.E2H == '1l' then
CPTR_EL2 = X[t];
else
CPACR_EL1 = X[t];
elsif PSTATE.EL == EL3 then

if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
AArch64.SystemAccessTrap (EL3, 0x18);

else
CPACR_EL1 = X[t];
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3.2.12 CPTR_ELS3, Architectural Feature Trap Register (EL3)

The CPTR_EL3 characteristics are:
Purpose
Controls:

» Trapping to EL3 of access to CPACR_EL1, CPTR_EL2, trace functionality, SVE, Advanced
SIMD and floating-point functionality, and to the Morello architecture.

* EL3 access to trace functionality, SVE, Advanced SIMD and floating-point functionality, and to
the Morello architecture.

Attributes
CPTR_ELS3 is a 64-bit register.
Configuration

This register is present only when HaveEL(EL3). Otherwise, direct accesses to CPTR_EL3 are
UNDEFINED.

Field descriptions

The CPTR_EL3 bit assignments are:

163 32,
| RESO I

131,30 21,2019 11,10, 9,8, 7 0,
Il 0 | | RESO | |Eclef] RESO |

LTcpac LTTA LTrp

Bits [63:32]

Reserved, RESO.
TCPAC, bit [31]

Traps all of the following to EL3, from both Security states and both Execution states.

* EL2 accesses to CPTR_EL2, reported using EC syndrome value 0x18, or HCPTR, reported using EC
syndrome value 0x03.

* EL2 and EL1 accesses to CPACR_EL1 reported using EC syndrome value 0x18, or CPACR reported using
EC syndrome value 0x03.

When CPTR_EL3.TCPAC is:

Value Meaning
000 This control does not cause any instructions to be trapped.
0b1l EL?2 accesses to the CPTR_EL2 or HCPTR, and EL2 and EL1

accesses to the CPACR_EL1 or CPACR, are trapped to EL3, unless
they are trapped by CPTR_EL2.TCPAC.

This field resets to an architecturally UNKNOWN value.
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Bit [30:21]

Reserved, RESO.

TTA, bit [20]

Traps System register accesses. Accesses to the trace registers, from all Exception levels, both Security states, and
both Execution states are trapped to EL3 as follows:

* In AArch64 state, Trace registers with op0=2, op1=1, are trapped to EL3 and reported using EC syndrome
value 0x18.

* In AArch32 state, accesses using MCR or MRC to the Trace registers with cpnum=14 and opcl=1 are
reported using EC syndrome value 0x05.

* In AArch32 state, accesses using MCRR or MRRC to the Trace registers with cpnum=14 and opcl=1 are
reported using EC syndrome value 0x0C.

Value Meaning
000 This control does not cause any instructions to be trapped.
Obl Any System register access to the trace registers is trapped to EL3,

subject to the exception prioritization rules, unless it is trapped by
CPACR.TRCDIS, CPACR_EL1.TTA or CPTR_EL2.TTA.

If System register access to trace functionality is not supported, this bit is RESO.

The ETMv4 architecture does not permit ELO to access the trace registers. If the Armv8-A architecture is
implemented with an ETMv4 implementation, ELO accesses to the trace registers are UNDEFINED, and any
resulting exception is higher priority than this trap exception.

EL3 does not provide traps on trace register accesses through the Memory-mapped interface.

System register accesses to the trace registers can have side-effects. When a System register access is trapped, no
side-effects occur before the exception is taken, see x ‘Traps on instructions’.

This field resets to an architecturally UNKNOWN value.
Bits [19:11]

Reserved, RESO.
TFP, bit [10]

Traps all accesses to SVE, Advanced SIMD and floating-point functionality, from all Exception levels, both
Security states, and both Execution states, to EL3. Defined values are:

This includes the following registers, all reported using EC syndrome value 0x07:

* FPCR, FPSR, FPEXC32_EL2, any of the SIMD and floating-point registers VO-V31, including their views
as D0O-D31 registers or S0-31 registers. See x‘The SIMD and floating-point registers, VO-V31°.

« MVFRO, MVFR1, MVFR2, FPSCR, FPEXC, and any of the SIMD and floating-point registers QO0-15,
including their views as DO-D31 registers or S0-31 registers. See x‘Advanced SIMD and floating-point
System registers’.

Permitted VMSR accesses to FPSID are ignored, but for the purposes of this trap the architecture define a VMSR
access to the FPSID from EL1 or higher as an access to a SIMD and floating-point register.
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Value Meaning
0b0 This control does not cause any instructions to be trapped.
Obl Any attempt at any Exception level to execute an instruction that uses

the registers associated with SVE, Advanced SIMD and
floating-point is trapped to EL3, subject to the exception
prioritization rules, unless it is trapped by CPTR_EL3.EZ.

FPEXC32_EL2 is not accessible from ELO using AArch64.
FPSID, MRFRO, MVFR1, and FPEXC are not accessible from ELO using AArch32.

This field resets to an architecturally UNKNOWN value.
EC, bit [9]

When Morello is implemented:

Traps all accesses to the Morello architecture and registers from all Exception levels, and both Security states, to
EL3.

Value Meaning

0b0 This control causes these instructions executed at any Exception level
to be trapped, subject to the exception prioritization rules.

Obl This control does not cause any instructions to be trapped.

This field resets to ovo.
Otherwise:
RESO

EZ, bit [8]

When SVE is implemented:

Traps all accesses to SVE functionality and registers from all Exception levels, and both Security states, to EL3.

Value Meaning

0b0 This control causes these instructions executed at any Exception level
to be trapped, subject to the exception prioritization rules.

0b1 This control does not cause any instruction to be trapped.

This field resets to an architecturally UNKNOWN value.

Otherwise:

DDI0606 Copyright © 2019-2022 Arm Limited or its affiliates. All rights reserved. 149
Ak Non-confidential



Chapter 3. Register definitions
3.2. Alphabetical list of registers

——

DDI0606
Ak

—_—

— OOV R W=

— OO0 R W —

RESO
Bits [7:0]

Reserved, RESO.

Accessing the CPTR_EL3

Read using name CPTR_EL3

The assembler syntax is:
MRS <Xt>, CPTR_EL3

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b110 0b0001 0b0001 0b010
Accessibility:
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
UNDEFINED;
elsif PSTATE.EL == EL2 then
UNDEFINED;
elsif PSTATE.EL == EL3 then

if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
AArch64.SystemAccessTrap (EL3, 0x18);

else
return CPTR_EL3;

Write using name CPTR_EL3

The assembler syntax is:
MSR CPTR_EL3, <Xt>

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b110 0b0001 0b0001 0b010
Accessibility:
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == ELl then
UNDEFINED;
elsif PSTATE.EL == EL2 then
UNDEFINED;
elsif PSTATE.EL == EL3 then

if IsFeatureImplemented("Morello") && !CapIsSystemAccessEnabled() && !Halted() then
AArch64.SystemAccessTrap (EL3, 0x18);

else
CPTR_EL3 = X[t];
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3.2.13 CSCR_ELS3, Capability Secure Configuration Register

The CSCR_ELS3 characteristics are:
Purpose
Provides control over privileged access to capabilities
Attributes
CSCR_ELS3 is a 64-bit register.
Configuration
This register is present only when Morello is implemented and HaveEL(EL3). Otherwise, direct

accesses to CSCR_EL3 are UNDEFINED.

Field descriptions

The CSCR_EL3 bit assignments are:

163 32,
| RESO I

NED 1,0,
| RESO | |
LseTTAG

Bits [63:1]

Reserved, RESO.
SETTAG, bit [0]

Access to privileged capability creating instructions, SCTAG and STCT.

Value Meaning

0b0 No effect.

Obl Privileged capability creating instructions clear the tag if executed at
EL2 or EL1.

This field resets to an architecturally UNKNOWN value.

Accessing the CSCR_EL3

Read using name CSCR_EL3

The assembler syntax is:
MRS <Xt>, CSCR_EL3

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2

Obl1 Ob110 0b0001 0b0010 0bO11
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Accessibility:

if PSTATE.EL == ELO then
UNDEFINED;

elsif PSTATE.EL == EL1l then
UNDEFINED;

elsif PSTATE.EL == EL2 then
UNDEFINED;

elsif PSTATE.EL == EL3 then

if IsFeatureImplemented("Morello")
AArch64.SystemAccessTrap (EL3,
elsif CPTR_EL3.EC == '0' then
AArch64.SystemAccessTrap (EL3,
else
return CSCR_EL3;

Write using name CSCR_EL3

The assembler syntax is:

MSR CSCR_EL3, <Xt>

&& !CapIsSystemAccessEnabled() && !Halted() then
0x18);

0x29);

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b110 0b0001 0b0010 0b011
Accessibility:
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == ELl then
UNDEFINED;
elsif PSTATE.EL == EL2 then
UNDEFINED;
elsif PSTATE.EL == EL3 then

if IsFeatureImplemented("Morello")
AArch64.SystemAccessTrap (EL3,
elsif CPTR_EL3.EC == '0O' then
AArch64.SystemAccessTrap (EL3,
else
CSCR_EL3 = X[t];

&& !CapIsSystemAccessEnabled() && !Halted() then
0x18);

0x29);
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3.2.14 DBGDTR2A, Debug Data Transfer Register 2A

The DBGDTR2A characteristics are:
Purpose

Allows external debuggers to access capability state within PE. Transfers lower 32 bits of the upper
half of capabilities. It is a component of the Debug Communications Channel.

Attributes
DBGDTR2A is a 32-bit register.
Configuration

External register DBGDTR2A[31:0] is architecturally mapped to AArch64 System register
CDBGDTR_ELO[95:64].

This register is present only when Morello is implemented. Otherwise, direct accesses to DBGDTR2A
are RESO.

Field descriptions

The DBGDTR2A bit assignments are:

31 0
DTR2A

Bits [31:0]

Data transfer register for bits 95:64 of capability tranfers.

On a cold reset, this field resets to an UNKNOWN value.

Accessing the DBGDTR2A

If EDSCR.ITE == 0 when the PE exits Debug state on receiving a Restart request trigger event, the behavior of
any operation issued by a DTR access in memory access mode that has not completed execution is CONSTRAINED
UNPREDICTABLE, and must do one of the following:

* It must complete execution in Debug state before the PE executes the restart sequence.

It must complete execution in Non-debug state before the PE executes the restart sequence.

* It must be abandoned. This means that the instruction does not execute. Any registers or memory accessed
by the instruction are left in an UNKNOWN state.

DBGDTR2A can be accessed through the external debug interface:

Component Offset Instance

Debug 0x040 DBGDTR2A

This interface is accessible as follows:

¢ When IsCorePowered(), !DoubleLockStatus(), !OSLockStatus() and SoftwareLockStatus() access to this
register is RO.

e When IsCorePowered(), !DoubleLockStatus(), !OSLockStatus() and !SoftwareL.ockStatus() access to this
register is RW.

* Otherwise access to this register returns an ERROR.
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3.2.15 DBGDTR2B, Debug Data Transfer Register 2B

The DBGDTR2B characteristics are:
Purpose

Allows external debuggers to access capability state within PE. Transfers higher 32 bits of the upper
half of capabilities. It is a component of the Debug Communications Channel.

Attributes
DBGDTR2B is a 32-bit register.
Configuration

External register DBGDTR2B[31:0] is architecturally mapped to AArch64 System register
CDBGDTR_ELO[127:96].

This register is present only when Morello is implemented. Otherwise, direct accesses to DBGDTR2B
are RESO.

Field descriptions

The DBGDTR2B bit assignments are:

31 0
DTR2B

Bits [31:0]

Data transfer register for bits 127:96 of capability tranfers.

On a cold reset, this field resets to an UNKNOWN value.

Accessing the DBGDTR2B

If EDSCR.ITE == 0 when the PE exits Debug state on receiving a Restart request trigger event, the behavior of
any operation issued by a DTR access in memory access mode that has not completed execution is CONSTRAINED
UNPREDICTABLE, and must do one of the following:

* It must complete execution in Debug state before the PE executes the restart sequence.

It must complete execution in Non-debug state before the PE executes the restart sequence.

* It must be abandoned. This means that the instruction does not execute. Any registers or memory accessed
by the instruction are left in an UNKNOWN state.

DBGDTR2B can be accessed through the external debug interface:

Component Offset Instance

Debug 0x044 DBGDTR2B

This interface is accessible as follows:

¢ When IsCorePowered(), !DoubleLockStatus(), !OSLockStatus() and SoftwareLockStatus() access to this
register is RO.

e When IsCorePowered(), !DoubleLockStatus(), !OSLockStatus() and !SoftwareL.ockStatus() access to this
register is RW.

* Otherwise access to this register returns an ERROR.
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3.2.16 DDC_ELO, Default Data Capability (ELO)

The DDC_ELO characteristics are:
Purpose
Holds the default data capability associated with ELO when the PE is in Executive.
Attributes
DDC_ELDO is a 129-bit register.
Configuration

This register is present only when Morello is implemented. Otherwise, direct accesses to DDC_ELQ
are UNDEFINED.

Field descriptions
The DDC_ELDO bit assignments are:

128

LDefault data

capability
127 9%,
I Default data capability :
195 64
I Default data capability
183 32,
I Default data capability
N 0
I Default data capability I
Bits [128:0]
Default data capability.
This field resets to 0x1FFFFC000000100050000000000000000.
Accessing the DDC_ELO
Read using name DDC_ELO
The assembler syntax is:
MRS <Ct>, DDC_ELO
The encoding for this is in the System instruction encoding space:
op0 opl CRn CRm op2
Obl1 0b000 0b0100 0b0001 0b001
Accessibility:
1 if PSTATE.EL == ELO then
2 UNDEFINED;
3 elsif PSTATE.EL == EL1 then
4 if PSTATE.SP == '0O' then
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UNDEFINED;

elsif IsFeatureImplemented("Morello") && IsInRestricted() && !Halted() then
UNDEFINED;

elsif CPACR_EL1.CEN == 'x0' then
AArch64.SystemAccessTrap (EL1l, 0x29);

elsif EL2Enabled() && 'ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == 'l1' then
AArché4.SystemAccessTrap (EL2, 0x29);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
AArch64.SystemAccessTrap (EL2, 0x29);

elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
AArch64.SystemAccessTrap (EL3, 0x29);

else
return DDC_ELO;

elsif PSTATE.EL == EL2 then

if PSTATE.SP == '0O' then
UNDEFINED;

elsif IsFeatureImplemented ("Morello") && IsInRestricted() && !Halted() then
UNDEFINED;

elsif HCR_EL2.E2H == '(Q' && CPTR_EL2.TC == 'l1' then
AArch64.SystemAccessTrap (EL2, 0x29);

elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
AArch64.SystemAccessTrap (EL2, 0x29);

elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0' then
AArch64.SystemAccessTrap (EL3, 0x29);

else
return DDC_ELO;

elsif PSTATE.EL == EL3 then

if PSTATE.SP == '0O' then
UNDEFINED;

elsif IsFeatureImplemented("Morello") && IsInRestricted() && !Halted() then
UNDEFINED;

elsif CPTR_EL3.EC == '0' then
AArch64.SystemAccessTrap (EL3, 0x29);

else

return DDC_ELO;

Write using name DDC_ELO0

The assembler syntax is:
MSR DDC_ELO, <Ct>

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
0Obl1 0b000 0b0100 0b0001 0b001
Accessibility:
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if PSTATE.SP == '0O' then
UNDEFINED;
elsif IsFeatureImplemented ("Morello") && IsInRestricted() && !Halted() then
UNDEFINED;
elsif CPACR_EL1.CEN == 'x0' then
AArch64.SystemAccessTrap (EL1, 0x29);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == 'l' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
AArch64.SystemAccessTrap (EL3, 0x29);
else
DDC_ELO = C[t];
elsif PSTATE.EL == EL2 then
if PSTATE.SP == '0O' then
UNDEFINED;
elsif IsFeatureImplemented("Morello") && IsInRestricted() && !Halted() then
UNDEFINED;
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23 elsif HCR _EL2.E2H == '0O' && CPTR_EL2.TC == 'l1' then

24 AArch64.SystemAccessTrap (EL2, 0x29);

25 elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then

26 AArch64.SystemAccessTrap (EL2, 0x29);

27 elsif HaveEL (EL3) && !ELUsingAArch32 (EL3) && CPTR_EL3.EC == '0O' then
28 AArch64.SystemAccessTrap (EL3, 0x29);

29 else

30 DDC_ELO = C[t];

31 elsif PSTATE.EL == EL3 then

32 if PSTATE.SP == '0O' then

33 UNDEFINED;

34 elsif IsFeaturelImplemented("Morello") && IsInRestricted() && !Halted() then
35 UNDEFINED;

36 elsif CPTR_EL3.EC == '0' then

37 AArch64.SystemAccessTrap (EL3, 0x29);

38 else

39 DDC_ELO = C[t];

Read using nhame DDC

The assembler syntax is:
MRS <Ct>, DDC

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0bO11 0b0100 0b0001 0b001
Accessibility:

1 if PSTATE.EL == ELO && !ELUsingAArch32(ELl) && ! (EL2Enabled() && HCR_EL2.<E2H,TGE> == 'l11l') &&
<+CPACR_EL1.CEN != '11' then

2 if EL2Enabled() && HCR_EL2.TGE == '1' then

3 AArch64.SystemAccessTrap (EL2, 0x29);

4 else

5 AArch64.SystemAccessTrap (EL1l, 0x29);

6 elsif PSTATE.EL == EL1 && CPACR_EL1.CEN == 'x0' then

7 AArch64.SystemAccessTrap (EL1, 0x29);

8 elsif PSTATE.EL IN {ELO, EL2, ELl} && EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.<E2H,TGE> == 'l11' &&
<+CPTR_EL2.CEN != '11' then

9 AArch64.SystemAccessTrap (EL2, 0x29);

10 elsif PSTATE.EL IN {ELO, EL2, ELl} && EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' &&
<»CPTR_EL2.CEN == 'x0' then

11 AArché64.SystemAccessTrap (EL2, 0x29);

12 elsif PSTATE.EL IN {ELO, EL2, ELl} && EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H != '1l' &&
<»CPTR_EL2.TC == '1' then

13 AArch64.SystemAccessTrap (EL2, 0x29);

14 elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0' then

15 AArché64.SystemAccessTrap (EL3, 0x29);

16 elsif IsInRestricted() then

17 return RDDC_ELO;

18 elsif PSTATE.SP == '0' then

19 return DDC_ELO;

20 elsif PSTATE.EL == ELO then

21 return DDC_ELO;

22 elsif PSTATE.EL == EL1 then

23 return DDC_EL1;

24 elsif PSTATE.EL == EL2 then

25 return DDC_EL2;

26 elsif PSTATE.EL == EL3 then

27 return DDC_EL3;

Write using name DDC

The assembler syntax is:
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MSR DDC, <Ct>

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0bO11 0b0100 0b0001 0b001
Accessibility:

1 if PSTATE.EL == ELO && !ELUsingAArch32(EL1l) && ! (EL2Enabled() && HCR_EL2.<E2H,TGE> == 'l1') &&
<+CPACR_EL1.CEN != '11' then

2 if EL2Enabled() && HCR_EL2.TGE == 'l1' then

3 AArch64.SystemAccessTrap (EL2, 0x29);

4 else

5 AArch64.SystemAccessTrap (EL1, 0x29);

6 elsif PSTATE.EL == ELl1 && CPACR_EL1.CEN == 'x0' then

7 AArch64.SystemAccessTrap (ELl, 0x29);

8 elsif PSTATE.EL IN {ELO, EL2, ELl} && EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.<E2H,TGE> == 'l1' &&
<»CPTR_EL2.CEN != '11' then

9 AArch64.SystemAccessTrap (EL2, 0x29);

10 elsif PSTATE.EL IN {ELO, EL2, ELl} && EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == '1' &&
“—+CPTR_EL2.CEN == 'x0' then

11 AArch64.SystemAccessTrap (EL2, 0x29);

12 elsif PSTATE.EL IN {ELO, EL2, ELl} && EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' &&
<+CPTR_EL2.TC == '1' then

13 AArch64.SystemAccessTrap (EL2, 0x29);

14 elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then

15 AArch64.SystemAccessTrap (EL3, 0x29);

16 elsif IsInRestricted() then

17 RDDC_ELO = C[t];

18 elsif PSTATE.SP == '0' then

19 DDC_ELO = C[t];

20 elsif PSTATE.EL == ELO then

21 DDC_ELO = C[t];

22 elsif PSTATE.EL == EL1 then

23 DDC_ELl = C[t];

24 elsif PSTATE.EL == EL2 then

25 DDC_EL2 = C[t];

26 elsif PSTATE.EL == EL3 then

27 DDC_EL3 = C[t];
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3.2.17 DDC_EL1, Default Data Capability (EL1)

The DDC_EL1 characteristics are:
Purpose
Holds the default data capability associated with EL1 when the PE is in Executive.
Attributes
DDC_EL1 is a 129-bit register.
Configuration

This register is present only when Morello is implemented. Otherwise, direct accesses to DDC_EL1
are UNDEFINED.

Field descriptions
The DDC_EL1 bit assignments are:

128

LDefault data

capability
127 9%,
I Default data capability :
195 64
I Default data capability
163 32,
I Default data capability
yiEE 9
I Default data capability I
Bits [128:0]
Default data capability.
This field resets to 0x1FFFFC000000100050000000000000000.
Accessing the DDC_EL1
Read using name DDC_EL1
The assembler syntax is:
MRS <Ct>, DDC_EL1
The encoding for this is in the System instruction encoding space:
op0 opl CRn CRm op2
Obl1 0b100 0b0100 0b0001 0b001
Accessibility:
1 if PSTATE.EL == ELO then
2 UNDEFINED;
3 elsif PSTATE.EL == EL1 then
4 UNDEFINED;
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elsif PSTATE.EL == EL2 then
if IsFeatureImplemented("Morello") && IsInRestricted() && !Halted() then
UNDEFINED;
elsif HCR_EL2.E2H == '0' && CPTR_EL2.TC == 'l1l' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
AArché4.SystemAccessTrap (EL2, 0x29);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
AArch64.SystemAccessTrap (EL3, 0x29);
else
return DDC_ELL;
elsif PSTATE.EL == EL3 then
if IsFeatureImplemented("Morello") && IsInRestricted() && !Halted() then
UNDEFINED;
elsif CPTR_EL3.EC == '0' then
AArch64.SystemAccessTrap (EL3, 0x29);
else

return DDC_EL1;

Write using name DDC_EL1

The assembler syntax is:
MSR DDC_EL1, <Ct>

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b100 0b0100 0b0001 0b001
Accessibility:
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
UNDEFINED;
elsif PSTATE.EL == EL2 then
if IsFeatureImplemented("Morello") && IsInRestricted() && !Halted() then
UNDEFINED;
elsif HCR_EL2.E2H == '(Q' && CPTR_EL2.TC == 'l1' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
AArch64.SystemAccessTrap (EL3, 0x29);
else
DDC_EL1 = C[t];
elsif PSTATE.EL == EL3 then
if IsFeatureImplemented("Morello") && IsInRestricted() && !Halted() then
UNDEFINED;
elsif CPTR_EL3.EC == '0' then
AArché4.SystemAccessTrap (EL3, 0x29);
else

DDC_EL1 = C[t];

Read using nhame DDC

The assembler syntax is:
MRS <Ct>, DDC

The encoding for this is in the System instruction encoding space:
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op0 opl CRn CRm op2
0Obl1 0bO11 0b0100 0b0001 0b001
Accessibility:

1 if PSTATE.EL == ELO && !ELUsingAArch32(EL1l) && ! (EL2Enabled() && HCR_EL2.<E2H,TGE> == 'l1') &&
~—CPACR_EL1.CEN != '11"'

2 if EL2Enabled() && HCR_EL2.TGE == 'l1l' then

3 AArch64.SystemAccessTrap (EL2, 0x29);

4 else

5 AArch64.SystemAccessTrap (EL1, 0x29);

6 elsif PSTATE.EL == ELl1 && CPACR_EL1.CEN == 'x0' then

7 AArché4.SystemAccessTrap (EL1l, 0x29);

8 elsif PSTATE.EL IN {ELO, EL2, && EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.<E2H,TGE> == '11' &&
<—»CPTR_EL2.CEN != '11"'

9 AArch64.SystemAccessTrap (EL2, 0x29);

10 elsif PSTATE.EL IN {ELO, EL2, ELl} && EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == '1' &&
“CPTR_EL2.CEN == 'x0'

11 AArch64.SystemAccessTrap (EL2, 0x29);

12 elsif PSTATE.EL IN {ELO, EL2, ELl} && EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' &&
<»CPTR_EL2.TC == '1' then

13 AArché64.SystemAccessTrap (EL2, 0x29);

14 elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then

15 AArch64.SystemAccessTrap (EL3, 0x29);

16 elsif IsInRestricted() then

17 return RDDC_ELO;

18 elsif PSTATE.SP == '0' then

19 return DDC_ELO;

20 elsif PSTATE.EL == ELO then

21 return DDC_ELO;

22 elsif PSTATE.EL == EL1 then

23 return DDC_EL1;

24 elsif PSTATE.EL == EL2 then

25 return DDC_EL2;

26 elsif PSTATE.EL == EL3 then

27 return DDC_EL3;

Write using name DDC

The assembler syntax is:

MSR DDC, <Ct>

The encoding for this is in the System instruction encoding space:

op0

opl CRn CRm op2

Obl1

0bO11 0b0100 0b0001 0b001

Accessibility:

1 if PSTATE.EL == ELO && !ELUsingAArch32(ELl) && ! (EL2Enabled() && HCR_EL2.<E2H,TGE> == 'l1') &&

<~—CPACR_EL1.CEN != '11"'

if EL2Enabled() && HCR_EL2.TGE == '1' then
AArch64.SystemAccessTrap (EL2, 0x29);

else

elsif PSTATE.EL == ELl && CPACR_EL1.CEN == 'x0' then

AArché4.SystemAccessTrap (EL1,
elsif PSTATE.EL IN {ELO, EL2,

~—+CPTR_EL2.CEN != '11'

9 AArch64.SystemAccessTrap (EL2,
10 elsif PSTATE.EL IN {ELO, EL2,

~—+CPTR_EL2.CEN == 'x0'

11 AArch64.SystemAccessTrap (EL2,
12 elsif PSTATE.EL IN {ELO, EL2,
<»CPTR_EL2.TC == '1' then

2
3
4
5 AArch64.SystemAccessTrap (EL1, 0x29);
6
7
8

0x29);
&& EL2Enabled() && !ELUsingAArch32 (EL2) && HCR_EL2.<E2H,TGE> == '11' &&

0x29);
EL1} && EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' &&

0x29);
EL1l} && EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' &&
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13 AArch64.SystemAccessTrap (EL2, 0x29);
14 elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
15 AArch64.SystemAccessTrap (EL3, 0x29);
16 elsif IsInRestricted() then
17 RDDC_ELO = C[t];
18 elsif PSTATE.SP == '0' then
19 DDC_ELO = C[t];
20 elsif PSTATE.EL == ELO then
21 DDC_ELO = C[t];
22 elsif PSTATE.EL == EL1 then
23 DDC_ELl = C[t];
24 elsif PSTATE.EL == EL2 then
25 DDC_EL2 = C[t];
26 elsif PSTATE.EL == EL3 then
27 DDC_EL3 = C[t];
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3.2.18 DDC_EL2, Default Data Capability (EL2)

The DDC_EL?2 characteristics are:
Purpose
Holds the default data capability associated with EL2 when the PE is in Executive.
Attributes
DDC_EL2 is a 129-bit register.
Configuration
This register has no effect if EL2 is not enabled in the current Security state.

This register is present only when Morello is implemented. Otherwise, direct accesses to DDC_EL?2
are UNDEFINED.

Field descriptions
The DDC_EL2 bit assignments are:

128

LDefault data

capability
127 9%
| Default data capability :
195 64
§| Default data capability
163 32,
g| Default data capability
i 0
| Default data capability |
Bits [128:0]
Default data capability.
This field resets to 0x1FFFFC000000100050000000000000000.
Accessing the DDC_EL2
Read using name DDC_EL2
The assembler syntax is:
MRS <Ct>, DDC_EL2
The encoding for this is in the System instruction encoding space:
op0 opl CRn CRm op2
Obl1 0b110 0b0100 0b0001 0b001
Accessibility:
1 if PSTATE.EL == ELO then
2 UNDEFINED;
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3 elsif PSTATE.EL == EL1 then

4 UNDEFINED;

5 elsif PSTATE.EL == EL2 then

6 UNDEFINED;

7 elsif PSTATE.EL == EL3 then

8 if IsFeatureImplemented("Morello") && IsInRestricted() && !Halted() then
9 UNDEFINED;

10 elsif CPTR_EL3.EC == '0' then

11 AArch64.SystemAccessTrap (EL3, 0x29);
12 else

13 return DDC_EL2;

Write using name DDC_EL2

The assembler syntax is:
MSR DDC_EL2, <Ct>

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b110 0b0100 0b0001 0b001
Accessibility:

1 if PSTATE.EL == ELO then

2 UNDEFINED;

3 elsif PSTATE.EL == EL1 then

4 UNDEFINED;

5 elsif PSTATE.EL == EL2 then

6 UNDEFINED;

7 elsif PSTATE.EL == EL3 then

8 if IsFeatureImplemented("Morello") && IsInRestricted() && !Halted() then

9 UNDEFINED;

10 elsif CPTR_EL3.EC == '0' then

11 AArch64.SystemAccessTrap (EL3, 0x29);

12 else

13 DDC_EL2 = C[t];

Read using nhame DDC

The assembler syntax is:
MRS <Ct>, DDC

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2

Obl1 0b011 0b0100 0b0001 0b001

Accessibility:

1 if PSTATE.EL == ELO && !ELUsingAArch32(ELl) && ! (EL2Enabled() && HCR_EL2.<E2H,TGE> == 'l11l') &&
<+CPACR_EL1.CEN != '11' then
if EL2Enabled() && HCR_EL2.TGE == '1' then
AArch64.SystemAccessTrap (EL2, 0x29);
else
AArch64.SystemAccessTrap (EL1l, 0x29);
elsif PSTATE.EL == EL1 && CPACR_EL1.CEN == 'x0' then
AArch64.SystemAccessTrap (EL1, 0x29);

~N O R WwWN
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elsif PSTATE.EL IN {ELO, EL2, ELl} && EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.<E2H,TGE> == '11' &&
<+CPTR_EL2.CEN != '11' then
AArch64.SystemAccessTrap (EL2, 0x29);

elsif PSTATE.EL IN {ELO, EL2, ELl} && EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' &&
<+CPTR_EL2.CEN == 'x0' then
AArché4.SystemAccessTrap (EL2, 0x29);

elsif PSTATE.EL IN {ELO, EL2, ELl} && EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' &&
<»CPTR_EL2.TC == '1' then
AArch64.SystemAccessTrap (EL2, 0x29);

elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0' then

AArché4.SystemAccessTrap (EL3, 0x29);
elsif IsInRestricted() then
return RDDC_ELOQO;

elsif PSTATE.SP == '0O' then
return DDC_ELO;

elsif PSTATE.EL == ELO then
return DDC_ELO;

elsif PSTATE.EL == ELl then
return DDC_EL1;

elsif PSTATE.EL == EL2 then
return DDC_EL2;

elsif PSTATE.EL == EL3 then

return DDC_EL3;

Write using name DDC

The assembler syntax is:
MSR DDC, <Ct>

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm

op2

Obl1 0b011 0b0100 0b0001

0b001

Accessibility:

if PSTATE.EL == ELO && !ELUsingAArch32(ELl) && ! (EL2Enabled() && HCR_EL2.<E2H,TGE> ==

<+CPACR_EL1.CEN != '11' then
if EL2Enabled() && HCR_EL2.TGE == 'l' then
AArch64.SystemAccessTrap (EL2, 0x29);
else
AArch64.SystemAccessTrap (EL1, 0x29);
elsif PSTATE.EL == EL1 && CPACR_EL1.CEN == 'x0' then
AArch64.SystemAccessTrap (EL1, 0x29);

elsif PSTATE.EL IN {ELO, EL2, ELl} && EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2

<—+CPTR_EL2.CEN != '11' then
AArch64.SystemAccessTrap (EL2, 0x29);

elsif PSTATE.EL IN {ELO, EL2, ELl} && EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2

<+CPTR_EL2.CEN == 'x0' then
AArché4.SystemAccessTrap (EL2, 0x29);

elsif PSTATE.EL IN {ELO, EL2, EL1} && EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2

<»CPTR_EL2.TC == '1' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0' then

AArché4.SystemAccessTrap (EL3, 0x29);
elsif IsInRestricted() then
RDDC_ELO = C[t];

elsif PSTATE.SP == '0' then
DDC_ELO = C[t];

elsif PSTATE.EL == ELO then
DDC_ELO = C[t];

elsif PSTATE.EL == ELl then
DDC_EL1l = C[t];

elsif PSTATE.EL == EL2 then
DDC_EL2 = C[t];

elsif PSTATE.EL == EL3 then

DDC_EL3 = C[t];
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The DDC_ELS3 characteristics are:
Purpose
Holds the default data capability associated with EL3 when the PE is in Executive.
Attributes
DDC_EL3 is a 129-bit register.
Configuration
This register is present only when Morello is implemented. Otherwise, direct accesses to DDC_EL3

are UNDEFINED.

Field descriptions
The DDC_ELS3 bit assignments are:

128

LDefault data

capability
127 %,
I Default data capability :
195 64,
I Default data capability :
183 32,
gl Default data capability
N 0
I Default data capability I
Bits [128:0]
Default data capability.
This field resets to 0x1FFFFC000000100050000000000000000.
Accessing the DDC_EL3
Read using nhame DDC
The assembler syntax is:
MRS <Ct>, DDC
The encoding for this is in the System instruction encoding space:
op0 opl CRn CRm op2
Obl1 0bO011 0b0100 0b0001 0b001
Accessibility:
if PSTATE.EL == ELO && !ELUsingAArch32(ELl1) && ! (EL2Enabled() && HCR_EL2.<E2H,TGE> == '11') &&
“+CPACR_EL1.CEN != '11' then
if EL2Enabled() && HCR_EL2.TGE == 'l1' then
AArch64.SystemAccessTrap (EL2, 0x29);
Copyright © 2019-2022 Arm Limited or its affiliates. All rights reserved. 166

Non-confidential



Chapter 3. Register definitions
3.2. Alphabetical list of registers

DDI0606
Ak

00NN A

else
AArché4.SystemAccessTrap (EL1l, 0x29);
elsif PSTATE.EL == EL1 && CPACR_EL1.CEN == 'x0' then
AArch64.SystemAccessTrap (EL1, 0x29);

elsif PSTATE.EL IN {ELO, EL2, ELl} && EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.<E2H,TGE> == 'l1l1' &&
“—CPTR_EL2.CEN != '11' then
AArché4.SystemAccessTrap (EL2, 0x29);
elsif PSTATE.EL IN {ELO, EL2, ELl} && EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' &&
<+CPTR_EL2.CEN == 'x0' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif PSTATE.EL IN {ELO, EL2, ELl} && EL2Enabled() && '!'ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' &&
«+CPTR_EL2.TC == '1' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0' then
AArché64.SystemAccessTrap (EL3, 0x29);
elsif IsInRestricted() then
return RDDC_ELOQO;
elsif PSTATE.SP == '0' then
return DDC_ELO;
elsif PSTATE.EL == ELO then
return DDC_ELO;
elsif PSTATE.EL == EL1 then
return DDC_EL1;
elsif PSTATE.EL == EL2 then
return DDC_EL2;
elsif PSTATE.EL == EL3 then
return DDC_EL3;
Write using name DDC
The assembler syntax is:
MSR DDC, <Ct>
The encoding for this is in the System instruction encoding space:
op0 opl CRn CRm op2
Obl1 0bOo11 0b0100 0b0001 0b001
Accessibility:
if PSTATE.EL == ELO && !ELUsingAArch32(ELl) && ! (EL2Enabled() && HCR_EL2.<E2H,TGE> == 'l11l') &&
<+CPACR_EL1.CEN != '11' then
if EL2Enabled() && HCR_EL2.TGE == 'l' then
AArch64.SystemAccessTrap (EL2, 0x29);
else
AArché64.SystemAccessTrap (EL1l, 0x29);
elsif PSTATE.EL == EL1 && CPACR_EL1.CEN == 'x0' then
AArch64.SystemAccessTrap (EL1, 0x29);
elsif PSTATE.EL IN {ELO, EL2, ELl} && EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.<E2H,TGE> == 'l11' &&
~CPTR_EL2.CEN != '11' then
AArché4.SystemAccessTrap (EL2, 0x29);
elsif PSTATE.EL IN {ELO, EL2, ELl} && EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' &&
<+CPTR_EL2.CEN == 'x0' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif PSTATE.EL IN {ELO, EL2, EL1l} && EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' &&
«+CPTR_EL2.TC == '1' then
AArch64.SystemAccessTrap (EL2, 0x29);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0' then
AArch64.SystemAccessTrap (EL3, 0x29);
elsif IsInRestricted() then
RDDC_ELO = C[t];
elsif PSTATE.SP == '0' then
DDC_ELO = C[t];
elsif PSTATE.EL == ELO then
DDC_ELO = C[t];
elsif PSTATE.EL == EL1 then
DDC_EL1 = C[t];
elsif PSTATE.EL == EL2 then
DDC_EL2 = C[t];
elsif PSTATE.EL == EL3 then
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27 DDC_EL3 = C[t];
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3.2.20 DSPSR_ELO, Debug Saved Program Status Register

The DSPSR_ELDO characteristics are:

Purpose

Holds the saved process state for Debug state. On entering Debug state, PSTATE information is written
to this register. On exiting Debug state, values are copied from this register to PSTATE.

Attributes
DSPSR_ELQO is a 64-bit register.

Configuration

AArch64 System register DSPSR_ELO[31:0] is architecturally mapped to AArch32 System register

DSPSR[31:0].

Field descriptions

The DSPSR_ELQO bit assignments are:
When exiting Debug state to AArch32 state:

32

| RESO
.|31 30,2928 27,26 25,24,23,22,21,20,19 16, 15 10 4, 3 0]
iInfz|c]v]a 0 ssliL|  GE IT(7:2] M[3:0]
1T11:0]. Lpan Lmia]
SSBS

Bits [63:32]

Reserved, RESO.

N, bit [31]

Negative Condition flag. Copied to PSTATE.N on exiting Debug state.

This field resets to an architecturally UNKNOWN value.
Z, bit [30]

Zero Condition flag. Copied to PSTATE.Z on exiting Debug state.
This field resets to an architecturally UNKNOWN value.

C, bit [29]

Carry Condition flag. Copied to PSTATE.C on exiting Debug state.
This field resets to an architecturally UNKNOWN value.
V, bit [28]

Overflow Condition flag. Copied to PSTATE.V on exiting Debug state.

This field resets to an architecturally UNKNOWN value.

Q, bit [27]

Overflow or saturation flag. Copied to PSTATE.Q on exiting Debug state.
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IT[1:0], bits [26:25]

If-Then. Copied to PSTATE.IT[1:0] on exiting Debug state.
On exiting Debug state DSPSR_ELO.IT must contain a value that is valid for the instruction being returned to.
This field resets to an architecturally UNKNOWN value.

Bit [24]

Reserved, RESO.
SSBS, bit [23]

When ARMvS.0-SSBS is implemented:

Speculative Store Bypass. Copied to PSTATE.SSBS on exiting Debug state.
This field resets to an architecturally UNKNOWN value.

Otherwise:

RESO

PAN, bit [22]

When ARMvS.1-PAN is implemented:

Privileged Access Never. Copied to PSTATE.PAN on exiting Debug state.
This field resets to an architecturally UNKNOWN value.

Otherwise:

RESO

SS, bit [21]

Software Step. Copied to PSTATE.SS on exiting Debug state.
This field resets to an architecturally UNKNOWN value.

IL, bit [20]

Illegal Execution state. Copied to PSTATE.IL on exiting Debug state.
This field resets to an architecturally UNKNOWN value.

GE, bits [19:16]

Greater than or Equal flags. Copied to PSTATE.GE on exiting Debug state.
This field resets to an architecturally UNKNOWN value.

IT[7:2], bits [15:10]

If-Then. Copied to PSTATE.IT[7:2] on exiting Debug state.
DSPSR_ELO.IT must contain a value that is valid for the instruction being returned to.
This field resets to an architecturally UNKNOWN value.

E, bit [9]

Endianness. Copied to PSTATE.E on exiting Debug state.
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If the implementation does not support big-endian operation, DSPSR_ELO.E is RESO. If the implementation does
not support little-endian operation, DSPSR_ELO.E is RES1. On exiting Debug state, if the implementation does
not support big-endian operation at the Exception level being returned to, DSPSR_ELO.E is RESO, and if the
implementation does not support little-endian operation at the Exception level being returned to, DSPSR_ELO.E is
RES]1.

This field resets to an architecturally UNKNOWN value.

A, bit [8]

SError interrupt mask. Copied to PSTATE.A on exiting Debug state.
This field resets to an architecturally UNKNOWN value.

I, bit [7]

IRQ interrupt mask. Copied to PSTATE.I on exiting Debug state.
This field resets to an architecturally UNKNOWN value.

E, bit [6]

FIQ interrupt mask. Copied to PSTATE.F on exiting Debug state.
This field resets to an architecturally UNKNOWN value.

T, bit [5]

T32 Instruction set state. Copied to PSTATE.T on exiting Debug state.
This field resets to an architecturally UNKNOWN value.

Mf[4], bit [4]

Execution state. Copied to PSTATE.nRW on exiting Debug state.

Value Meaning

Obl AArch32 execution state.

This field resets to an architecturally UNKNOWN value.
M[3:0], bits [3:0]

AArch32 Mode. Copied to PSTATE.M[3:0] on exiting Debug state.

Value Meaning
0b0000 User.
0b0001 FIQ.
060010 1IRQ.
060011 Supervisor.
0b0110 Monitor.
0b0111 Abort.
0b1010 Hyp.
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Value Meaning
001011 Undefined.
0b1111 System.

Other values are reserved. If DSPSR_EL0.M[3:0] has a Reserved value, or a value for an unimplemented Exception
level, exiting Debug state is an illegal return event, as described in x ‘Illegal return events from AArch64 state’.

This field resets to an architecturally UNKNOWN value.

When entering Debug state from AArch64 state and exiting Debug state to AArch64 state:

163 32,

‘ RESO h
131,30,29 28,27 26,25 24,23,22,21,20,1 13,12,11 10,9 ;8 ;7 ;6,5 ,4,3 0,
‘ | |c|v|0| | 0 | | |SS|IL| RESO | |RESO|D|A|I|F|0| | M[3:0] |
c64] L Lpan LssBs Lmra)
UAO

Bits [63:32]

Reserved, RESO.

N, bit [31]

Negative Condition flag. Set to the value of PSTATE.N on entering Debug state, and copied to PSTATE.N on
exiting Debug state.

This field resets to an architecturally UNKNOWN value.

Z, bit [30]

Zero Condition flag. Set to the value of PSTATE.Z on entering Debug state, and copied to PSTATE.Z on exiting
Debug state.

This field resets to an architecturally UNKNOWN value.

C, bit [29]

Carry Condition flag. Set to the value of PSTATE.C on entering Debug state, and copied to PSTATE.C on exiting
Debug state.

This field resets to an architecturally UNKNOWN value.

V, bit [28]

Overflow Condition flag. Set to the value of PSTATE.V on entering Debug state, and copied to PSTATE.V on
exiting Debug state.

This field resets to an architecturally UNKNOWN value.

Bit [27]

Reserved, RESO.
C64, bit [26]

When Morello is implemented:
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Current instruction set state. Set to the value of PSTATE.C64 on entering Debug state, and copied to PSTATE.C64
on exiting Debug state.

This field resets to an architecturally UNKNOWN value.
Otherwise:
RESO

Bit [25:24]

Reserved, RESO.
UAO, bit [23]

When ARMvS.2-UAO is implemented:

User Access Override. Set to the value of PSTATE.UAO on entering Debug state, and copied to PSTATE.UAO on
exiting Debug state.

This field resets to an architecturally UNKNOWN value.
Otherwise:

RESO

PAN, bit [22]

When ARMvS.1-PAN is implemented:

Privileged Access Never. Set to the value of PSTATE.PAN on entering Debug state, and copied to PSTATE.PAN
on exiting Debug state.

This field resets to an architecturally UNKNOWN value.

Otherwise:

RESO

SS, bit [21]

Software Step. Set to the value of PSTATE.SS on entering Debug state, and conditionally copied to PSTATE.SS on
exiting Debug state.

This field resets to an architecturally UNKNOWN value.

IL, bit [20]

Illegal Execution state. Set to the value of PSTATE.IL on entering Debug state, and copied to PSTATE.IL on
exiting Debug state.

This field resets to an architecturally UNKNOWN value.

Bits [19:13]

Reserved, RESO.
SSBS, bit [12]

When ARMv8.0-SSBS is implemented:

Speculative Store Bypass. Set to the value of PSTATE.SSBS on entering Debug state, and copied to PSTATE.SSBS
on exiting Debug state.

This field resets to an architecturally UNKNOWN value.
Otherwise:
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RESO

Bits [11:10]

Reserved, RESO.

D, bit [9]

Debug exception mask. Set to the value of PSTATE.D on entering Debug state, and copied to PSTATE.D on exiting
Debug state.

This field resets to an architecturally UNKNOWN value.

A, bit [8]

SError interrupt mask. Set to the value of PSTATE.A on entering Debug state, and copied to PSTATE.A on exiting
Debug state.

This field resets to an architecturally UNKNOWN value.

I, bit [7]

IRQ interrupt mask. Set to the value of PSTATE.I on entering Debug state, and copied to PSTATE.I on exiting
Debug state.

This field resets to an architecturally UNKNOWN value.

F, bit [6]

FIQ interrupt mask. Set to the value of PSTATE.F on entering Debug state, and copied to PSTATE.F on exiting
Debug state.

This field resets to an architecturally UNKNOWN value.

Bit [5]

Reserved, RESO.

M[4], bit [4]

Execution state. Set to 0b0, the value of PSTATE.nRW, on entering Debug state from AArch64 state, and copied to
PSTATE.nRW on exiting Debug state.

Value Meaning

0b0 AArch64 execution state.

If AArch32 is not supported at any Exception level, this bit is RESO.
This field resets to an architecturally UNKNOWN value.

M[3:0], bits [3:0]

AArch64 Exception level and selected Stack Pointer.

Value Meaning
0b0000 ELOt.
0b0100 ELI1t.
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Value Meaning
060101 EL1h.
0b1000 EL2t.
061001 EL2h.
0b1100 EL3t.
0b1101 EL3h.

Other values are reserved. If DSPSR_EL0.M[3:0] has a Reserved value, or a value for an unimplemented Exception
level, exiting Debug state is an illegal return event, as described in x ‘Illegal return events from AArch64 state’.

The bits in this field are interpreted as follows:

e M[3:2] is set to the value of PSTATE.EL on entering Debug state and copied to PSTATE.EL on exiting Debug

state.
e M][1] is unused and is O for all non-reserved values.

e MJO0] is set to the value of PSTATE.SP on entering Debug state and copied to PSTATE.SP on exiting Debug

state

This field resets to an architecturally UNKNOWN value.
Accessing the DSPSR_ELO

Read using name DSPSR_ELO

The assembler syntax is:
MRS <Xt>, DSPSR_ELO

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b011 0b0100 0b0101 0b000
Accessibility:
if !Halted() then
UNDEFINED;
else
return DSPSR_ELO;
Write using name DSPSR_ELO
The assembler syntax is:
MSR DSPSR_ELO, <Xt>
The encoding for this is in the System instruction encoding space:
op0 opl CRn CRm op2
Obl11 0b011 0b0100 0b0101 0b000
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Accessibility:
1 if !'Halted() then
2 UNDEFINED;
3 else
4 DSPSR_ELO = X[t];
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3.2.21 EDSCR2, External Debug Status and Control Register 2

The EDSCR?2 characteristics are:
Purpose
Extended control register for the debug implementation
Attributes
EDSCR2 is a 32-bit register.
Configuration

External register EDSCR2[0] is architecturally mapped to AArch64 System register
CDBGDTR_ELO[128].

This register is present only when Morello is implemented. Otherwise, direct accesses to EDSCR?2 are
RESO.

Field descriptions

The EDSCR?2 bit assignments are:

131 5,4 1,0,
] RESO CE ‘

LbTRTAG

Bits [31:5]

Reserved, RESO.

CE, bits [4:1]

Access to Morello Feature status. In Debug state, each bit gives the current access to the Morello architecture
extension at each Exception level as controlled by CPTR_ELx and CPACR_EL1:

Value Meaning

0b1111 All Exception levels have access to the Morello architecture
extension or the PE is in Non-debug state.

0b1110 The PE is in Debug state. ELO does not have access to the Morello
architecture extension. All other Exception levels have access to the
Morello architecture extension.

0b1100 The PE is in Debug state. ELO and EL1 do not have access to the
Morello architecture extension. All other Exception levels have
access to the Morello architecture extension.

061000 The PE is in Debug state. EL3 has access to the Morello architecture
extension. All other Exception levels do not have access to the
Morello architecture extension.

060000 The PE is in Debug state. No Exception level has access to the
Morello architecture extension.

In Non-debug state, this field is RAO.
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Access to this field is RO.

DTRTAG, bit [0]

Capability data transfer register tag.

On a cold reset, this field resets to an UNKNOWN value.

Accessing the EDSCR2

Access to EDSCR?2 is only possible externally
EDSCR2 can be accessed through the external debug interface:

Component Offset Instance

Debug 0x048 EDSCR2

This interface is accessible as follows:

* When IsCorePowered(), !DoubleLockStatus(), !OSLockStatus() and SoftwareLL.ockStatus() access to this
register is RO.

¢ When IsCorePowered(), !DoubleLockStatus(), !OSLockStatus() and !SoftwareLockStatus() access to this
register is RW.

* Otherwise access to this register returns an ERROR.
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3.2.22 ELR_ELA1, Exception Link Register (EL1)

The ELR_EL1 characteristics are:

Purpose

When taking an exception to EL1, holds the address to return to.

Attributes
ELR_EL1

is a 129-bit register.

Field descriptions

The ELR_EL1 bit assignments are:

When Morello is implemented and Capability access at EL1 is not trapped:

128

L capability
return
address

(127

Capability return

address

95

Capability return

address

63

32

Capability return

address

31

Capability return

address

Bits [128:0]

Return address.

An exception return from EL1 using AArch64 makes ELR_EL1 become UNKNOWN.

DDI0606
Ak
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This field resets to an architecturally UNKNOWN value.

When Morello is implemented and Capability access at EL1 is trapped:

128

LRreso
127 9,
; RESO |
FES o,
RESO

63 32
Return address

31 0
Return address

Bits [128:64]

Reserved, RESO.

Bits [63:0]

Return address.

An exception return from EL1 using AArch64 makes ELR_EL1 become UNKNOWN.
This field resets to an architecturally UNKNOWN value.

When Morello is not implemented:

63 32
Return address

31 0
Return address

Bits [63:0]

Return address.
An exception return from EL1 using AArch64 makes ELR_EL1 become UNKNOWN.

This field resets to an architecturally UNKNOWN value.

Accessing the ELR_EL1

When HCR_EL2.E2H is 1, without explicit synchronization, access from EL3 using the mnemonic ELR_EL1 or
ELR_EL12 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Read using name ELR_EL1

The assembler syntax is:
MRS <Xt>, ELR_EL1

The encoding for this is in the System instruction encoding space:
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op0 opl CRn

CRm

op2

Obl1 0b000 0b0100

0b0000

0b001

Accessibility:

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
return ELR_EL1<63:0>;
elsif PSTATE.EL == EL2 then
if HCR_EL2.E2H == '1' then
return ELR_EL2<63:0>;
else
return ELR_EL1<63:0>;
elsif PSTATE.EL == EL3 then
return ELR_EL1<63:0>;

Write using name ELR_EL1

The assembler syntax is:
MSR ELR_EL1l, <Xt>

The encoding for this is in the System instruction encoding space:

op0 opl CRn

CRm

op2

Obl1 0b000 0b0100

0b0000

0b001

Accessibility:

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
ELR_EL1 = ZeroExtend(X[t]);
elsif PSTATE.EL == EL2 then
if HCR_EL2.E2H == 'l' then
ELR_EL2 = ZeroExtend(X[t]);
else
ELR_EL1 = ZeroExtend(X[t]);
elsif PSTATE.EL == EL3 then
ELR_EL1 = ZeroExtend(X[t]);

Read using name ELR_EL12

The assembler syntax is:
MRS <Xt>, ELR_EL12

The encoding for this is in the System instruction encoding space:

op0 opl CRn

CRm

op2

Obl1 0b101 0b0100

0b0000

0b001

Accessibility:
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if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1l then
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR_EL2.E2H == 'l1' then
return ELR_EL1<63:0>;
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' then
return ELR_EL1<63:0>;
else
UNDEFINED;

Write using name ELR_EL12

The assembler syntax is:
MSR ELR_EL12, <Xt>

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm

op2

Obll 0b101 0b0100 0b0000

0b001

Accessibility:

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR_EL2.E2H == 'l' then
ELR_EL1 = ZeroExtend(X[t]);
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' then
ELR_EL1 = ZeroExtend(X[t]);
else
UNDEFINED;

Read using name CELR_EL1

The assembler syntax is:
MRS <Ct>, CELR_EL1

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm

op2

Obl1 0b000 0b0100 0b0000

0b001

Accessibility:

if PSTATE.EL == ELO then
UNDEFINED;

elsif PSTATE.EL == EL1 then
if CPACR_EL1.CEN == 'x0' then
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5 AArch64.SystemAccessTrap (EL1, 0x29);
6 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == 'l' then
7 AArch64.SystemAccessTrap (EL2, 0x29);
8 elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
9 AArch64.SystemAccessTrap (EL2, 0x29);
10 elsif HaveEL (EL3) && !ELUsingAArch32 (EL3) && CPTR_EL3.EC == '0O' then
11 AArch64.SystemAccessTrap (EL3, 0x29);
12 else
13 return ELR_ELIL;
14 elsif PSTATE.EL == EL2 then
15 if HCR_EL2.E2H == '0' && CPTR_EL2.TC == '1l' then
16 AArch64.SystemAccessTrap (EL2, 0x29);
17 elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x(0' then
18 AArch64.SystemAccessTrap (EL2, 0x29);
19 elsif HaveEL (EL3) && !ELUsingAArch32 (EL3) && CPTR_EL3.EC == '0O' then
20 AArch64.SystemAccessTrap (EL3, 0x29);
21 elsif HCR_EL2.E2H == '1l' then
22 return ELR_EL2;
23 else
24 return ELR_ELIL;
25 elsif PSTATE.EL == EL3 then
26 if CPTR_EL3.EC == '0' then
27 AArch64.SystemAccessTrap (EL3, 0x29);
28 else
29 return ELR_ELIL;
Write using name CELR_EL1
The assembler syntax is:
MSR CELR_EL1, <Ct>
The encoding for this is in the System instruction encoding space:
op0 opl CRn CRm op2
Obl1 0b000 0b0100 0b0000 0b001
Accessibility:
1 if PSTATE.EL == ELO then
2 UNDEFINED;
3 elsif PSTATE.EL == ELl then
4 if CPACR_EL1.CEN == 'x0' then
5 AArch64.SystemAccessTrap (EL1, 0x29);
6 elsif EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H != 'l' && CPTR_EL2.TC == 'l' then
7 AArch64.SystemAccessTrap (EL2, 0x29);
8 elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x(0' then
9 AArch64.SystemAccessTrap (EL2, 0x29);
10 elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
11 AArch64.SystemAccessTrap (EL3, 0x29);
12 else
13 ELR_EL1 = C[t];
14 elsif PSTATE.EL == EL2 then
15 if HCR_EL2.E2H == '0' && CPTR_EL2.TC == '1' then
16 AArch64.SystemAccessTrap (EL2, 0x29);
17 elsif HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
18 AArch64.SystemAccessTrap (EL2, 0x29);
19 elsif HaveEL (EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == '0O' then
20 AArch64.SystemAccessTrap (EL3, 0x29);
21 elsif HCR_EL2.E2H == '1' then
22 ELR_EL2 = C[t];
23 else
24 ELR_EL1 = C[t];
25 elsif PSTATE.EL == EL3 then
26 if CPTR_EL3.EC == '0' then
27 AArch64.SystemAccessTrap (EL3, 0x29);
28 else
29 ELR_EL1 = C[t];
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Read using name CELR_EL12

The assembler syntax is:
MRS <Ct>, CELR_EL12

The encoding for this is in the System instruction encoding space:

op0 opl CRn CRm op2
Obl1 0b101 0b0100 0b0000 0b001
Accessibility:
1 if PSTATE.EL == ELO then
2 UNDEF INED;
3 elsif PSTATE.EL == EL1 then
4 UNDEFINED;
5 elsif PSTATE.EL == EL2 then
6 if HCR_EL2.E2H == 'l1' then
7 if HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
8 AArch64.SystemAccessTrap (EL2, 0x29);
9 elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == then
10 AArch64.SystemAccessTrap (EL3, 0x29);
11 else
12 return ELR_EL1;
13 else
14 UNDEFINED;
15 elsif PSTATE.EL == EL3 then
16 if EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l' then
17 if CPTR_EL3.EC == '0' then
18 AArch64.SystemAccessTrap (EL3, 0x29);
19 else
20 return ELR_ELI1;
21 else
22 UNDEFINED;
Write using name CELR_EL12
The assembler syntax is:
MSR CELR_EL12, <Ct>
The encoding for this is in the System instruction encoding space:
op0 opl CRn CRm op2
Obl1 0b101 0b0100 0b0000 0b001
Accessibility:
1 if PSTATE.EL == ELO then
2 UNDEFINED;
3 elsif PSTATE.EL == EL1 then
4 UNDEFINED;
5 elsif PSTATE.EL == EL2 then
6 if HCR_EL2.E2H == 'l' then
7 if HCR_EL2.E2H == 'l' && CPTR_EL2.CEN == 'x0' then
8 AArch64.SystemAccessTrap (EL2, 0x29);
9 elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR_EL3.EC == then
10 AArch64.SystemAccessTrap (EL3, 0x29);
11 else
12 ELR_ELl = C[t];
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13 else
14 UNDEFINED;
15 elsif PSTATE.EL == EL3 then
16 if EL2Enabled() && !ELUsingAArch32(EL2) && HCR_EL2.E2H == 'l1' then
17 if CPTR_EL3.EC == '0' then
18 AArch64.SystemAccessTrap (EL3, 0x29);
19 else
20 ELR_EL1l = C[t];
21 else
22 UNDEFINED;
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3.2.23 ELR_EL2, Exception Link Register (EL2)

The ELR_EL?2 characteristics are:
Purpose
When taking an exception to EL2, holds the address to return to.
Attributes
ELR_EL2 is a 129-bit register.
Configuration
This register has no effect if EL2 is not enabled in the current Security state.
AArch64 System register ELR_EL2[31:0] is architecturally mapped to AArch32 System register
ELR_hyp[31:0].
Field descriptions

The ELR_EL2 bit assignments are:

When Morello is implemented and Capability access at EL2 is not trapped:

L capability
return
address

127 9%,
: Capability return address
195 o4,
Capability return address
. 63 32 .
Capability return address
. 31 0
Capability return address
Bits [128:0]
Return address.
An exception return from EL2 using AArch64 makes ELR_EL2 become UNKNOWN.
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This field resets to an architecturally UNKNOWN value.

When Morello is implemented and Capability access at EL2 is trapped:

128

LRreso
127 9,
; RESO |
FES o,
RESO

63 32
Return address

31 0
Return address

Bits [128:64]

Reserved, RESO.

Bits [63:0]

Return address.

An exception return from EL2 using AArch64 makes ELR_EL2 become UNKNOWN.
This field resets to an architecturally UNKNOWN value.

When Morello is not implemented:

63 32
Return address

31 0
: Return address

Bits [63:0]

Return address.
An exception return from EL2 using AArch64 makes ELR_EL2 become UNKNOWN.

When EL2 is in AArch32 Execution state and an exception is taken from ELO, EL1, or EL2 to EL3 and AArch64
execution, the upper 32-bits of ELR_EL2 are either set to O or hold the same value that they did before AArch32
execution. Which option is adopted is determined by an implementation, and might vary dynamically within an
implementation. Correspondingly software must regard the value as being an UNKNOWN choice between the two
values.

This field resets to an architecturally UNKNOWN value.

Accessing the ELR_EL2

When HCR_EL2.E2H is 1, without explicit synchronization, access from EL2 using the mnemonic ELR_EL2 or
ELR_EL1 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Read using name ELR_EL2

The assembler syntax is:

MRS <Xt>, ELR_EL2
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The encoding for this is in the System instruction encoding space:

op0 opl CRn

CRm

op2

Obl1 0b100 0b0100

0b0000

0b001

Accessibility:

if PSTATE.EL == ELO then
UNDEFINED;

elsif PSTATE.EL == EL1 then
UNDEFINED;

elsif PSTATE.EL == EL2 then
return ELR_EL2<63:0>;

elsif PSTATE.EL == EL3 then
return ELR_EL2<63:0>;

Write using name ELR_EL2

The assembler syntax is:

MSR ELR_EL2, <Xt>

The encoding for this is in the System instruction encoding space:

op0 opl CRn

CRm

op2

Obl1 0b100 0b0100

0b0000

0b001

Accessibility:

if PSTATE.EL == ELO then
UNDEFINED;

elsif PSTATE.EL == EL1 then
UNDEFINED;

elsif PSTATE.EL == EL2 then
ELR_EL2 = ZeroExtend(X[t]);

elsif PSTATE.EL == EL3 then
ELR_EL2 = ZeroExtend(X[t]);

Read using name ELR_EL1

The assembler syntax is:

MRS <Xt>, ELR_EL1

The encoding for this is in the System instruction encoding space:

op0 opl CRn

CRm

op2

Obl1 0b000 0b0100

0b0000

0b001

Accessibility:

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == ELl then
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4 return ELR_EL1<63:0>;
5 elsif PSTATE.EL == EL2 then
6 if HCR_EL2.E2H == 'l1' then
7 return ELR_EL2<63:0>;
8 else
9 return ELR_EL1<63:0>;
10 elsif PSTATE.EL == EL3 then
11 return ELR_EL1<63:0>;
Write using name ELR_EL1
The assembler syntax is:
MSR ELR_EL1, <Xt>
The encoding for this is in the System instruction encoding space:
op0 opl CRn CRm op2
Obl1 0b000 0b0100 