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About this book

This manual documents the microcontroller profile of version 8 of the Arm Architecture, the Armv8-M architecture
profile. For short definitions of all the Armv8 profiles, see A1.2 About the Armv8 architecture, and architecture

profiles.

This manual has the following parts:

Part A Provides an introduction to the Armv8-M architecture.
Part B Describes the architectural rules.

Part C Describes the T32 instruction set.

Part D Describes the registers.

Part E Describes the Armv8-M pseudocode.

Part F Describes the packet protocols.

XXXIX



Using this book

The information in this manual is organized into parts, as described in this section.

Part A, Armv8-M Architecture Introduction and Overview

Part A gives an overview of the Armv8-M architecture profile, including its relationship to the other Arm PE
architectures. It introduces the terminology that describes the architecture, and gives an overview of the optional
architectural extensions. It contains the following chapter:

Chapter Al Introduction

Read this for an introduction to the Armv8-M architecture.

Part B, Armv8-M Architecture Rules

Part B describes the architecture rules. It contains the following chapters:
Chapter B1 Resets
Read this for a description of the reset rules.
Chapter B2 Power Management
Read this for a description of the power management rules.
Chapter B3 Programmers’ Model
Read this for a description of the programmers model rules.
Chapter B4 Floating-point Support
Read this for a description of the floating-point support rules.
Chapter B5 Vector Extension
Read this for a description of the Vector Extension support rules.
Chapter B7 Memory Model
Read this for a description of the memory model rules.
Chapter B8 The System Address Map
Read this for a description of the system address map rules.
Chapter B9 Synchronization and Semaphores
Read this for a description of the rules on non-blocking synchronization of shared memory.
Chapter B10 The Armv8-M Protected Memory System Architecture
Read this for a description of the protected memory system architecture rules.
Chapter B11 The System Timer, SysTick
Read this for a description of the system timer rules.
Chapter B12 Nested Vectored Interrupt Controller
Read this for a description of the Nested Vectored Interrupt Controller (NVIC) rules.

Chapter B13 Debug |
X
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Read this for a description of the debug rules.
Chapter B14 Debug and Trace Components
Read this for a description of the debug and trace component rules.
Chapter B15 The Performance Monitoring Extension
Read this for a description of the Performance Monitors Extension.
Chapter B16 Reliability, Availability, and Serviceability (RAS) Extension
Read this for a description of the Reliability, Availability, and Serviceability (RAS) Extension.

Part C, Armv8-M Instructions

Part C describes the instructions. It contains the following chapters:
Chapter C1 Instruction Set Overview

Read this for an overview of the instruction set and the instruction set encoding.
Chapter C2 Instruction Specification

Read this for a description of each instruction, arranged by instruction mnemonic.

Part D, Armv8-M Registers

Part D describes the registers. It contains the following chapter:
Chapter D1 Register and Payload Specification

Read this for a description of the registers.

Part E, Armv8-M Pseudocode

Part E describes the pseudocode. It contains the following chapters:
Chapter E1 Arm Pseudocode Definition

Read this for a definition of the pseudocode that Arm documentation uses.
Chapter E2 Pseudocode Specification

Read this for a description of the pseudocode.

Part F, Packet Protocols

Part F describes the packet protocols. It contains the following chapter:
Chapter F1 ITM and DWT Packet Protocol Specification

Read this for a description of the protocol for packets that are used to send the data generated by the
ITM and DWT to an external debugger.
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Conventions

The following sections describe conventions that this book can use:
Typographical conventions.

Signals.

Numbers.

Pseudocode descriptions.

Assembler syntax descriptions.

Typographical conventions

The typographical conventions are:

italic

Introduces special terminology, and denotes citations.

bold

Denotes signal names, and is used for terms in descriptive lists, where appropriate.
monospace

Used for assembler syntax descriptions, pseudocode, and source code examples.

Also used in the main text for instruction mnemonics and for references to other items appearing in assembler
syntax descriptions, pseudocode, and source code examples.

SMALLCAPS
Used for a few terms that have specific technical meanings, and that are included in the Glossary.
Colored text Indicates a link. This can be:

* A URL, for example https://developer.arm.com/.

* A cross-reference, that includes the page number of the referenced information if it is not on the current
page, for example, Chapter B2 Power Management.

* A link, to a chapter or appendix, or to a glossary entry, or to the section of the document that defines the
colored term, for example tail-chaining.

Signals
In general this specification does not define processor signals, but it does include some signal examples and
recommendations.
The signal conventions are:

Signal level The level of an asserted signal depends on whether the signal is active-HIGH or active-LOW. Asserted
means:

» HIGH for active-HIGH signals.
* LOW for active-LOW signals.

xlii
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Lowercase n At the start or end of a signal name denotes an active-LOW signal.

Numbers
Numbers are normally written in decimal. Binary numbers are preceded by 0b, and hexadecimal numbers by 0x.
In both cases, the prefix and the associated value are written in a monospace font, for example 0xFFFF0000.

For both binary and hexadecimal numbers, where a bit is represented by the letter x, the value is irrelevant. For
example a value expressed as 0b1x can be either 0b11 or 0b10.

To improve readability, long numbers can be written with an underscore separator between every four characters,
for example OxFFFF_0000_0000_0000. Ignore any underscores when interpreting the value of a number.

Pseudocode descriptions

This book uses a form of pseudocode to provide precise descriptions of the specified functionality. This pseudocode
is written in a monospace font, and is described in Chapter E1 Arm Pseudocode Definition.

Assembler syntax descriptions

This book contains numerous syntax descriptions for assembler instructions and for components of assembler
instructions. These are shown in a monospace font, and use the conventions described in C1.2.5 Standard
assembler syntax fields .
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Additional reading

This section lists relevant publications from Arm and third parties.

See https://developer.arm.com, for access to Arm documentation.

Arm publications

o Arm® Debug Interface Architecture Specification ADIv5.0 to ADIv5.2 (ARM IHI 0031).

» Arm® Debug Interface Architecture Specification ADIv6.0 (ARM IHI 0074).

o Arm® CoreSight™ Architecture Specification (ARM IHI 0029).

o Arm® Embedded Trace Macrocell Architecture Specification ETMv4.0 to ETMv4.4 (ARM THI 0064).
» Embedded Trace Macrocell® ETMv1.0 to ETMv3.5 Architecture Specification (ARM THI 0014).

o Arm®v6-M Architecture Reference Manual (ARM DDI 0419).

o Arm®v7-M Architecture Reference Manual (ARM DDI 0403).

o Arm® Architecture Reference Manual, Armv8, for Armv8-A architecture profile (ARM DDI 0487).

o Arm® Reliability, Availability, and Serviceability (RAS) Specification, Armv8, for the Armv8-A architecture
profile (ARM DDI587).

Other publications

The following publications are referred to in this manual, or provide more information:

* ANSI/IEEE Std 754-1985 and ANSI/IEEE Std 754-2008, IEEE Standard for Binary Floating-Point Arith-
metic. Unless otherwise indicated, references to IEEE 754 refer to either issue of the standard.

Note
This document does not adopt the terminology defined in the 2008 issue of the standard.
e JEP106, Standard Manufacturers Identification Code, JEDEC Solid State Technology Association.
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Feedback

Arm welcomes feedback on its documentation.

Feedback on this book

If you have comments on the content of this book, send an e-mail to errata@arm.com. Give:
* The title.
e The number, DDI0553B.q
* The page numbers to which your comments apply.
* The rule identifiers to which your comments apply, if applicable.
* A concise explanation of your comments.
Arm also welcomes general suggestions for additions and improvements.
Note

Arm tests PDFs only in Adobe Acrobat and Acrobat Reader, and cannot guarantee the appearance or
behavior of any document when viewed with any other PDF reader.

Progressive Terminology Commitment

Arm values inclusive communities. Arm recognizes that we and our industry have used terms that can be offensive.
Arm strives to lead the industry and to create change.

Previous issues of this document included terms that can be offensive. We have replaced these terms.

If you find offensive terms in this document, please contact terms @arm.com.

xlv



Part A
Armv8-M Architecture Introduction and Overview



Chapter A1
Introduction

This chapter introduces the Armv8 architecture, the architecture profiles it defines, and the Armv8-M architecture
profile defined by this manual. It contains the following sections:

Al.1 Document layout and terminology on page 48.

A1.2 About the Armv8 architecture, and architecture profiles on page 51.
A1.3 The Armv8-M architecture profile on page 52.

Al.4 Armv8-M variants on page 54.
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A1.1 Document layout and terminology

This section describes the structure and scope of this manual. This section also describes the terminology that this
manual uses. It does not constitute part of the manual, and must not be interpreted as implementation guidance.

A1.1.1 Structure of the document
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This architecture manual describes the behavior of the processing element as a set of individual rules.

Each rule is clearly identified by the letter R, followed by a random group of subscript letters that do not reflect any
intended order or priority, for example Rggy;. In the following example, Rpspy is simply a random rule identifier
that has no significance apart from uniquely identifying a rule in this manual.

Identifier Rule

| |
;

RBsHJ The following data accesses are single-copy atomic:

o All byte accesses.
e All halfword accesses to halfword-aligned locations.
e All word accesses to word-aligned locations.

Applies to an implementation of the architecture from Armv8.0-M onwards

1

Additional Information

Rules must not be read in isolation, and where more than one rule relating to a particular feature exists, individual
rules are grouped into sections and subsections to provide the proper context. Where appropriate, these sections
contain a short introduction to aid the reader.

An implementation that conforms to all the rules described in this specification constitutes an Armv8-M compliant
implementation. An implementation whose behavior deviates from these rules is not compliant with the Armv8-M
architecture.

Some sections contain additional information and guidance that do not constitute rules. This information and
guidance is provided purely as an aid to understanding the architecture. Information statements are clearly
identified by the letter I, followed by a random group of subscript letters, for example Iprrp.

A line below each rule or information statement gives additional information indicating the architecture version, the
extensions that are required for the rule or information statement to apply, and any other notes. Some extensions
depend on the implementation of other extensions, for example FP.

Note

Arm strongly recommends that implementers read all chapters and sections of this document to ensure
that an implementation is compliant.

An implementation that conforms to all the rules described in this specification but chooses to ignore any additional
information and guidance is compliant with the Armv8-M architecture.

In the following parts of this manual, architectural rules are not identified by a specific prefix and a random group
of subscript letters:

* Parts of Chapter B15 The Performance Monitoring Extension on page 388.

Applies to an implementation of the architecture Armv8.1-M onward.
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* Parts of Part C Armv8-M Instruction Set.

e Part D Armv8-M Register and Payload Specification.
* Part E Armv8-M Pseudocode.

e Part F Armv8-M Debug Packet Protocols.

A1.1.2 Scope of the document

This manual contains only rules and information that relate specifically to the Armv8-M architecture. It does not
include any information about other Arm architectures, nor does it describe similarities between Armv8-M and
other architectures.

Readers must not assume that the rules provided in this specification are applicable to an Armv7-M or Armv6-M im-
plementation, nor must they assume that the rules that are applicable to an Armv7-M or Armv6-M implementation
are equally applicable to an Armv8-M implementation.

A1.1.3 Intended audience

This manual is written for users who want to design, implement, or program an Armv8-M PE in a range of
Arm-compliant implementations from simple uniprocessor implementations to complex multiprocessor systems. It
does not assume familiarity with previous versions of the M-Profile architecture.

The manual provides a precise, accurate, and correct set of rules that must be followed in order for an Armv8-M
implementation to be architecturally compliant. It is an explicit reference manual, and not a general introduction
to, or user guide for, the Armv8-M architecture.

A1.1.4 Terminology, phrases
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This subsection identifies some standard words and phrases that are used in the Arm architecture documentation.
These words and phrases have an Arm-specific definition, which is described in this section.

Architecturally visible
Something that is visible to the controlling agent. The controlling agent might be software.
Arm recommends

A particular usage that ensures consistency and usability. Following all the rules listed in this manual leads to a
predictable outcome that is compliant with the architecture, but might produce an unexpected output. Adhering to
a recommendation ensures that the output is as expected.

Arm strongly recommends

Something that is essentially mandatory, but that is outside the scope of the architecture described in this manual.
Failing to adhere to a strong recommendation can break the system, although the PE itself remains compliant with
the architecture that is described in this manual.

Finite time

An action will occur at some point in the future. Finite time does not make any statement about the time involved.
However, delaying an action longer than is absolutely necessary might have an adverse impact on performance.

Permitted

Allowed behavior.
Required
Mandatory behavior.
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Support

The implementation has implemented a particular feature.

A1.1.5 Terminology, Armv8-M specific terms

For definitions of Armv8-M specific terms, see the Glossary.
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A1.2 About the Armv8 architecture, and architecture profiles
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Armv8-M is documented as one of a set of architecture profiles.

Arm defines three architecture profiles:

A

Application profile:

Supports a Virtual Memory System Architecture (VMSA) based on a Memory Management Unit (MMU).
Supports the A64, A32, and T32 instruction sets.

Real-time profile:

Supports the AArch64 or AArch32 Execution states.

Supports A64, or A32 and T32 instruction sets.

Supports a Protected Memory System Architecture (PMSA) based on a Memory Protection Unit (MPU).
Supports a VMSA.

Microcontroller profile, described in this manual:

Implements a programmers’ model designed for low-latency interrupt processing, with hardware stacking of
registers and support for writing interrupt handlers in high-level languages.

Optionally implements a variant of the R-profile PMSA.

Supports a variant of the T32 instruction set.

This Architecture Reference Manual describes only the Armv8-M profile.
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A1.3 The Armv8-M architecture profile

The M-Profile architecture includes:

* The opportunity to include simple pipeline designs offering leading edge system performance levels in a
broad range of markets and applications.
* Highly deterministic operation:
— Single or low cycle count execution.
— Minimal interrupt latency, with short pipelines.
— Capable of cacheless operation.
* Excellent targeting of C/C++ code. This aligns with the Arm programming standards in this area:
— Exception handlers are standard C/C++ functions, entered using standard calling conventions.
* Design support for deeply embedded systems:
— Low pincount devices.
 Support for debug and software profiling for event-driven systems.

The simplest Armv8.0-M implementation, without any of the optional extensions, is a Baseline implementation,
see Al.4 Armv8-M variants on page 54. The Armv8.0-M Baseline offers improvements over previous M-Profile
architectures in the following areas:

* The optional Security Extension.

* An improved, optional, Memory Protection Unit (MPU) model.
* Alignment with Armv8-A and Armv8-R memory types.

* Stack pointer limit checking.

* Improved support for multi-processing.

* Better alignment with C11 and C11++ standards.

* Enhanced debug capabilities.

A1.3.1 Security Extension

The Armv8-M architecture introduces a number of new instructions to the M-Profile architecture to support asset
protection. These instructions are only available to implementations that support the Security Extension, see Al.4
Armv8-M variants on page 54.

A1.3.2 MPU model

The Armv8-M architecture provides a system address map and permits implementations to include an optional
MPU. The optional MPU uses the Protected Memory System Architecture (PMSAv8) and contains improved
flexibility in the MPU region definition, see Chapter B10 The Armv8-M Protected Memory System Architecture on
page 288.

A1.3.3 Nested Vectored Interrupt Controller

The Nested Vectored Interrupt Controller (NVIC) is used for integrated interrupt and exception handling and
prioritization. Armv8-M increases the number of interrupts that can potentially be supported by the NVIC 480 for
external sources, and includes automatic vectoring and priority management, and automatic state preservation. See
Chapter B12 Nested Vectored Interrupt Controller on page 300.

A1.3.4 Stack pointers

The Armv8-M architecture introduces stack limit registers that trigger an exception on a stack overflow. The
number of stack limit registers available to an implementation is determined by the Armv8-M variant that is
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implemented, see B3.8 Stack pointer on page 82.

A1.3.5 The Armv8-M instruction set

Armv8-M only supports execution of T32 instructions. The Armv8-M architecture adds instructions to support:

* Improved facilitation of execute-only code generation.

* Improved code optimization.

* Exclusive memory access instructions to enhance support for multiprocessor systems.
* Semaphores and atomics (Load-Acquire/Store-Release instructions).

The optional Floating-point Extension adds floating-point instructions to the T32 instruction set, see Chapter B4
Floating-point Support on page 164.

In an Armv8.1-M implementation a number of non-vector instructions are added to the T32 instruction set, and an
implementation might also contain the optional Vector Extensions, see Chapter B5 Vector Extension on page 180.

Applies to an implementation of the architecture Armv8.1-M onward.

For more information about the instructions, see Chapter C1 Instruction Set Overview on page 451 and Chapter
C2, Instruction Specification.

A1.3.6 Debug

The Armv8-M architecture introduces:

* Enhanced breakpoint and watchpoint functionality.
* Improvements to the Instrumentation Trace Macrocell (ITM).
» Comprehensive trace and self-hosted debug extensions to make embedded software easier to debug and trace.

In an Armv8.1-M implementation, the optional Unprivileged Debug Extension adds support for unprivileged
debug.

Applies to an implementation of the architecture Armv8.1-M onward.

For more information about debug, see Chapter B13 Debug on page 304 and Chapter B14 Debug and Trace
Components on page 349.

In an Armv8.1-M implementation, the optional Performance Monitors Extension adds support for a Performance
Monitor Unit (PMU), see Chapter B15 The Performance Monitoring Extension on page 388.

Applies to an implementation of the architecture Armv8.1-M onward.

A1.3.7 Reliability, Availability, and Serviceability
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In an Armv8.1-M implementation, the Reliability, Availability, and Serviceability (RAS) Extension adds additional
debug support, see Chapter B16 Reliability, Availability, and Serviceability (RAS) Extension on page 431. The
minimum RAS Extension is mandatory in an Armv8.1-M implementation.

Applies to an implementation of the architecture Armv8.1-M onward.
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A1.4 Armv8-M variants

Each of the following extensions lists all of the features that are required to be present in an implementation for it
to be compliant with the architecture.

For example, an implementation that includes DIT, Data Independent Timing, must include:

* The Main Extension.

* FPCXT.

* LOB.

o (PXN).

* A minimal implementation of RAS.

All of the optional features described list all of the requirements of that feature.

Applies to an implementation of the architecture Armv8.1-M onward.

The Armv8-M architecture has the following optional extensions, which are abbreviated as follows:
Applies to an implementation of the architecture Armv8.0-M onward.

CDE - The Custom Datapath Extension

The Custom Datapath Extension is an OPTIONAL feature available from the Armv8-M architecture. An implemen-
tation that includes the Custom Datapath Extension must implement all of the features that are required by the
Main Extension (M), and might implement the following OPTIONAL features:

* The features that are provided by the Floating-point Extension (FP).
* The features that are provided by the Armv8.1 M-Profile Vector Extension (MVE).

Instructions that operate on the S or D register file require either FP or MVE. Instructions that operate on the Q
register file require MVE.

For more information see B3.37 The Custom Datapath Extension on page 160.

Note

The Custom Datapath Extension can also be referred to as Arm Custom Instructions for Armv8-M.
Applies to an implementation of the architecture Armv8.0-M onward.
DB - The Debug Extension

Note

For details about the individual features that constitute the Debug Extension, see B13.1 Debug feature
overview on page 305.

Applies to an implementation of the architecture Armv8.0-M onward.

DIT - Data Independent Timing
A PE that implements the DIT Extension includes:

* The features that are provided by the Main Extension (M).

¢ FPCXT access instructions.

* Low Overhead loops and Branch future (LOB).

* Privileged execute-ever (PXN).

 Reliability, Availability, and Serviceability Extension (RAS).

Applies to an implementation of the architecture Armv8.1-M onward.
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DSP - The Digital Signal Processing Extension.

A PE that implements the DSP Extension must implement the Main Extension (M).

Applies to an implementation of the architecture Armv8.0-M onward.
DSPDE - The DSP Debug Extension
A PE that implements the DSP Debug Extension includes:

* The features that are provided by the Main Extension (M).

e FPCXT access instructions.

* Low Overhead loops and Branch future (LOB).

* Privileged execute-never (PXN).

* Reliability, Availability, and Serviceability Extension (RAS).
* Data Independent Timing (DIT).

e The Debug Extension (DB).

Applies to an implementation of the architecture Armv8.1-M onward.

FP - The Floating-point Extension

A PE that implements the Floating-point Extension must implement the Main Extension (M).

The Floating-point Extension supports either single-precision floating-point instructions or both single-precision

and double-precision floating-point instructions.
Applies to an implementation of the architecture Armv8.0-M onward.

FPCXT - FPCXT access instructions
A PE that implements the FPCXT access includes:

 The features that are provided by the Main Extension (M).
 Data Independent Timing (DIT).

* Low Overhead loops and Branch future (LOB).

* Privileged execute-never (PXN).

 Reliability, Availability, and Serviceability Extension (RAS).

Applies to an implementation of the architecture Armv8.1-M onward.
HP - Half-precision floating-point instructions
A PE that implements the HP Extension includes:

 The features that are provided by the Main Extension (M).

* Low Overhead loops and Branch future (LOB).

* The Floating-point Extension (FP).

 Reliability, Availability, and Serviceability Extension (RAS).

Applies to an implementation of the architecture Armv8.1-M onward.
LOB - Low Overhead loops and Branch future
A PE that implements the LOB Extension includes:

* The features that are provided by the Main Extension (M).

* Data Independent Timing (DIT).

¢ FPCXT access instructions.

* Privileged execute-never (PXN).

 Reliability, Availability, and Serviceability Extension (RAS).

Applies to an implementation of the architecture Armv8.1-M onward.
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M - The Main Extension
A PE that implements the Main Extension implements the System Timer Extension.
Note

* A PE with the Main Extension is also referred to as a Mainline implementation.

* A PE without the Main Extension is also referred to as a Baseline implementation. A Baseline im-
plementation has a subset of the instructions, registers, and features, of a Mainline implementation.

* Armv7-M compatibility requires the Main Extension.

* Armv6-M compatibility is provided by all Armv8-M implementations.

Applies to an implementation of the architecture Armv8.0-M onward.
A PE that is compliant with the Armv8.1-M architecture implements the Main Extension.
Applies to an implementation of the architecture Armv8.1-M onward.
MPU - The Memory Protection Unit Extension
Applies to an implementation of the architecture Armv8.0-M onward.
MVE - M-Profile Vector Extension
Note
The Armv8-M MVE can also be referred to as Arm Helium™ for Armv8-M.

This extension provides operations on various SIMD data types.
It consists of MVE-I (integer) and MVE-F (floating-point).
A PE that implements MVE-F includes:

* Half-precision floating-point instructions (HP).
* The Floating-point Extension (FP).
* MVE-L

A PE that implements MVE-I includes:

* The features that are provided by the Main Extension (M).

* Data Independent Timing (DIT).

¢ (FPCXT) access instructions.

* Low Overhead loops and Branch future (LOB).

¢ Privileged execute-never (PXN).

 Reliability, Availability, and Serviceability Extension (RAS).
* The DSP Extension (DSP).
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Double-precision
floating-point

A 4
Half-precison +

single-precision
floating-point

Main

MVE-F Extension

PXN
FPCXT

Applies to an implementation of the architecture Armv8.1-M onward.
PACBTI - Pointer Authentication and Branch Target Identification Extension

A PE that implements the PACBTI Extension requires the basic functionality of the Armv8.1-M architecture
which includes at least the following extensions:

* The features that are provided by the Main Extension (M).

¢ Data Independent Timing (DIT).

* FPCXT access instructions.

* Low Overhead loops and Branch future (LOB).

¢ Privileged execute-never (PXN).

* Reliability, Availability, and Serviceability Extension (RAS).

The PACBTI Extension is OPTIONAL for ArmvS8.1-M.
Applies to an implementation of the architecture Armv8.1-M onward.
PMU - Performance Monitoring Unit

A PE that implements the PMU Extension includes:

* The features that are provided by the Main Extension (M).

* Data Independent Timing (DIT).

¢ FPCXT access instructions.

* Low Overhead loops and Branch future (LOB).

* Privileged execute-never (PXN).

 Reliability, Availability, and Serviceability Extension (RAS).

Some events that are counted by the PMU require additional extensions.

Applies to an implementation of the architecture Armv8.1-M onward.
PXN - Privileged execute-never
A PE that implements the PXN Extension includes:

* The features that are provided by the Main Extension (M).
 Data Independent Timing (DIT).

* FPCXT access instructions.

* Low Overhead loops and Branch future (LOB).
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* Reliability, Availability, and Serviceability Extension (RAS).
Applies to an implementation of the architecture Armv8.1-M onward.
RAS - Reliability, Serviceability, and Availability
A PE that implements the RAS Extension includes:

* The features that are provided by the Main Extension (M).
 Data Independent Timing (DIT).

* FPCXT access instructions.

* Low Overhead loops and Branch future (LOB).

* Privileged execute-never (PXN).

* Reliability, Availability, and Serviceability Extension (RAS).

The minimum RAS Extension is mandatory in an Armv8.1-M implementation.
Applies to an implementation of the architecture Armv8.1-M onward.
S - The Security Extension
Note
The Armv8-M Security Extension can also be referred to as Arm TrustZone for Armv8-M.
Applies to an implementation of the architecture Armv8.0-M onward.
ST - The System Timer Extension
Applies to an implementation of the architecture Armv8.0-M onward.
UDE - Unprivileged Debug Extension
A PE that includes the Unprivileged Debug Extension includes:

* The features that are provided by the Main Extension (M).
 Data Independent Timing (DIT).

* FPCXT access instructions.

* Low Overhead loops and Branch future (LOB).

* Privileged execute-never (PXN).

* Reliability, Availability, and Serviceability Extension (RAS).
* The Debug Extension (DB).

e The Memory Protection Unit (MPU).

The Unprivileged Debug Extension is optional in an Armv8.1-M implementation.

Applies to an implementation of the architecture Armv8.1-M onward.

A line below each rule or information statement indicates the architecture version, the extensions that are required
for the rule or information statement to apply, and any other notes. Some extensions depend on the implementation
of other extensions, for example FP.

Applies to an implementation of the architecture Armv8.1-M onward.

A1.4.1 Features of Armv8.1-M

The following new features are introduced by Armv8.1-M:

* Registers:

— DSCEMCR.
ERRADDRn.
ERRADDR2n.
ERRCTRLn.
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ERRDEVID.
ERRFRn.
— ERRGSRn.
— ERRIIDR.
— ERRMISCOn.
— ERRMISClIn.
— ERRMISC2n.
— ERRMISC3n.
— ERRMISC4n.
— ERRMISC5n.
— ERRMISCé6n.
— ERRMISCT7n.
— ERRSTATUSn.
— FPCXT (payload).
— LO_BRANCH_INFO (cache).
- PAC_KEY_P_0.
- PAC_KEY_P_1.
- PAC_KEY_P_2.
- PAC_KEY_P_3.
- PAC_KEY_U_O0.
- PAC_KEY_U_I.
- PAC_KEY_U_2.
- PAC_KEY_U_3.
— PMU_AUTHSTATUS.
— PMU_CCFILTR.
- PMU_CCNTR.
— PMU_CIDRO.
- PMU_CIDRI.
— PMU_CIDR2.
— PMU_CIDR3.
— PMU_CNTENCLR.
— PMU_CNTENSET.
- PMU_CTRL.
- PMU_DEVARCH.
- PMU_DEVTYPE.
- PMU_EVCNTRn.
- PMU_EVTYPERn.
— PMU_INTENCLR.
— PMU_INTENSET.
— PMU_OVSCLR.
- PMU_OVSSET.
— PMU_PIDRO.
- PMU_PIDRI.
— PMU_PIDR2.
— PMU_PIDR3.
— PMU_PIDRA4.
- PMU_SWINC.
PMU_TYPE.
- RFSR.
— VPR.
¢ MVE instructions:
— The individual instructions are listed in Chapter C2, Instruction Specification.
* PACBTI instructions:
- AUT.
— AUTG.
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- BTI.
— BXAUT.
- PAC.
— PACBTI.
- PACG.
* The following instructions are also modified by PACBTI:
— BFX, BFLX.
— BLX, BLXNS.
- BX, BXNS.
- 1LDM, LDMIA, LDMEFED.
- LDMDB, LDMEA.
— ILDR (immediate).
- LDR (literal).
— LDR (register).
- MRS.
- MSR.
- SG.
» Exception model:
— New entry to the Stack frame, VPR.
— Handling of partially executed MVE instructions.

The following Armv8.0-M features are changed by the introduction of the Armv8.1-M architecture:
* The modified registers are:

— AIRCR.

- BFSR.

- CCR.

— CONTROL.

— CPACR.

- CPPWR.

— DAUTHCTRL.
— DAUTHSTATUS.
— DHCSR.

— DCRSR.

— DFSR.

— DWT_CYCCNT.
- EPSR.

- FPCAR.

- FPCCR.

- FPDSCR.

— FPSCR.

— ICSR.

- ID_DFRO.

— ID_ISARO.

— ID_ISARS.

— ID_PFRO.

- ID_PFRI.

- MPU_RLAR.

— MPU_RLAR_An.
— MVEFRO.

- MVFRI.

- MVFR2.

— NSACR.

— RETPSR (payload).
- XPSR.
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In addition, the restrictions on access to a number of registers is relaxed to allow a debugger to write to the
register when the PE is not in Debug state.

* The Armv8.0-M Floating-point Extension is extended to include half-precision floating-point instructions.
These half-precision floating-point instructions are a mandatory part of the Floating-point Extension. These
instructions are:

— VABS.

— VADD.

- VCMPE.

- VCMP.

— VCVT (between floating-point and fixed-point).
— VCVT (floating-point to integer).
— VCVT (integer to floating-point).
— VCVTA.

- VCVTM.

— VCVTN.

- VCVTP.

- VCVTR.

- VDIV.

- VFMA.

- VEFMS.

— VEFNMA.

— VFNMS.

— VLDR.

— VMAXNM.

— VMINNM.

— VMLA.

- VMLS.

— VMOV (immediate).
- VMUL.

— VNEG.

— VNMLA.

— VNMLS.

— VNMUL.

— VRINTA.

— VRINTM.

— VRINTN.

— VRINTP.

— VRINTR.

— VRINTX.

— VRINTZ.

— VSEL.

— VSQORT.

- VSTR.

- VSUB.

¢ Other modified instructions are:

- MOV (register).

— ORR (register).

- SG.

— VMOV (half of doubleword register to single general-purpose register)
is an alias of VMOV (vector lane to general-purpose register).

— VMOV (single general-purpose register to half of doubleword register)
is an alias of VMOV (general-purpose register to vector lane).

- VMRS.
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- VMSR.

Applies to an implementation of the architecture Armv8.1-M onward.
/ I )

A1.4.2 Interaction between MVE and the Floating-point Extension in Armv8.1-M

The following architecture features are present in an Armv8.1-M implementation if either or both of MVE and the
Floating-point Extension are implemented:

* Registers:

— S0-S31.
CONTROL.{FPCA, SFPA}.
FPCCR.

FPCAR.

— FPSCR.

MVFRI.

* New and updated instructions:

- VMOV (register).

— VINS.

- VMOVX.

— VMOV (between general-purpose register and half-precision register).

— VMOV (between general-purpose registers and single-precision register).

- VMOV (between two general-purpose register and a doubleword register).

— VMOV (between two general-purpose registers and two single-precision
registers).

- VMSR, VMRS.

- VLDM, VSTM, VPUSH, VPOP.

— VSTR, VLDR.

- VLSTM, VLLDM.

» Exception model:
— Lazy and non-lazy stacking of the Floating-point context.

— Faults that are related to the handling of state in the Floating-point Extension register file, including their
corresponding fault status register fields, which are:

% NOCP UsageFault.
* MLSPERR MemManage Fault.

* LSPERR BusFault.

* LSERR SecureFault, if the Security Extension is implemented.

# LSPERR Secure Fault, if the Security Extension is implemented.

A1.4.3 Debug in Armv8.1-M

The restrictions on access to a number of registers is relaxed to allow a debugger to write to the register when the
PE is not in Debug state.

Applies to an implementation of the architecture Armv8.1-M onward.
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This chapter specifies the Armv8-M reset rules. It contains the following section:

B1.1 Resets, Cold reset, and Warm reset on page 65.
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B1.1 Resets, Cold reset, and Warm reset
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There are two resets:

¢ Cold reset.
e Warm reset.

Applies to an implementation of the architecture Armv8.0-M onward.

It is not possible to have a Cold reset without also having a Warm reset.

Applies to an implementation of the architecture Armv8.0-M onward.

On a Cold reset, registers that have a defined reset value contain that value.

Applies to an implementation of the architecture Armv8.0-M onward.

On a Warm reset, some debug register control fields that have a defined reset value remain unchanged, but otherwise
all registers that have a defined reset value contain that value.

Applies to an implementation of the architecture Armv8.0-M onward.

On a Warm reset, the PE performs the actions that are described by the TakeReset () pseudocode.

Applies to an implementation of the architecture Armv8.0-M onward.
AIRCR.SYSRESETREQ is used to request a Warm reset.

Applies to an implementation of the architecture Armv8.0-M onward.

For AIRCR.SYSRESETREQ), the architecture does not guarantee that the reset takes place immediately.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:

Chapter B13 Debug on page 304.
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This chapter specifies the Armv8-M power management rules. It contains the following section:
B2.1 Power management on page 67.

B2.2 Sleep on exit on page 70.
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B2.1 Power management

Incyr The following instructions and pseudocode functions hint to the PE hardware that it can suspend execution and
enter a low-power state:

* WaitForEvent ().
* WaitForInterrupt ().
* SleepOnExit ().

Applies to an implementation of the architecture Armv8.0-M onward.

B2.1.1 The Wait for Event (WFE) instruction

Rpemu When a WFE instruction is executed, if the state of the Event register is clear, the PE can suspend execution and
enter a low-power state.

Applies to an implementation of the architecture Armv8.0-M onward.

Rupxv When a WFE instruction is executed, if the state of the Event register is set, the instruction clears the register and
completes immediately.

Applies to an implementation of the architecture Armv8.0-M onward.

Rkonp If the PE enters a low-power state on a WFE instruction, it remains in that low-power state until it receives a WFE
wakeup event. When the PE recognizes a WFE wakeup event, the WFE instruction completes. The following are
WFE wakeup events:

¢ The execution of a SEV instruction by any PE.

* When SCR.SEVONPEND is 1, any exception entering the pending state.

* Any exception at a priority that would preempt the current execution priority, taking into account any active
exceptions and including the effects of any software-controlled priority boosting by AIRCR.PRIS == 1 and
PRIMASK, FAULTMASK, or BASEPRI.

* If debug is enabled, a debug event.

. Any IMPLEMENTATION DEFINED event.

Applies to an implementation of the architecture Armv8.0-M onward.

Ryroc The Armv8-M architecture does not define the exact nature of the low-power state that is entered on an instruction,
except that it does not cause a loss of memory coherency.

Applies to an implementation of the architecture Armv8.0-M onward.

Irzgz Arm recommends that software always uses the instruction in a loop.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:
B3.13 Priority model on page 96.
WaitForEvent ().

SendEvent ().

B2.1.2 The Event register

Irpzm The Event register is a single-bit register for each PE in the system.

Applies to an implementation of the architecture Armv8.0-M onward.
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The Event register for a PE is set by any of the following:

* Any WFE wakeup event.
» Exception entry.
» Exception return.

Applies to an implementation of the architecture Armv8.0-M onward.

When the Event register is set, it is an indication that an event has occurred since the register was last cleared, and
that the event might require some action by the PE.

Applies to an implementation of the architecture Armv8.0-M onward.

A reset clears the Event register.

Applies to an implementation of the architecture Armv8.0-M onward.

The execution of a WFE instruction will clear the Event Register.

Applies to an implementation of the architecture Armv8.0-M onward.

Software cannot read, and cannot write to, the Event register directly.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:
SetEventRegister ()
ClearEventRegister ()

EventRegistered()

B2.1.3 The Wait for Interrupt (WFI) instruction

Ryrma

IWCBD

IPDKN

DDI0553B.q
ID30092021

When a WFI instruction is executed, the PE can suspend execution and enter a low-power state. If it does, it
remains in that state until it receives a WFI wakeup event. When the PE recognizes a Wr'I wakeup event, the WF I
instruction completes. The following are Wr I wakeup events:

* A reset.

* Any asynchronous exception at a priority that, ignoring the effect of PRIMASK (so that behavior is as if
PRIMASK is 0), would preempt any currently active exceptions.

* An IMPLEMENTATION DEFINED WFI wakeup event.

* If debug is enabled, a debug event.

Applies to an implementation of the architecture Armv8.0-M onward.

A debug event will be a wakeup event if either:

» Halting Debug is permitted for the current Security state of the PE and the PE is required to enter Debug
state.

* A DebugMonitor exception is asserted and the exception has sufficient priority to preempt the current priority
of the PE.

Setting DEMCR.MON_PEND to one will not cause a wakeup event.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - DB. Note, DebugMonitor

exceptions require M.

An unprivileged debug event will be a wakeup event if unprivileged debug is permitted for the current Security
state and privilege mode of the PE. If unprivileged debug is not enabled the event will be pended and taken when
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unprivileged debug is permitted.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - DB && UDE.

Icenn Arm recommends that software always uses the WF I instruction in a loop.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:
B3.13 Priority model on page 96.
Chapter B13 Debug on page 304

WaitForInterrupt ()
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B2.2 Sleep on exit
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It is IMPLEMENTATION DEFINED whether the S1eepOnExit () function causes the PE to enter a low-power
state during the return from the only active exception and the PE returns to Thread mode.

Applies to an implementation of the architecture Armv8.0-M onward.

The PE enters a low-power state on return from an exception when all the following are true:

* EXC_RETURN.Mode == 1.
* SCR.SLEEPONEXIT == 1.

Applies to an implementation of the architecture Armv8.0-M onward.

If the sleep-on-exit function is enabled, it is IMPLEMENTATION DEFINED at which point in the exception return
process the PE enters a low-power state.

Applies to an implementation of the architecture Armv8.0-M onward.

The wakeup events for the sleep-on-exit function are identical to the WrI instruction wakeup events.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:
B3.13 Priority model on page 96.
SleepOnExit ()

B3.22 Exception return on page 122.
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This chapter specifies the Armv8-M programmers’ model architecture rules. It contains the following sections:

B3.1 PE modes, Thread mode and Handler mode on page 73.

B3.2 Privileged and unprivileged execution on page 74.

B3.3 Registers on page 75.

B3.4 Special-purpose CONTROL register on page 77.

B3.5 XPSR, APSR, IPSR, and EPSR on page 78.

B3.6 Security states: Secure state, and Non-secure state on page 80.
B3.7 Security states and register banking between Security states on page 81.
B3.8 Stack pointer on page 82.

B3.9 Exception numbers and exception priority numbers on page 84.
B3.10 Exception enable, pending, and active bits on page 87.

B3.11 Security states, exception banking on page 89.

B3.12 Faults on page 91.

B3.13 Priority model on page 96.

B3.14 Secure address protection on page 100.

B3.15 Security state transitions on page 101.

B3.16 Function calls from Secure state to Non-secure state on page 103.

B3.17 Function returns from Non-secure state on page 104.
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B3.18 Exception handling on page 106.

B3.19 Exception entry, context stacking on page 108.

B3.20 Exception entry, register clearing after context stacking on page 117.

B3.21 Stack limit checks on page 118.
B3.22 Exception return on page 122.
B3.23 Integrity signature on page 126.
B3.24 Exceptions during exception entry on page 127.
B3.25 Exceptions during exception return on page 129.
B3.26 Tail-chaining on page 130.
B3.27 Exceptions, instruction resume, or instruction restart on page 133.
B3.28 Low overhead loops on page 137.
B3.29 Branch future on page 141.
Applies to an implementation of the architecture Armv8.1-M onward.
B3.30 Vector tables on page 143.

B3.31 Hardware-controlled priority escalation to HardFault on page 145.

B3.32 Special-purpose mask registers, PRIMASK, BASEPRI, FAULTMASK, for configurable priority boosting on

page 146.

B3.33 Lockup on page 148.

B3.34 Data independent timing on page 154.
Applies to an implementation of the architecture Armv8.1-M onward.
B3.35 Context Synchronization Event on page 157.

B3.36 Coprocessor support on page 158.

B3.37 The Custom Datapath Extension on page 160.
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B3.1 PE modes, Thread mode and Handler mode

Renms There are two PE modes:

¢ Thread mode.
¢ Handler mode.

Applies to an implementation of the architecture Armv8.0-M onward.

Irpyr A common usage model for the PE modes is:

* Thread mode: Applications.
* Handler mode: OS kernel and associated functions, that manage system resources.

Applies to an implementation of the architecture Armv8.0-M onward.

Rrexe The PE handles all exceptions in Handler mode.

Applies to an implementation of the architecture Armv8.0-M onward.

Remop Thread mode is selected on reset.
Applies to an implementation of the architecture Armv8.0-M onward.
See also:
B3.2 Privileged and unprivileged execution on page 74.
B3.5.1 Interrupt Program Status Register (IPSR) on page 78.

B3.6 Security states: Secure state, and Non-secure state on page 80.
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B3.2 Privileged and unprivileged execution

Ryuvrk Thread mode
Execution can be privileged or unprivileged.
Handler mode
Execution is always privileged.

Applies to an implementation of the architecture Armv8.0-M onward.

Ivcru CONTROL.nPRIV determines whether execution in Thread mode is unprivileged.

Applies to an implementation of the architecture Armv8.0-M onward.

Rspor In a PE without the Main Extension, it is IMPLEMENTATION DEFINED whether CONTROL.nPRIV can be set to 1.

Applies to an implementation of the architecture Armv8.0-M onward.

Rissw Execution privilege can determine whether a resource is accessible.

Applies to an implementation of the architecture Armv8.0-M onward.

Iensc Privileged execution typically has access to more resources than unprivileged execution.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:

B3.1 PE modes, Thread mode and Handler mode on page 73.
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B3.3 Registers

Rgest There are the following types of registers:
General-purpose registers, all 32-bit:

¢ RO-R12 (Rn).
* R13. This is the stack pointer (SP).
* R14. This is the Link Register (LR).

Program Counter, 32-bit:

* R15 is the Program Counter (PC).
Special-purpose registers:

* Mask Registers:

— 1-bit exception mask register, PRIMASK.
— 8-bit base priority mask register, BASEPRI.
— 1-bit fault mask register, FAULTMASK.

* A CONTROL register which is:

— 2-bit when the Floating-point Extension, MVE, the Security Extension, and the PACBTI Extension are
all not implemented.

— 3-bit when either the Floating-point Extension or MVE are implemented, but the Security Extension,
and the PACBTI Extension are not implemented.

— 4-bit when both the Security Extension and at least one of Floating-point Extension or MVE are
implemented, but the PACBTI Extension is not implemented.

— 8-bit when the PACBTI Extension is implemented.

* Two 32-bit stack pointer limit registers, MSPLIM and PSPLIM, if the Main Extension is not implemented
the Non-secure versions of these registers are RAZ/WI.

* A combined 32-bit Program Status Register (XPSR), comprising:

— Application Program Status Register (APSR).
— Interrupt Program Status Register (IPSR).
— Execution Program Status Register (EPSR).

Memory-mapped registers:
All other registers.

Applies to an implementation of the architecture Armv8.0-M onward. Note, Armv8.1-M is required for MVE and PACBTI.

Icowy A 32-bit combined exception return Program Status Register, RETPSR, contains a payload of the saved state
derived from the XPSR.

Applies to an implementation of the architecture Armv8.0-M onward.

Ipuve Extensions might add more registers to the base register set.

Applies to an implementation of the architecture Armv8.0-M onward.

Ipixr SP refers to the active stack pointer, the Main stack pointer or the Process stack pointer.

Applies to an implementation of the architecture Armv8.0-M onward.

Rprrr If the Main Extension is implemented, the LR is set to OxFFFFFFFF on Warm reset.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.
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If the Main Extension is not implemented, the LR becomes UNKNOWN on a Warm reset.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - IM.

The PC is loaded with the reset handler start address on Warm reset.

Applies to an implementation of the architecture Armv8.0-M onward.

The PC contains the instruction address of the instruction currently being executed. If an instruction reads the
value of the PC, the value returned will increase by 4.

Applies to an implementation of the architecture Armv8.0-M onward.

Except for writes to the CONTROL register, any change to a special-purpose register by a CPS or MSR instruction
is guaranteed:

* Not to affect that CPS or MSR instruction, or any instruction preceding it in program order.
* To be visible to all instructions that appear in program order after the CP S or MSR.

Applies to an implementation of the architecture Armv8.0-M onward.
All unallocated or reserved values of fields with allocated values within the memory-mapped registers that are

described in this reference manual behave, unless otherwise stated in the register description, in one of the following
ways:

* The encoding maps onto any of the allocated values, but otherwise does not cause CONSTRAINED UNPRE-
DICTABLE behavior.

* The encoding causes effects that could be achieved by a combination of more than one of the allocated
encodings.

* The encoding causes the field to have no functional effect.

Applies to an implementation of the architecture Armv8.0-M onward.

Reads of registers described as write-only (WO) behave as RESO.

Applies to an implementation of the architecture Armv8.0-M onward.

Writes to a register described as read-only (RO) do not cause modification of the read-only register.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:
Chapter B8 The System Address Map on page 272.

B3.32 Special-purpose mask registers, PRIMASK, BASEPRI, FAULTMASK, for configurable priority boosting on
page 146.

B3.4 Special-purpose CONTROL register on page 77.
B3.21 Stack limit checks on page 118.

B3.5 XPSR, APSR, IPSR, and EPSR on page 78.

B1.1 Resets, Cold reset, and Warm reset on page 65.

Part D Register and Payload Specification.
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MRS and MSR instructions can be used to access the CONTROL register.

Applies to an implementation of the architecture Armv8.0-M onward.

Privileged execution can write to the CONTROL register. The PE ignores unprivileged writes to the CONTROL
register. All reads of the CONTROL register, regardless of privilege, are allowed.

Applies to an implementation of the architecture Armv8.0-M onward.

The architecture requires a Context synchronization event to guarantee visibility of a change to the CONTROL
register.

Applies to an implementation of the architecture Armv8.0-M onward.

The PE automatically updates CONTROL.SPSEL on exception entry and exception return.

Applies to an implementation of the architecture Armv8.0-M onward.

CONTROL.SPSEL selects the stack pointer when the PE is in Thread mode.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:
B3.35 Context Synchronization Event on page 157.
CONTROL, Control Register.
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B3.5 XPSR, APSR, IPSR, and EPSR

Rzrun The APSR, IPSR, and EPSR combine to form one register, the XPSR:
31 30 29 28 27 26 25 24 23 21 20 19 16 15 10 9 8 0

_

APSR|N|z|c|v]|0Q GE[3:0]

XPSR IPSR 0 or Exception Number
IciT i

EPSR et T B ICI/IT/ECI

N—
Lt

T Reserved if the DSP Extension is not implemented
™ Reserved if the Main Extension is not implemented. ECI requires implementing the MVE Extension.
1B requires implementing the PACBTI Extension.

All unused bits in any of the APSR, IPSR, or EPSR, or any unused bits in the combined XPSR, are reserved.

Applies to an implementation of the architecture Armv8.0-M onward. Note, ECI functionality only available in an Armv8.1-M
implementation.

Rxere The MRS and MSR instructions recognize the following mnemonics for accessing the APSR, IPSR or EPSR, or a
combination of them:

Mnemonic Registers accessed

APSR APSR
IPSR IPSR
EPSR EPSR
IAPSR IPSR and APSR
EAPSR EPSR and APSR
IEPSR IPSR and EPSR
XPSR APSR, IPSR, and EPSR
Applies to an implementation of the architecture Armv8.0-M onward.
Ryrrr Arm deprecates using MSR AP SR without a _<bit s> qualifier as an alias for MSR APSR-_nzcvq.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:
B3.3 Registers on page 75.
APSR, Application Program Status Register.
B3.5.1 Interrupt Program Status Register (IPSR) .
B3.5.2 Execution Program Status Register (EPSR) on page 79.

B3.5.1 Interrupt Program Status Register (IPSR)
Rpres ‘When the PE is in Thread mode, the IPSR value is zero.
When the PE is in Handler mode:

* In the case of a taken exception, the IPSR holds the exception number of the exception being handled.
* When there has been a function call from Secure state to Non-secure state, the IPSR has the value of 1.
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The PE updates the IPSR on exception entry and return.

Applies to an implementation of the architecture Armv8.0-M onward. Note, Secure state requires S.

The PE ignores writes to the IPSR by MSR instructions.

Applies to an implementation of the architecture Armv8.0-M onward.

If DCRDR is used to change the value of IPSR, then the value of IPSR becomes UNKNOWN. If DCRDR attempts
to set IPSR to an illegal value, then the UNKNOWN value is set to one of the known legal values.

Applies to an implementation of the architecture Armv8.0-M only. The extension requirements are - Halting debug.

Writes to IPSR using the DCRDR and DCRSR mechanism are ignored.

Applies to an implementation of the architecture Armv8.1-M onward. The extension requirements are - Halting debug.

See also:

B3.5 XPSR, APSR, IPSR, and EPSR on page 78.

B3.16 Function calls from Secure state to Non-secure state on page 103.
IPSR, Interrupt Program Status Register

BX, BXNS

Execution Program Status Register (EPSR)

A reset sets EPSR.T to the value of bit[0] of the reset vector.

Applies to an implementation of the architecture Armv8.0-M onward.

When EPSR.T is:
0: Any attempt to execute any instruction generates:

* An INVSTATE UsageFault, in a PE with the Main Extension.
e A HardFault, in a PE without the Main Extension.

1: The Instruction set state is T32 state and all instructions are decoded as T32 instructions.

Applies to an implementation of the architecture Armv8.0-M onward. Note, UsageFault requires M.

The intent is that the Instruction set state is always T32 state.
Applies to an implementation of the architecture Armv8.0-M onward.

All EPSR fields read as zero using an MRS instruction. The PE ignores writes to the EPSR by an MSR instruction.

Applies to an implementation of the architecture Armv8.0-M onward.

See also:
B3.5 XPSR, APSR, IPSR, and EPSR on page 78.
B3.5.2 Execution Program Status Register (EPSR) .
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B3.6 Security states: Secure state, and Non-secure state

Ryugrkr A PE with the Security Extension has two Security states:

¢ Secure state.
— Secure Thread mode.
— Secure Handler mode.
¢ Non-secure state.
— Non-secure Thread mode.
— Non-secure Handler mode.

Non-secure state Secure state
Thread mode Thread mode
Handler mode Handler mode

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

Rpger If the Security Extension is implemented, memory areas and other critical resources that are marked as secure can
only be accessed when the PE is executing in Secure state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

Ruwrv A PE with the Security Extension resets into Secure state on both of the Armv8-M resets, Cold reset and Warm
reset.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

Rprcu A PE without the Security Extension resets into Non-secure state on both of the Armv8-M resets, Cold reset and
Warm reset.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - !S.

See also:

B3.1 PE modes, Thread mode and Handler mode on page 73.

B3.2 Privileged and unprivileged execution on page 74.

B3.7 Security states and register banking between Security states on page 81.
B3.11 Security states, exception banking on page 89.

B3.15 Security state transitions on page 101.

Chapter B5 Vector Extension on page 180.

Applies to an implementation of the architecture Armv8.1-M onward.
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B3.7 Security states and register banking between Security states

Imcro In a PE with the Security Extension, some registers are banked between the Security states. When a register is

banked in this way, there is a distinct instance of the register in Secure state and another distinct instance of the
register in Non-secure state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
Reupx In a PE with the Security Extension:
* The general-purpose registers that are banked are:
— R13. This is the stack pointer (SP).
* The special-purpose registers that are banked are:

— The Mask registers, PRIMASK, BASEPRI, and FAULTMASK.
— Some bits in the CONTROL register.
— The Main and Process stack pointer Limit registers, MSPLIM and PSPLIM.

» All registers in the System Control Space (SCS) have a Non-secure alias which is only accessible from
Secure state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

Icewr For MRS and MSR (register) instructions, SYSm[7] in the instruction encoding specifies whether the Secure
or the Non-secure instance of a Banked register is accessed:
Access from SYSm|[7]
0 1
Secure state Secure instance Non-secure instance

Non-secure state  Non-secure instance RAZ/WI

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

RyzxL This specification uses the following naming convention to identify a Banked register:

* <register name>_S: The Secure instance of the register.
» <register name>_NS: The Non-secure instance of the register.
» <register name>: The instance that is associated with the current Security state.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

See also:

B3.3 Registers on page 75.

B3.6 Security states: Secure state, and Non-secure state on page 80.
B3.8 Stack pointer on page 82.

B8.3 The System Control Space (SCS) on page 276.
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B3.8 Stack pointer
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In a PE with the Security Extension, four stacks and four stack pointer registers are implemented:

Stack Stack pointer register

Secure Main MSP_S
Process PSP_S

Non-secure  Main MSP_NS
Process PSP_NS

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

In a PE without the Security Extension, two stacks and two stack pointer registers are implemented:

Stack Stack pointer register
Main MSP
Process | PSP

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - !S.

On exception return the Armv8-M architecture only supports doubleword aligned stack pointers.

Applies to an implementation of the architecture Armv8.0-M onward.

If, on exception return, the stack pointers are not doubleword aligned, the CONSTRAINED UNPREDICTABLE
behavior is either:

* Treating the stack pointer as the actual value.
* Treating the stack pointer as if it were aligned.

Applies to an implementation of the architecture Armv8.0-M onward.

In Handler mode, the PE uses the main stack.

Applies to an implementation of the architecture Armv8.0-M onward.

In Thread mode, CONTROL.SPSEL determines whether the PE uses the main or process stack.

Applies to an implementation of the architecture Armv8.0-M onward.

In a PE without the Security Extension, MSP is selected and initialized on reset.
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - !S.
In a PE with the Security Extension, the Secure main stack, MSP_S, is selected and initialized on reset.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

On Warm reset, the selected Stack Pointer either the MSP or MSP_S, is set to the value contained in the Vector
table, as described in TakeReset ().

Applies to an implementation of the architecture Armv8.0-M onward. Note, S is required for MSP_S.

Bits [1:0] of the MSP or PSP, in either Security state, are RESOH, so that all stack pointers are always guaranteed to
be word-aligned.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

Where an instruction states that the SP is UNPREDICTABLE and SP is used:

e The value that is read or written from or to the SP is UNKNOWN.
¢ The instruction is permitted to be treated as UNDEFINED.
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* If the SP is being written, it is UNKNOWN whether a stack limit check is applied.

Applies to an implementation of the architecture Armv8.0-M onward.

Ryxaom After the successful completion of an exception entry stacking operation, the stack pointer of the stack pushed
because of the exception entry is doubleword-aligned.

Applies to an implementation of the architecture Armv8.0-M onward.

Ipuro Arm recommends that the Secure stacks be located in Secure memory.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.

See also:

B3.6 Security states: Secure state, and Non-secure state on page 80.
B3.1 PE modes, Thread mode and Handler mode on page 73.
B3.19 Exception entry, context stacking on page 108.

B3.30 Vector tables on page 143.

B3.3 Registers on page 75.

B3.21 Stack limit checks on page 118.
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B3.9 Exception numbers and exception priority numbers
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Each exception has an associated exception number and an associated priority number.

Applies to an implementation of the architecture Armv8.0-M onward.

In a PE with the Main Extension, the exceptions, their associated numbers, and their associated priority numbers
are as follows:

Exception Exception Number  Priority Number
Reset 1 -4 (Highest Priority)
Secure HardFault when AIRCR.BFHFNMINS is 1 3 -3

NMI 2 -2

Secure HardFault when AIRCR.BFHFNMINS is 0 3 -1
Non-secure HardFault 3 -1
MemManage fault 4 Configurable
BusFault 5 Configurable
UsageFault 6 Configurable
SecureFault 7 Configurable
Reserved 8-10 -

SVCall 11 Configurable
DebugMonitor 12 Configurable
Reserved 13 -

PendSV 14 Configurable
SysTick 15 Configurable
External Interrupt O 16 Configurable
External interrupt N 16+N Configurable

When AIRCR.BFHFNMINS is 1, faults that target Secure state that are escalated to HardFault are still Secure
HardFaults. That is, the value of AIRCR.BFHFNMINS does not affect faults that target Secure state that are
escalated to HardFaults. This table row applies to such faults.

If the Security Extension is not implemented exception 7 is reserved.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M. Note, S is required
for Secure faults.

In a PE without the Main Extension, the exceptions, their associated numbers, and their associated priority numbers
are as follows:
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Exception Exception Number  Priority Number
Reset 1 -4 (Highest Priority)
Secure HardFault when AIRCR.BFHFNMINS is 1 3 -3

NMI 2 -2

Secure HardFault when AIRCR.BFHFNMINS is 0 3 -1
Non-secure HardFault 3 -1
Reserved 4-10 -

SVCall 11 Configurable
Reserved 12-13 -

PendSV 14 Configurable
SysTick 15 Configurable
External Interrupt O 16 Configurable
External interrupt N 16+N Configurable

When AIRCR.BFHFNMINS is 1, faults that target Secure state that are escalated to HardFault are still Secure
HardFaults. That is, the value of AIRCR.BFHFNMINS does not affect faults that target Secure state that are
escalated to HardFaults. This table row applies to such faults.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - IM. Note, S is required
Jfor Secure faults. ST is required for SysTick fault.

The maximum supported number of external interrupts is 496, regardless of whether the Main Extension is
implemented.

Applies to an implementation of the architecture Armv8.0-M onward.

The architecture permits an implementation to omit external configurable interrupts where no external device is
connected to the corresponding interrupt pin. Where an implementation omits such an interrupt, the corresponding
pending, active, enable, and priority registers are RESO.

Applies to an implementation of the architecture Armv8.0-M onward.

In a PE with the Main Extension, the following exceptions with configurable priority numbers can be configured
with SHPR1- SHPR3 in the System Control Block (SCB):

* MemManage Fault.

* BusFault.

» UsageFault.

 SecureFault (if the Security Extension is implemented).
* SVCall

* DebugMonitor exception.

* PendSV.

» SysTick.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

In a PE without the Main Extension the following exceptions with configurable priority numbers can be configured
with SHPR2 and SHPR3 in the System Control Block (SCB):

* SVCall.
e PendSV.
* SysTick.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - IM.
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Isopn All other configurable exceptions can be configured using the NVIC_IPRn.PRI_<n> register fields.
Applies to an implementation of the architecture Armv8.0-M onward.
Ryrsm Configurable priority numbers start at 0, the highest configurable exception priority number.
Applies to an implementation of the architecture Armv8.0-M onward.
Regecp In a PE with the Main Extension, the number of configurable priority numbers is an IMPLEMENTATION DEFINED
power of two in the range 8-256:
Number of priority Number of Minimum Priority Maximum Priority
bits of SHPRIN.PRI_n configurable Number Number
implemented Priority numbers (highest prioirty) (lowest priority)
3 8 0 0b11100000 =224
4 16 0 0b11110000 =240
5 32 0 0b11111000 =248
6 64 0 0b11111100 =252
7 128 0 0b11111110 =254
8 256 0 0b11111111 =255

All low-order bits of of SHPRIn.PRI_n that are not implemented as priority bits are RESO, as shown in the
maximum priority number column.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - M.

Rewmen In a PE without the Main Extension, the number of configurable priority numbers is 4:
Number of priority Number of Minimum Priority Maximum Priority
bits of SHPRIN.PRI_n configurable Number Number
implemented Priority numbers (highest prioirty) (lowest priority)

2 4 0 0b11000000 =192

SHPRn.PRI_n[5:0] are RESO, as shown in the maximum priority number column.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - IM.

See also:

B3.11 Security states, exception banking on page 89.
B3.12 Faults on page 91.

B3.13 Priority model on page 96.

SHPR1, SHPR2, SHPR3.

NVIC_IPRn.

ExecutionPriority ()
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B3.10 Exception enable, pending, and active bits
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The SHCSR, ICSR, DEMCR, NVIC_IABRn, NVIC_ISPRn contain exception enable, pending, and active fields.
STIR can be used to pend exceptions.

Applies to an implementation of the architecture Armv8.0-M onward.

The following exceptions are always enabled and therefore do not have an exception enable bit:

e HardFault.
« NML

* SVCall.

e PendSV.

Applies to an implementation of the architecture Armv8.0-M onward.

In a PE without the Security Extension:

* Privileged execution can pend interrupts by writing to the NVIC_ISPRn.
* When CCR.USERSETMPEND is 1, unprivileged execution can pend interrupts by writing to the STIR.

Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - !S.

In a PE with the Security Extension:

* The STIR can pend any Secure or Non-secure interrupt, as follows:

Secure state Non-secure state
Privileged Can use STIR to pend Can use STIR to pend
execution any Secure or Non- a Non-secure interrupt.

secure interrupt.
Unprivileged When CCR_S.USERSETMPEND is I, When CCR_NS.USERSETMPEND is 1

execution can use STIR to pend any Secure or can use STIR to pend any
Non-secure interrupt, otherwise Non-secure interrupt, otherwise
when CCR_S.USERSETMPEND is 0  when CCR_NS.USERSETMPEND is 0
a BusFault is generated. a BusFault is generated.

e The STIR_NS can pend a Non-secure interrupt, as follows:

Secure state Non-secure state
Privileged Can use STIR_NS. to pend a RESO
Non-secure interrupt.
Unprivileged When CCR_NS.USERSETMPEND is 1, can use BusFault
STIR_NS to pend a Non-secure interrupt,
otherwise when CCR_NS.USERSETMPEND is 0
a BusFault is generated.

e The NVIC_ISPRn can pend any Secure or Non-secure interrupt, as follows:

Secure state Non-secure state
Privileged Can use NVIC_ISPRn to pend Can use NVIC_ISPRn to pend
execution any Secure or Non-secure a Non-secure interrupt
interrupt
Unprivileged BusFault BusFault

execution

e The NVIC_ISPRn_NS can pend a Non-secure interrupt, as follows:
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Secure state Non-secure state

Privileged Can useNVIC_ISPRn_NS topenda RESO
execution Non-secure interrupt
Unprivileged BusFault BusFault
execution
Applies to an implementation of the architecture Armv8.0-M onward. The extension requirements are - S.
The following table identifies the fault enable, status and active bits:
Fault, Enable Status bit Pending bit Active bit
(SHCSR) and Trap Bits SHCSR, ICSR SHCSR
Secure HardFault HFSR.VECTTBL HARDFAULTPENDED HARDFAULTACT
HFSR.FORCED
HFSR.DEBUGEVT
NMI - PENDNMISET NMIACT
HardFault HFSR.VECTTBL HARDFAULTPENDED HARDFAULTACT
HEFSR.FORCED
HFSR.DEBUGEVT
MemanageFault MMFSR.IACCVIOL MEMFAULTPENDED MEMFAULTACT
MEMFAULTENA MMFSR.DACCVIOL
MMFSR.MUNSTKERR
MMFSR.MSTKERR
MMFSR.MLSPERR
BusFault BFSR.IBUSERR BUSFAULTPENDED BUSFAULTACT
BUSFAULTENA BFSR.PRECISERR
BFSR.IMPRECISERR
BFSR.UNSTKERR
BFSR.STKERR
BFSR.LSPERR
UsageFault UFSR.UNDEFINSTR USGFAULTPENDED USGFAULTACT
UFSR.INVSTATE
UFSR.INVPC
UFSR.NOCP
UFSR.STKOF
CCR.UNALIGN_TRP UFSR.UNALIGNED - -
CCR.DIV_0_TRP UFSR.DIVBYZERO - -
SecureFault SFSR.INVEP SECUREFAULTPENDED SECUREFAULTACT
SECUREFAULTENA SFSR.INVIS
SFSR.INVER
SFSR.AUVIOL
SFSR.INVTRAN
SFSR.LSPERR
SFSR.LSERR
SVCall - SVCALLPENDED SVCALLACT
DebugMonitor - DEMCR.MON_PEND MONITORACT
DEMCR.MON_EN
PendSV - PENDSVSET PENDSVACT
SysTick - PENDSTSET SYSTICKACT
SYST_CSR.ENABLE and
SYST_CSR.TICKINT
External Interrupt - NVIC_ISPRn NVIC_ICPRn NVIC_IABRn
NVIC_ICERn
Applies to an implementation of the architecture Armv8.0-M onward.
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B3.11 Security states, exception banking

Rpgnv

Some exceptions are banked. A banked exception has all the following:

Banked enabled, pending, and active bits.
A banked SHPRn.PRI field.

A banked exception vector.

A state relevant handler.

Exception Banked
Reset No
HardFault Yes (conditionally)
NMI No
MemManage fault Yes
BusFault No
UsageFault Yes
SecureFault No
SVCall Yes
DebugMonitor No
PendSV Yes
SysTick Yes

External interrupt 0  No

External interrupt N No

MemManage Fault, UsageFault, BusFault and the DebugMonitor exception require the Main Extension to be
implemented. SecureFault requires the Security Extension to be implemented.

The SysTick exception is banked if the Main Extension is implemented. If the Main Extension is not implemented,
it is IMPLEMENTATION DEFINED if the exception is banked or if there is a single instance that has a configurable
target Security state.

Applies to an implementation of the architecture Armv8.0-M onward. Note, some exceptions require M, S, DebugMonitor

exception or ST.

RLNWV
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A banked synchronous exception targets the Security state that it is taken from, except for the following cases:

When accessing a coprocessor that is disabled only by the NSACR, any NOCP UsageFault that is generated
as a res