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Terms and abbreviations

This document uses the following terms and abbreviations.

Term Meaning

Critical data Critical data includes configuration settings and policies that need to be in a valid
state for a device to maintain its security posture during boot and runtime. All
other data is non-critical.

Mutable Changeable with respect to the platform of a system.

Normal world

The Non-secure privilege levels (Non-secure ELO, EL1, and EL2) and resources, for
example memory, registers, and devices, that are not part of the Secure world.

Platform The set of hardware and firmware mechanisms and services that an operating
system and applications can rely on.
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Secure world

levels.
TCG Trusted Computing Group
TPM Trusted Platform Module. A security module that is defined by TCG.

Potential for change

The contents of this specification are subject to change.

Conventions

Typographical conventions

The typographical conventions are:

italic

Introduces special terminology, and denotes citations.
bold

Denotes signal names, and is used for terms in descriptive lists, where appropriate.
monospace

Used for assembler syntax descriptions, pseudocode, and source code examples.

Also used in the main text for instruction mnemonics and for references to other items
appearing in assembler syntax descriptions, pseudocode, and source code examples.

SMALL CAPITALS

Used for some common terms such as IMPLEMENTATION DEFINED.

Also used for a few terms that have specific technical meanings, and are included in the
Glossary.

Red text
Indicates an open issue.
Blue text
Indicates a link, which can be:
e A cross-reference to another location within the document.

¢ A URL, for example http://infocenter.arm.com.

Numbers

Numbers are normally written in decimal. Binary numbers are preceded by ob, and hexadecimal numbers by 0x.

In both cases, the prefix and the associated value are written in a monospace font, for example 0xFFFF0000. TO
improve readability, long numbers can be written with an underscore separator between every four characters,

for example 0xFFFF_0000_0000_0000. Ignore any underscores when interpreting the value of a number.
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Status and anticipated changes

Alpha draft, revisions to be expected.

Rule identifiers are introduced when the document reaches REL quality.

Feedb

ack

Arm welcomes feedback on its documentation.

Feedback on this book

If you have comments on the content of this book, send an email to <<feedback-address>>. Give:

The title (<<title>>).

The number and issue (<<Arm Document Unique ID>> <<version>> <<quality>> <<issue>>).

The page numbers to which your comments apply.
The rule identifiers to which your comments apply, if applicable.

A concise explanation of your comments.

Arm also welcomes general suggestions for additions and improvements.
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1 Introduction

This document specifies security interface requirements and guidance for systems that are compliant with the
Arm® Base Boot Requirements (BBR) [1] specification. BBR specifies the requirements for boot and runtime
services that system software, like operating systems and hypervisors, can rely on. Meeting these requirements
enables a suitably built operating system image to run on all compliant systems. BBR is based on industry
firmware standards like UEFI and ACPI. The focus of BBR is standards-based boot and runtime services, and it
does not address security.

This document identifies the platform requirements for BBR-based systems that enable standard, suitably built
operating systems to seamlessly use standard security interfaces. These interfaces include the following security
related functionality:

e UEFI authenticated variables

e UEFI secure boot

e UEFI secure firmware update using Update Capsules

e TPMs and measured boot

Compliance with this specification provides assurance that the security features in scope are implemented
according to standards. However, compliance does not provide assurance that a platform is secure. In the
process of architecting a system, system-level threat modeling should be performed to evaluate threats, risks,
and mitigations. The Platform Security Architecture (PSA) [9] and the PSA Certified framework [10] do provide a
comprehensive approach to platform security that is based on defined set of security goals. PSA provides
architecture and requirements specifications for building secure platforms. This specification complements PSA.
PSA Certified provides a measure of the robustness of an implementation, through an assessment process that is
performed by a security certification laboratory.
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2 Security requirements

In the following sections of this document, we describe the normative requirements in tables. These
requirements are distinct from the supporting informative text. The informative text provides additional context
to help clarify the rationale for each requirement.

Any system that is designed to conform to this specification must provide a complete implementation of the
requirements that is specified in the following sections:

e Authenticated variables (section 2.1)
e Secure boot (section 2.2)

e Secure firmware update (section 2.3)

If the platform implements TPM-based measured boot, the implementation must comply with the requirements
in the following section:

e TPMs and measured boot (section 2.4)

2.1 Authenticated variables

UEFI authenticated variables provide a means for a platform owner to control the setting of critical UEFI settings,
like variables that affect UEFI Secure Boot. Changes to authenticated variables are verified using digital
signatures. The changes must be signed by an appropriate private key.

Authenticated variables must be protected from unauthorized modification. Arm recommends that the
implementation of the protection of authenticated variables be considered as part of the platform threat model,

which is beyond the scope of this specification.

Systems must implement support for UEFI authenticated variables as specified in the following table:

ID Requirement

R0O10_BBSR | Authenticated variables must be supported and be compliant with the following sections of the
UEFI Specification [2]:

Globally Defined Variables (section 3.3)

Variable Services (section 8.2)

R0O40_BBSR | A minimum of 128 KB of non-volatile storage must be available for NV UEFI variables. There is
no maximum non-volatile storage limit.

RO50_BBSR | The maximum supported variable size must be a least 64 KB.

RO60_BBSR | The platform must support EFl variables with any valid combination of the following UEFI
variable attributes set:

EFI_VARIABLE_NON_VOLATILE
EFI_VARIABLE_BOOTSERVICE_ACCESS
EFI_VARIABLE_RUNTIME_ACCESS
EFI_VARIABLE_APPEND_WRITE
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EFI_VARIABLE_TIME_BASED_AUTHENTICATED_WRITE_ACCESS

Table 1, UEFI Authenticated Variable Requirements

2.2 Secure boot

Secure boot is a process that cryptographically authenticates all code that runs on a system. Secure boot
requires that all firmware is cryptographically signed. This enables the verification process to detect whether
firmware components have been compromised or corrupted.

Secure boot begins in an immutable bootloader component, for example a boot ROM, that loads the first
mutable firmware image. Before transferring control to the loaded image, the integrity and authenticity of the
image is verified using digital signatures. The boot process continues with each image in the boot chain
performing integrity and verification of the next image, before that image is executed or used. This process
forms a chain of trust that is anchored in the immutable bootloader and continues through all code that is
executed up to the runtime environment, for example the OS. UEFI Secure Boot is defined by the UEFI
Specification [2].

Systems must implement support for UEFI Secure Boot as specified in the following table.

ID Requirement

RO70_BBSR | System firmware must implement UEFI Secure Boot to prevent unauthorized EFI drivers, option
ROMs, or programs from being executed during boot.

RO80_BBSR | To support UEFI Secure Boot, the system firmware must be compliant with the following
sections of the UEFI Specification:

Runtime Services Rules and Restrictions (section 8.1)
Variable Services (section 8.2)

Secure Boot and Driver Signing (section 32)

R020_BBSR | To prevent rollback, the db signature database variable EFI_IMAGE_SECURITY_DATABASE must
be created to include the EFI_VARIABLE_TIME_BASED_AUTHENTICATED_WRITE_ACCESS
attribute.

R0O30_BBSR | To prevent rollback, the dbx signature database variable EFI_IMAGE_SECURITY_DATABASE1
must be created to include the EFI_VARIABLE_TIME_BASED_AUTHENTICATED_ WRITE_ACCESS
attribute to prevent rollback.

R0O90_BBSR | All UEFI images, for example drivers, applications, boot loaders, that are not contained in the
system firmware image must have their signature verified in accordance with Secure Boot UEFI
Image Validation in the UEFI Specification section 32.5.

R100_BBSR | System firmware must implement the Secure Boot variable as documented in Globally Defined
Variables in the UEFI Specification section 3.3.

R110_BBSR | If authentication of a component fails, that component must not continue to load or execute.

R120_BBSR | It must not be possible for a user to bypass UEFI Secure Boot failures. A physically present user
override is not permitted for images that fail signature verification.
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2.3 Secure firmware update

A secure firmware update process ensures that only authorized changes are permitted to the firmware in a
system. This process ensures that firmware components maintain their integrity.

The Update Capsule architecture is defined by the UEFI Specification. This architecture provides a flexible
mechanism to deliver and apply updates for system firmware components, for example Trusted Firmware-A or
UEFI, or firmware for /O devices in the system.

The Base Boot Requirements (BBR) [1] specification requires that in-band system firmware updates be
implemented using UEFI Update Capsules. The following requirements must be implemented:

ID Requirement
R130_BBSR In-band firmware updates must be implemented in accordance with the requirements in
BBR:

e Firmware must implement UEFI update capsules (UEFI specification section 8.5.3)

e Firmware must implement the Firmware Management Protocol Data Capsule Structure
format (UEFI specification section 23.3)

e Firmware must implement an ESRT that describes firmware updated in-band (UEFI
specification section 23.4)

R140_BBSR Capsule payloads for updating system firmware must be digitally signed.
R150_BBSR Before updates to system firmware are applied, images must be verified using digital
signatures.

Note: Prior to the call to UpdateCapsule(), operating systems need to clean the cache by VA to Point of
Coherency using the DC CVAC instruction on each ScatterGatherList element that is passed. This is needed only
when UpdateCapsule() is called after ExitBootServices(). This requirement will be clarified in a future version of
the UEFI specification.

Note: Capsules might be delivered through a file within the EFI system partition, as described in Delivery of
Capsules via file on Mass Storage device in the UEFI Specification section 8.5.5.

2.4 TPMs and measured boot
This specification does not mandate use of a TPM. However, if a TPM is implemented, the requirements in this
section must be followed.

A TPM is a security module that provides a number of foundational building blocks for platform security,
including:
¢ Platform Configuration Registers (PCRs) that securely store boot measurements and form the basis for a

system to be able to perform secure attestation. PCRs provide one mechanism to implement security
policies by sealing TPM objects to PCR values.

¢ Endorsement key that provides a unique, unclonable identity that is bound to hardware
¢ Key storage and management
e Secure cryptography in which keys are never brought into the clear

e Key generation
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e True random number generator

The threat model for a system will dictate whether a system needs a TPM, or a security module with equivalent
functionality. Some security models might include geography-specific requirements.

Note: The Arm Base System Architecture specification [3] specifies that, if a system implements a TPM, it must
be compliant with version 2.0 of the TCG specifications.

ID Requirement

R170_BBSR Mutable firmware components and critical data must be measured into PCR[0] through
PCR[7] during boot, following the PCR usage guidelines in the TCG PC Client Platform
Firmware Profile Specification Revision 1.04 [4].

R180_BBSR Mutable, Secure world firmware components must be measured into PCR[0].

R190 BBSR Signed critical data must be measured into PCR[0].

R200_BBSR All measurements that are made into TPM PCRs must be made with a SHA-256 or stronger
hashing algorithm.

R210_BBSR All measurements that are made into TPM PCRs must be logged in an event log compliant
with the definition in the TCG PC Client Platform Firmware Profile Specification Revision 1.04
[4] specification.

R220_BBSR For systems that implement system description using ACPI, a TPM 2.0 device must be
advertised through ACPI tables, as specified in the TCG ACPI Specification [6]. This enables
the TPM to be discovered by an operating system or hypervisor.

R230_BBSR UEFI firmware must implement the EFI_TCG2_PROTOCOL as defined in the TCG EFI Protocol
Specification Family 2.0 [5].

R240_BBSR If physical presence authorization for a TPM is implemented by firmware in a platform, the
implementation must follow the requirements in TCG PC Client Platform Physical Presence
Interface Specification [7]. The TCG specification describes two methods to provide physical
presence authorization: the command method and the hardware method. Either method is
acceptable to comply with this specification.

Note: It is acceptable for the first mutable firmware component to measure itself, if that component has been
verified by the immutable bootloader.

As required by the TCG PC Client Platform Firmware Profile Specification, firmware components that are
measured into PCR[0] must be logged in the event log using the event type EV_POST_CODE. The following table
contains recommended strings for the event data that are used for Secure world firmware components. In the
following table, %d represents a platform appropriate integer value, and %s represents a platform appropriate
string for the component:

DEN 0107
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EV_POST_CODE event data Component description

SYS_CTRL_%d For firmware for any kind of auxiliary
controller in the SoC
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BL_%d For any bootloader component on the
application processor. For example BL2 in
Trusted Firmware-A would be “BL_2".

SECURE_RT_ELO_%s Secure ELO runtime component
SECURE_RT_EL1_ %s Secure EL1 runtime component
SECURE_RT_EL2 Secure EL2 runtime component
SECURE_RT_EL3 EL3 runtime component. For example

BL31 in Trusted Firmware-A
nomenclature.

Note: A TPM 2.0 can be implemented as a firmware component in a protected environment like the Secure
world. The threats to a firmware TPM are different from a physical TPM. Threat modeling should be done to
evaluate potential threats and mitigations.

2.5 Platform reset attacks

A platform reset attack occurs when an attacker with physical presence causes a system to be unexpectedly
rebooted without a clean shutdown of the operating system. The attacker then makes the system boot on an
alternate boot device, like a USB drive or DVD, into an OS that is under the control of the attacker. Actions like
resetting the system, power cycling the system, or causing a kernel crash can cause the reboot. A key to the
attack succeeding is that that volatile system memory can retain its contents across the attacker-forced reboot.
The retention of memory contents can happen even when cycling the system power. After booting into the
attacker-controlled OS, the attacker can then scan memory to identify secrets like disk encryption keys.

A mitigation against this attack is defined in TCG PC Client Platform Reset Attack Mitigation Specification v1.10
[8]. The TCG specification defines two UEFI variables that can be set by an operating system to mitigate the
attack. The UEFI MemoryOverwriteRequestControl variable tells the firmware to clear memory prior to booting
an operating system. The variable MemoryOverwriteRequestControlLock is a protection flag which prevents
MemoryOverwriteRequestControl from being modified.

Note: When the UEFI MemoryOverwriteRequestControl variable, ACPI _DSM method, and PSCI memory
protection APl co-exist, Operating Systems may call any of these interfaces to mitigate the reset attack.
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