Date of Issue: 01-Jul-2019 Arm Software Developers Errata Notice Document Revision 6.0

arme

Arm® Cortex®-M23

Product Revision rO,r1

Software Developers Errata Notice

Non-Confidential - Released

ARM-EPM-107798 v6.0 Copyright © 2019 Arm. All rights reserved.

Non Confidential



Cortex-M23 Software Developers Errata Notice

Software Developers Errata Notice

Copyright © 2019 Arm. All rights reserved.

Non-Confidential Proprietary notice

This document is protected by copyright and other related rights and the practice or implementation of the
information contained in this document may be protected by one or more patents or pending patent applications.
No part of this document may be reproduced in any form by any means without the express prior written permission
of Arm. No license, express or implied, by estoppel or otherwise to any intellectual property rights is
granted by this document unless specifically stated.

Your access to the information in this document is conditional upon your acceptance that you will not use or permit
others to use the information for the purposes of determining whether implementations infringe any third party
patents.

THIS DOCUMENT IS PROVIDED “AS IS”. ARM PROVIDES NO REPRESENTATIONS AND NO WARRANTIES,
EXPRESS, IMPLIED OR STATUTORY, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF
MERCHANTABILITY, SATISFACTORY QUALITY, NON-INFRINGEMENT OR FITNESS FOR A PARTICULAR
PURPOSE WITH RESPECT TO THE DOCUMENT. For the avoidance of doubt, Arm makes no representation
with respect to, and has undertaken no analysis to identify or understand the scope and content of, patents,
copyrights, trade secrets, or other rights.

This document may include technical inaccuracies or typographical errors.

TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT WILL ARM BE LIABLE FOR ANY DAMAGES,
INCLUDING WITHOUT LIMITATION ANY DIRECT, INDIRECT, SPECIAL, INCIDENTAL, PUNITIVE, OR
CONSEQUENTIAL DAMAGES, HOWEVER CAUSED AND REGARDLESS OF THE THEORY OF LIABILITY,
ARISING OUT OF ANY USE OF THIS DOCUMENT, EVEN IF ARM HAS BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.

This document consists solely of commercial items. You shall be responsible for ensuring that any use, duplication
or disclosure of this document complies fully with any relevant export laws and regulations to assure that this
document or any portion thereof is not exported, directly or indirectly, in violation of such export laws. Use of the
word “partner” in reference to Arm’s customers is not intended to create or refer to any partnership relationship with
any other company. Arm may make changes to this document at any time and without notice.

If any of the provisions contained in these terms conflict with any of the provisions of any click through or signed
written agreement covering this document with Arm, then the click through or signed written agreement prevails
over and supersedes the conflicting provisions of these terms. This document may be translated into other
languages for convenience, and you agree that if there is any conflict between the English version of this document
and any translation, the terms of the English version of the Agreement shall prevail.

The Arm corporate logo and words marked with ® or ™ are registered trademarks or trademarks of Arm Limited (or
its subsidiaries) in the US and/or elsewhere. All rights reserved. Other brands and names mentioned in this
document may be the trademarks of their respective owners. Please follow Arm’s trademark usage guidelines at
http://www.arm.com/ company/policies/trademarks.

Copyright © 2019 Arm Limited (or its affiliates). All rights reserved.
Arm Limited. Company 02557590 registered in England.
110 Fulbourn Road, Cambridge, England CB1 9NJ

Web Address
http://www.arm.com

Feedback on content

If you have any comments on content, then send an e-mail to errata@arm.com . Give:

e the document title

e the document number, ARM-EPM-107798

e the page numbers to which your comments apply
e aconcise explanation of your comments.

Arm also welcomes general suggestions for additions and improvements.

ARM-EPM-107798 v6.0 Copyright © 2019 Arm. All rights reserved. Page 2 of 20

Non Confidential


http://www.arm.com/
mailto:errata@arm.com

Cortex-M23 Software Developers Errata Notice

Release Information
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text in Chapter 2. Fixed errata are not shown as updated unless the erratum text has changed. The summary table in section 2.2
identifies errata that have been fixed in each product revision.
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Summary of Erratum

TTA instruction in Thread mode might not report correct permission attributes
MPU_RLARX.EN bit is not reset on Warm reset

POP instruction with SP below SPLIM does not behave correctly

SCR.SLEEPDEEP can be read from Non-Secure state when SCR.SLEEPDEEPS is
set

NVIC_ITNSn registers are readable from Non-Secure state
A debug write to AIRCR.VECTCLRACTIVE can select the wrong Stack Pointer

Setting DHCSR.C_MASKINTS when DHCSR.S_SDE=0 can affect Secure
external interrupts

Incorrect instruction trace on exit from debug state because of reset
Fault on reset entry might enter debug state because of a vector catch
Register DAUTHCTRL is RAZ/WI when the debug power domain is off

Debug write to AIRCR.VECTCLRACTIVE clears the Secure NMI or Hardfault
active bit even if DHCSR.S_SDE is 0

Summary of Erratum
DIV instruction can update the wrong register when interrupted
POP instruction with SP below SPLIM does not behave correctly

DCRSR write to CONTROL_S, PRIMASK_S, CONTROL_NS or PRIMASK_NS
corrupts R2 or R3 registers

A double fault during stacking causes Lockup at the wrong priority level

See the Summary Table for errata fixes in the latest product revision.
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Chapter 1.
Introduction

This chapter introduces the errata notice for the Cortex-M23 processor.

1.1. Scope of this document

This document describes errata categorized by level of severity. Each description includes:

e the current status of the defect
e where the implementation deviates from the specification and the conditions under which erroneous behavior

occurs

e the implications of the erratum with respect to typical applications
e the application and limitations of a ‘work-around” where possible

This document describes errata that may impact anyone who is developing software that will run on implementations of

this Arm product.

1.2. Categorization of errata

Errata recorded in this document are split into the following levels of severity:

Table 1 Categorization of errata

Errata Type

Definition

Category A

A critical error. No workaround is available or workarounds are impactful. The error
is likely to be common for many systems and applications.

Category A(rare)

A critical error. No workaround is available or workarounds are impactful. The error
is likely to be rare for most systems and applications. Rare is determined by analysis,
verification and usage.

Category B

A significant error or a critical error with an acceptable workaround. The error is
likely to be common for many systems and applications.

Category B(rare)

A significant error or a critical error with an acceptable workaround. The error is
likely to be rare for most systems and applications. Rare is determined by analysis,
verification and usage.

Category C

A minor error.

ARM-EPM-107798 v6.0
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Chapter 2.
Errata Descriptions

2.1. Product Revision Status

The rnpn identifier indicates the revision status of the product described in this book, where:
rn Identifies the major revision of the product.

pn Identifies the minor revision or modification status of the product.

2.2. Revisions Affected

Table 2 below lists the product revisions affected by each erratum. A cell marked with indicates that the erratum
affects the revision shown at the top of that column.

This document includes errata that affect revision r0,r1 only.

Refer to the reference material supplied with your product to identify the revision of the IP.

Table 2 Revisions Affected

Cat Rare Summary of Erratum

857327 CatA TTA instruction in Thread mode might not report correct permission attributes X
856621 CatA UDIV or SDIV instructions can update the wrong register X
857323 CatB MPU_RLARX.EN bit is not reset on Warm reset X
857521 CatC Debug write to AIRCR.VECTCLRACTIVE clears the Secure NMI or Hardfault active bit even X
if DHCSR.S_SDE is 0
857326 CatC Register DAUTHCTRL is RAZ/WI when the debug power domain is off X
857324 CatC Fault on reset entry might enter debug state because of a vector catch X
857321 CatC Incorrect instruction trace on exit from debug state because of reset X
857024 CatC Setting DHCSR.C_MASKINTS when DHCSR.S_SDE=0 can affect Secure external interrupts X
857022 CatC A debug write to AIRCR.VECTCLRACTIVE can select the wrong Stack Pointer X
856873 CatC NVIC_ITNSn registers are readable from Non-Secure state X
856872 CatC SCR.SLEEPDEEP can be read from Non-Secure state when SCR.SLEEPDEEPS is set X
856675 CatC A double fault during stacking causes Lockup at the wrong priority level X
856672 CatC DCRSR write to CONTROL_S, PRIMASK_S, CONTROL_NS or PRIMASK_NS corrupts R2 X
or R3 registers
856671 CatC POP instruction with SP below SPLIM does not behave correctly X
ARM-EPM-107798 v6.0 Copyright © 2019 Arm. All rights reserved. Page 6 of 20
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2.3. Category A

856621: UDIV or SDIV instructions can update the wrong register

Category A
Products Affected: Cortex-M23.
Present in: rOp0

Description

A UDIV or SDIV instruction can update the wrong register if interrupted, and access through the Debug Access Port is
sent on the AHB bus at the same time.

Configurations affected

This erratum affects configurations with the Debug extensions implemented.

Conditions
1. The processor executes a UDIV or SDIV instruction.
2. The instruction is interrupted on the last cycle.

3. Simultaneously, the debug port accesses the AHB bus and this transfer encounters at least one wait state.

Implications

The address of the destination register is corrupted and any of the registers between RO and R14 can be written instead
of the correct destination register.

Workaround

There is no workaround when a debug connection is active.
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857327: TTA instruction in Thread mode might not report correct permission attributes

Category A
Products Affected: Cortex-M23.
Present in: rOp0

Description

When a TTA instruction is executed in Thread mode and Secure state, it uses CONTROL_S.nPRIV instead of
CONTROL_NS.nPRIV to check the privilege level and report attributes.

Configurations affected

This erratum affects configurations of the processor with the Security Extension implemented and at least 4 Non-secure
MPU regions.

Conditions

1. The CPU runs in Secure state and Thread mode.

2. CONTROL_S.nPRIV is not the same as CONTROL_NS.nPRIV.

3. The CPU executes a TTA instruction to query access permissions of a Non-secure memory location.

Implications

The TTA instruction uses CONTROL_S.nPRIV to report attributes instead of CONTROL_NS.nPRIV. The attributes
which are affected are:

e  NSRW: Non-secure read and writeable.
e  NSR: Non-secure readable.

e RW: Read and writeable.

e R:Readable.

The attributes are reported as:

e  When CONTROL_S.nPRIV=1 and CONTROL_NS.nPRIV=0, fields NSRW, NSR, R, and W report O but access
might be permitted in Non-secure state.

e  When CONTROL_s.nPRIV=0 and CONTROL_NS.nPRIV=1, fields NSRW, NSR, R, and W might report Non-
Zero values but access might not be permitted in Non-secure state.

Workaround

There is no workaround.

2.4. Category A (Rare)

There are no errata in this category
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2.5. Category B

857323: MPU_RLARX.EN bit is not reset on Warm reset

Category B
Products Affected: Cortex-M23.
Present in: rOp0

Description
The region enable bit MPU_RLARX.EN is not reset on a Warm reset in the RAR=0 configuration.

Configurations affected

This erratum affects configurations of the processor where RAR=0.

Conditions

For any of the MPUs, Secure and/or Non-secure:

1. Some MPU regions are not programmed after a Warm reset: MPU_RLAR registers are not all written.
2. The MPU is enabled: MPU_CTRL.ENABLE is set to 1.

Implications

Registers MPU_RLARX are not reset on a Warm reset. The enable bit might still be set to 1 after the reset and cause the
region to be enabled. This can cause any of:

e  Access to unprivileged code to a memory region that has not been enabled.
e  Code execution to a memory region that has not been permitted.

e A fault because of a hit in two regions at the same time.

Workaround

Before enabling the Secure or Non-secure MPU, the MPU_RLAR register of each region should be written. For the
regions that are not used, bit MPU_RLAR.EN must be set to 0.

2.6. Category B (Rare)

There are no errata in this category.
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2.7. Category C

856671: POP instruction with SP below SPLIM does not behave correctly

Category C
Products Affected: Cortex-M23.
Present in: rOp0

Description

A POP instruction for which the Stack Pointer is below the SPLIM register before execution and is greater than or equal
to the SPLIM register after execution might not correctly report the stack limit fault, or read an address below the
SPLIM register.

Configurations affected

This erratum affects configurations with the Security Extension implemented.

Conditions
1. The processor runs in Secure state.

2. One SPLIM register (PSPLIM or MSPLIM) corresponding to the current Stack Pointer (PSP or MSP) is programmed
to a non-zero value.

3. The current Stack Pointer is at a value lower than the corresponding SPLIM register.

4. A POP instruction loading 'numregs' registers is executed, so that SP + 4 * 'numregs' is higher than or same as the
corresponding SPLIM.

An additional condition changes the implications:
5. The initial address of the Stack Pointer is SPLIM-0x4.

Implications

If conditions 1. to 4. are met, then:

e  The first read access of the POP instruction is performed whereas it is below the SPLIM value.

If conditions 1. to 5. are met, then:

e  The first read access of the POP instruction is performed whereas it is below the SPLIM value, and the fault is not
reported.

Workaround

No workaround is required in standard conditions. The Stack Pointer should never be below the SPLIM register. If an
instruction tries to set the Stack Pointer below the SPLIM register, then a fault is detected and the Stack Pointer is
either:

e  Not modified, for example on a PUSH, ADD, SUB, or MOV instruction, or

e Changed to the SPLIM value on exception entry.

To ensure that this condition is met, you must ensure that:

e When writing to the Stack Pointer with an MSR instruction, the final value is not below the SPLIM register.

¢  When modifying the SPLIM register with a MSR instruction, the value of the SPLIM register is below the
corresponding Stack Pointer.
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856672: DCRSR write to CONTROL_S, PRIMASK_S, CONTROL_NS or PRIMASK_NS
corrupts R2 or R3 registers

Category C
Products Affected: Cortex-M23.
Present in: rOp0

Description

A debug write to the DCRSR register to update the PRIMASK _S or CONTROL_S registers corrupts the R2 register. A
debug write to the DCRSR register to update the PRIMASK_NS or CONTROL_NS registers corrupts the R3 register.
Configurations affected

This erratum affects configurations with both the Security and Debug Extensions implemented.

Conditions

1. The processor is in Halt state with Secure Intrusive debug enabled.

2. The debugger writes to the DCRSR register to update one of PRIMASK_S, PRIMASK_NS, CONTROL_S, or
CONTROL_NS.

Implications

The requested register is modified correctly, but at the same time:

e Register R2 is corrupted if CONTROL_S or PRIMASK_S is selected.

e  Register R3 is corrupted if CONTROL_NS or PRIMASK_NS is selected.

Workaround
Registers R2 and R3 need to be saved and restored:
e  Saved when entering Halt mode and restored when leaving Halt mode, or

e  Saved before updating one of CONTROL_S, PRIMASK_S, CONTROL_NS, or PRIMASK_NS, and restored after
the update.
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856675: A double fault during stacking causes Lockup at the wrong priority level

Category C
Products Affected: Cortex-M23.
Present in: rOp0

Description

When a fault is detected during NMI stacking and BFHFNMINS is set to 1, another fault might be detected and cause
Lockup at the wrong priority level (-3 instead of -2).

Configurations affected

This erratum affects configurations with the Security Extension implemented.

Conditions

1. The processor runs in Secure state.

2. AIRCR.BFHFNMINS is set to 1.

3. Hardfault Non-secure (priority -1) is active.

4. An NMI (priority -2) preempts the CPU, which starts a stacking phase.

5. During the last access of the Caller registers stacking (XPSR register), a bus fault is detected.

6. The CPU detects a Secure fault during the first address phase of the Callee registers (R4 register). This fault can be
an MPU or SPLIM fault.

Implications

The CPU enters Lockup because Non-secure Hardfault is active. However, the Lockup should happen at the NMI
priority (-2, Non-secure), but is at the Secure Hardfault priority (-3).

It means that a debugger can make the CPU leave Lockup state only if Secure Invasive Debug is authenticated, but
Non-secure Invasive Debug should have been enough to exit Lockup state.
Workaround

No workaround is required in normal conditions as Arm recommends leaving Lockup state by resetting the CPU instead
of using a debugger.

Authenticating Secure Invasive Debug allows the processor to exit Lockup state.
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856872: SCR.SLEEPDEEP can be read from Non-Secure state when SCR.SLEEPDEEPS is
set

Category C
Products Affected: Cortex-M23.
Present in: rOp0

Description

SCR.SLEEPDEEP is defined as RAZ/WI from Non-Secure state when SCR.SLEEPDEEPS is set. In the Grebe
processor, this bit is WI but reads the value.

Configurations affected

This erratum affects configurations with the Security Extension implemented.

Conditions
1. SCR.SLEEPDEEP is setto 1.
2. SCR.SLEEPDEEPS is set.

Implications

If the processor reads the value of SCR.SLEEPDEEP from Non-Secure state, the register bit will read as 1, but this
register bit is defined as RAZ/WI in the architecture.

Workaround

No workaround is required. This erratum provides more information than expected to Non-Secure code, but this
information is not useful.

ARM-EPM-107798 v6.0 Copyright © 2019 Arm. All rights reserved. Page 13 of 20

Non Confidential



Cortex-M23 Software Developers Errata Notice

856873: NVIC_ITNSnh registers are readable from Non-Secure state

Category C
Products Affected: Cortex-M23.
Present in: rOp0

Description

The NVIC_ITNSn registers are defined as RAZ/WI from Non-Secure state. Because of this erratum, the processor can
read the value of these registers from Non-Secure state.

Configurations affected

This erratum affects configurations with the Security Extension implemented.

Conditions

1. The value of the NVIC_ITNSn registers contains bits that read as 1 for interrupts which are present in the design.

Implications

If the processor reads the NVIC_ITNSn registers, it is able to read the interrupts which target Non-Secure state but it is
not able to modify these registers.

Workaround

No workaround is required as no useful information can be read from these registers. These registers list the interrupts
that target Non-Secure state, but Non-Secure state can get the same information by writing to the NVIC_ISERn
registers and checking which bits can be set to 1. Only the interrupts for which the corresponding bit in the
NVIC_ITNSn registers is set can be enabled from Non-Secure state.
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857022: A debug write to AIRCR.VECTCLRACTIVE can select the wrong Stack Pointer

Category C
Products Affected: Cortex-M23.
Present in: rOp0

Description

When the CPU is in debug state, a debugger can use bit VECTCLRACTIVE of register AIRCR to clear active state of
interrupts and set IPSR to 0. Until the CPU leaves debug state, the selected Stack Pointer register might not be correct.
Configurations affected

This erratum affects configurations of the processor with the Debug extensions implemented.

Conditions

1. The CPU is halted in debug state.

2. The CPU is in Non-secure state, or DHCSR.S_SDE s set.

3. The CPU is in Handler mode: IPSR is Non-Zero and at least one exception is active.
4. CONTROL.SPSEL is set for the current Security state.

Implications

IPSR is cleared when AIRCR.VECTCLRACTIVE is set to 1 and the CPU changes to Thread mode. If
CONTROL.SPSEL is set for the current Security state, the current Stack Pointer should point to the PSP register, but
the MSP register will continue to be used.

The Stack Pointer will point to PSP until the CPU leaves debug state.

Workaround

A workaround is only required when the CPU is halted in debug state after AIRCR.VECTCLRACTIVE is set to 1.
Until the CPU leaves debug state, a debugger should explicitly read or update SP_main or SP_process instead of the
current Stack Pointer.

For example, instead of writing this value to DCRSR.REGSEL.:

e  0b0001101 current Stack Pointer, SP.

Use one of these values depending on the CONTROL.SPSEL register value:
e 0b0010001 current state main Stack Pointer, SP_main.

e  0b0010010 current state process Stack Pointer, SP_main.
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857024: Setting DHCSR.C_MASKINTS when DHCSR.S_SDE=0 can affect Secure external
interrupts

Category C
Products Affected: Cortex-M23.
Present in: rOp0

Description

Register DHCSR should only affect Non-secure interrupts when DHCSR.S_SDE=0, but revision rOp0 of Grebe masks
all external interrupts (Secure or Non-secure) if the interrupt with the highest priority is Non-secure.
Configurations affected

This erratum affects configurations of the processor with the Debug and Security Extensions implemented.

Conditions
1. DHCSR.S_SDE is set to 0.

2. The external interrupt with the highest priority is Non-secure and there is no other exception with a higher priority.

Implications

C_MASKINTS masks the pending external interrupt with the highest priority when it is Non-secure, even if a Secure
interrupt could preempt if the Non-secure one was masked independently.

SysTick and PendSV are not impacted because they are masked independently.

Workaround

If Non-secure debug is permitted, the Secure application needs to be aware that Secure external interrupts might not be
able to preempt when DHCSR.C_MASKINTS is set.
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857321: Incorrect instruction trace on exit from debug state because of reset

Category C
Products Affected: Cortex-M23.
Present in: rOp0

Description

When the CPU is halted in debug state and a reset occurs, the ETM trace contains a Reset Exception Entry packet and
an I-Sync packet, but only the 1-Sync packet should be sent.

Configurations affected

This erratum affects configurations of the processor with the Debug extensions implemented.

Conditions
1. The CPU is halted in debug state.
2. The ETM trace is enabled.

3. The system or debugger asserts system reset.

Implications

Because of this erratum, the trace contains the following packets:

1. A Reset Exception Entry packet with address 0x00000000.

2. An I-Sync packet (exit from debug state) with the address of the reset handler.
Only the second packet should be sent.

Workaround
The debugger should ignore the first packet.
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857324: Fault on reset entry might enter debug state because of a vector catch

Category C
Products Affected: Cortex-M23.
Present in: rOp0

Description

A debugger can set DEMCR.VC_HARDERR to halt to debug state when a Hardfault exception occurs. When the CPU
resets on a system reset and gets a fault during the stack or vector fetch, it might halt to debug state instead of entering
lockup state.

Configurations affected

This erratum affects configurations of the processor with the Debug extensions implemented.

Conditions

1. Intrusive debug is enabled.

2. If the CPU implements the Security Extension, DHCSR.S_SDE is 1.

3. DEMCR.VC_HARDERR is set to enter debug state on a Hardfault exception.
4. A system reset resets the CPU.

5. Access to MSP value or reset handler address returns a bus fault.

Implications

The CPU should enter lockup state with IPSR value set to 0. Because it is detected as a Hardfault exception, it will
instead halt to debug state.

Workaround

The debugger should check the value of IPSR and PC value to detect this case.
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Cortex-M23 Software Developers Errata Notice

857326: Register DAUTHCTRL is RAZ/WI when the debug power domain is off

Category C
Products Affected: Cortex-M23.
Present in: rOp0

Description
The CPU can read or write register DAUTHCTRL to override Secure debug authentication. When the debug power
domain is off, this register becomes RAZ/WI and is reset on a debug reset.

Configurations affected

This erratum affects configurations of the processor with the Security and Debug Extensions implemented.

Conditions
1. The debug power domain is turned off.
2. The CPU tries to access register DAUTHCTRL.

Implications

Register DAUTHCTRL becomes RAZ/WI. As long as the debug power domain is off, this has no impact. However, it
is not possible to write a value until a debugger is connected and the debug power domain is turned on.

This register is also reset on a debug reset.

Workaround

Because of this erratum, register DAUTHCTRL should only be written when a debugger is connected, or when the
debug power domain is turned on.
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Cortex-M23 Software Developers Errata Notice

857521: Debug write to AIRCR.VECTCLRACTIVE clears the Secure NMI or Hardfault active
bit even if DHCSR.S_SDE is 0

Category C
Products Affected: Cortex-M23.
Present in: rOp0

Description

If the Secure handler calls a Non-secure function and the CPU is halted in Debug state, a Debug write to
AIRCR.VECTCLRACTIVE might clear the Secure NMI or Hardfault active bit.

Configurations affected

This erratum affects configurations of the processor with both the Debug and Security extensions implemented.

Conditions

1. The CPU runs the Secure NMI or Hardfault handler.

2. The handler calls a Non-secure function before returning from an exception.
3. Debug is enabled and the CPU is halted.

4. The debugger sets the AIRCR.VECTCLRACTIVE bit.

Implications

A Debug write to AIRCR.VECTCLRACTIVE can clear the current active exception without clearing IPSR. Only NMI
and Hardfault exceptions are impacted because they have a negative priority.

If the CPU runs the Secure Hardfault or NMI handler and calls a Non-secure function, the Non-secure code can clear
the active bit of the highest priority exception with a negative priority. However, in this case, a fault is triggered.
Workaround

The CPU that runs the Secure NMI or Hardfault handler should never call a Non-secure function before returning from
an exception.

If the NMI or Hardfault exceptions must be handled by Non-secure code, you can enable this functionality by setting
the AIRCR.BFHFNMINS bit.
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