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Preface

This preface introduces the ARM® Cortex®-A57 MPCore Processor Cryptography Extension Technical
Reference Manual.

It contains the following:
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Chapter 1
Introduction

This chapter introduces the Cryptography Extensions instructions for the Cortex-A57 processor and its
features.

It contains the following sections:
• 1.1 About the Cortex-A57 processor Cryptography engine on page 1-7.
• 1.2 Product revisions on page 1-8.
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1.1 About the Cortex-A57 processor Cryptography engine
The Cortex-A57 processor Cryptography engine supports the ARMv8 Cryptography Extensions. The
Cryptography Extensions add new instructions that the Advanced SIMD can use to accelerate the
execution of AES, SHA1, and SHA2-256 algorithms.

The following table lists the instructions for AES. See the ARM® Architecture Reference Manual,
ARMv8, for ARMv8-A architecture profile for more information.

Table 1-1  AES instructions

Mnemonic Instruction

AESD AES single round decryption

AESE AES single round encryption

AESIMC AES inverse mix columns

AESMC AES mix columns

VMULLa Polynomial multiply long

The following table lists the instructions for SHA1 or SHA2-256. See the ARM Architecture Reference
Manual, ARMv8, for ARMv8-A architecture profile for more information.

Table 1-2  SHA1 and SHA2-256 instructions

Mnemonic Instruction

SHA1C SHA1 hash update accelerator, choose

SHA1H SHA1 fixed rotate

SHA1M SHA1 hash update accelerator, majority

SHA1P SHA1 hash update accelerator, parity

SHA1SU0 SHA1 schedule update accelerator, first part

SHA1SU1 SHA1 schedule update accelerator, second part

SHA256H SHA256 hash update accelerator

SHA256H2 SHA256 hash update accelerator, upper part

SHA256SU0 SHA256 schedule update accelerator, first part

SHA256SU1 SHA256 schedule update accelerator, second part

a Polynomial 64-bit instruction.

1 Introduction
1.1 About the Cortex-A57 processor Cryptography engine
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1.2 Product revisions
This section describes the differences in functionality between product revisions.

r0p0 First release.
r0p1 No technical changes for cryptography extension.
r0p2 No technical changes for cryptography extension.

1 Introduction
1.2 Product revisions
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Chapter 2
Programmers Model

This chapter describes the registers of the Cryptography engine and provides information for
programming the engine.

It contains the following sections:
• 2.1 About the programmers model on page 2-10.
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2.1 About the programmers model
The Cortex-A57 processor Cryptography engine implements the Cryptography Extensions described in
the ARMv8 architecture.

This section contains the following subsections:
• 2.1.1 Identifying the cryptography instructions implemented on page 2-10.
• 2.1.2 Disabling the Cryptography engine on page 2-10.

2.1.1 Identifying the cryptography instructions implemented

Software can read a register to identify the cryptography instructions that are implemented.

The register to read depends on the Execution state, as follows:

AArch32
To access the ID_ISAR5 in AArch32 state, read the register with:

MRC p15, 0, <Rt>, c0, c2, 5 ; Read AArch32 Instruction Set Attribute Register 5

AArch64
To access the ID_ISAR5_EL1 in AArch64 state, read the register with:

MRS <Rd>, ID_ISAR5_EL1 ; Read AArch32 Instruction Set Attribute Register 5

To access the ID_AA64ISAR0_EL1 in AArch64 state, read the register with:

MRS <Xt>, ID_AA64ISAR0_EL1 ; Read AArch64 Instruction Set Attribute Register 0

The following table lists the instruction identification registers for the Cryptography engine. See the
ARM® Cortex®-A57 MPCore Processor Technical Reference Manual for more information about the
registers.

Table 2-1  Cryptography engine register summary

Name Execution state Description

ID_ISAR5 AArch32
AArch32 Instruction Set Attribute Register 5

ID_ISAR5_EL1
AArch64

ID_AA64ISAR0_EL1 AArch64 Instruction Set Attribute Register 0

2.1.2 Disabling the Cryptography engine

The CRYPTODISABLE[N:0] input controls whether the Cryptography engine is disabled for processor
N. The processor only samples this signal during reset.

When CRYPTODISABLE is HIGH, executing a cryptography instruction results in an Undefined
Instruction exception.

2 Programmers Model
2.1 About the programmers model
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Appendix A
Revisions

This appendix describes the technical changes between released issues of this book.

It contains the following sections:
• A.1 Revisions on page Appx-A-12.
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A.1 Revisions
This appendix describes the technical changes between released issues of this book.

Table A-1  Issue A

Change Location Affects

First release - -

Table A-2  Differences between issue A and issue B

Change Location Affects

No technical changes - -

Table A-3  Differences between issue B and issue C

Change Location Affects

No technical changes - -

Table A-4  Differences between issue C and issue D

Change Location Affects

No technical changes - -

Table A-5  Differences between issue D and issue E

Change Location Affects

No technical changes - -

Table A-6  Differences between issue E and issue F

Change Location Affects

No technical changes - -

Table A-7  Differences between issue F and issue G

Change Location Affects

No technical changes - -

A Revisions
A.1 Revisions
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